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Foreword

This standard has been prepared by JEDEC. The purpose of this standard is definition of a UFS Universal
Flash Storage electrical interface and a UFS memory device. This standard defines a unique UFS feature
set and includes the feature set of eMMC standard as a subset. This standard references several other
standard specifications by MIPI (M-PHY and UniPro specifications) and INCITS T10 (SBC, SPC and
SAM draft standards) organizations.

Introduction

The UFS electrical interface is a universal serial communication bus which can be utilized for different
types of applications. It’s based on MIPI M-PHY specification as physical layer for optimized
performance and power. The UFS architectural model references the INCITS T10 SAM model for ease of
adoption.

The UFS device is a universal data storage and communication media. It is designed to cover a wide area
of applications as smart phones, cameras, organizers, PDAs, digital recorders, MP3 players, internet
tablets, electronic toys, etc.
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UNIVERSAL FLASH STORAGE (UFS)

(From JEDEC Board Ballot JCB-16-10, formulated under the cognizance of the JC-64.1 Subcommittee
on Electrical Specifications and Command Protocols, Item 133.00B)

1 SCOPE

This standard specifies the characteristics of the UFS electrical interface and the memory device. Such
characteristics include (among others) low power consumption, high data throughput, low
electromagnetic interference and optimization for mass memory subsystem efficiency. The UFS electrical
interface is based on an advanced differential interface by MIPI M-PHY specification which together with
the MIPI UniPro specification forms the interconnect of the UFS interface. The architectural model is
referencing the INCITS T10 (SCSI) SAM standard and the command protocol is based on INCITS T10
(SCSI) SPC and SBC standards.

2 NORMATIVE REFERENCE

The following normative documents contain provisions that, through reference in this text, constitute
provisions of this standard. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this standard are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated. For
undated references, the latest edition of the normative document referred to applies.

[MIPI-M-PHY], MIPI Alliance Specification for M-PHY®, Version 3.00.00

[MIP1-UniPro], MIPI Alliance Specification for Unified Protocol (UniPro®"), Version 1.6.00
[MIP1-DDB], MIPI Alliance Specification for Device Descriptor Block (DDB), Version 1.0

[SAM], INCITS T10 draft standard: SCSI Architecture Model — 5 (SAM-5), Revision 05, 19 May 2010
[SPC], INCITS T10 draft standard: SCSI Primary Commands — 4 (SPC-4), Revision 27, 11 October 2010
[SBC], INCITS T10 draft standard: SCSI Block Commands — 3 (SBC-3), Revision 24, 05 August 2010

[JESD8-12A], 1.2 V +/- 0.1V (Normal Range) and 0.8 - 1.3 V (Wide Range) Power Supply Voltage and
Interface Standard for Nonterminated Digital Integrated Circuits

[HBM-MM], JEDEC Recommended ESD Target Levels for HBM/MM Qualification, JEP155A.01,
March 2012

[CDM], JEDEC Recommended ESD-CDM Target Levels, JEP157, October 2009

[HMAC-SHA], Eastlake, D. and T. Hansen, US Secure Hash Algorithms (SHA and HMAC-SHA), RFC
4634, July 2006.
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3 TERMS AND DEFINITIONS

For the purposes of this standard, the terms and definitions given in the document included in clause 2,
Normative Reference, and the following apply.

Application Client: An entity that is the source of SCSI commands and task management function
requests in the host.

Byte: An 8-bit data value with most significant bit labeled as bit 7 and least significant bit as bit 0.

Command Descriptor Block: The structure used to communicate commands from an application client
to a device server. A CDB may have a fixed length of up to 16 bytes or a variable length of between 12
and 260 bytes.

Device ID: The bus address of a UFS device.
Device Server: An entity in the device that processes SCSI commands and task management functions.

Doubleword: A 32-bit data value with most significant bit labeled as bit 31 and least significant bit as bit
0.

Dword: 32-bit data value, a Doubleword.
Gigabyte: 1,073,741,824 or 2*° bytes.

Host: An entity or a device with the characteristics of a primary computing device that includes one or
more SCSI initiator devices.

Initiator device: Within a transaction, the originator of a SCSI command request message to a target
device.

Kilobyte: 1024 or 2*° bytes.

Logical Unit: A logical unit is an internal entity of a bus device that performs a certain function or
addresses a particular space or configuration within a bus device.

Logical Unit Number: A numeric value that identifies a logical unit within a device
Megabyte: 1,048,576 or 2%° bytes.
Quadword: A 64-bit data value with most significant bit labeled as bit 63 and least significant bit as 0.

Segment: A specified number of sequentially addressed bytes representing a data structure or section of
a data structure.

Segment ID: A 16-bit value that represents an index into a table or an address of a segment descriptor or
simply an absolute value that is an element of an absolute address

SCSI Request Block: A data packet that contains a multi-byte SCSI command and additional contextual
information needed to carry out the command operation. A SCSI Request Block is built by the host and is
targeted at a particular bus device.

Target device: Within a transaction, the recipient of a SCSI command request message from an initiator
device.

Task: A task is a SCSI command which includes all transactions to complete all data transfers and a
status response that will satisfy the requirements of the requested services of the command.

Transaction: A UFS primitive action which results in transmission of serial data packets between a
target device and initiator device.
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3 Terms and Definitions (cont’d)
Terabyte: 1.099.511.627.776 or 2*° bytes.

UFS Protocol Information Unit: Information transfer (communication) between a UFS host and device
is done through messages which are called UFS Protocol Information Units. These messages are UFS
defined data structures that contain a number of sequentially addressed bytes arranged as various
information fields.

Unit: A bus device

Unit Attention: A condition of a bus device utilizing the SCSI protocol where it needs to be serviced
before it can continue processing requests and responses.

Word: A 16-bit data value with most significant bit labeled as bit 15 and least significant bit as bit 0.

3.1 Acronyms

CDB Command Descriptor Block

CPort A CI_Dort is a_Service Access Po!nt on .the UniPro Transport Layer (L4) within a
Device that is used for Connection-oriented data transmission

DMA Direct Memory Access

DSC Digital Still Camera

FFU Field Firmware Update

GB Gigabyte

HCI Host Controller Interface

1D Initiator ID

KB Kilobyte

LUN Logical Unit Number

MB Megabyte

MIPI Mobile Industry Processor Interface

MP3 MPEG-2 Audio Layer 3

NA Not applicable

NU Not used

PDU Protocol Data Unit

PLL Phase-Locked Loop

PMP Portable media player

PSA Production State Awareness

PWM Pulse Width Modulation

RFU Reserved for future use

RPMB Replay Protected Memory Block
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3.1 Acronyms (cont’d)

SBC SCSI Block Commands

SID Segment ID

SDhuU Service Data Unit

SPC SCSI Primary Commands

TB Terabyte

T_PDU MIPI Unipro Protocol Data Unit
T_SDU MIPI Unipro protocol Service Data Unit
UFS Universal Flash Storage

UMPC Ultra-Mobile PC

UniPro Unified Protocol

UPIU UFS Protocol Information Unit
UTP UFS Transport Protocol

3.2 Conventions
This standard follows some conventions used in SCSI documents since it adopts several SCSI standards.

A binary number is represented in this standard by any sequence of digits consisting of only the Western-
Arabic numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b). Spaces may be included
in binary number representations to increase readability or delineate field boundaries (e.g., 0 0101 1010b).

A hexadecimal number is represented in this standard by any sequence of digits consisting of only the
Western-Arabic numerals O through 9 and/or the upper-case English letters A through F immediately
followed by a lower-case h (e.g., FA23h). Spaces may be included in hexadecimal number representations
to increase readability or delineate field boundaries (e.g., B FD8C FA23h).

A decimal number is represented in this standard by any sequence of digits consisting of only the
Western-Arabic numerals 0 through 9 not immediately followed by a lower-case b or lower-case h (e.g.,
25).

A range of numeric values is represented in this standard in the form "a to z", where a is the first value
included in the range, all values between a and z are included in the range, and z is the last value included
in the range (e.g., the representation "0h to 3h" includes the values Oh, 1h, 2h, and 3h).

When the value of the bit or field is not relevant, x or xx appears in place of a specific value.
The first letter of the name of a Flag is a lower-case f (e.g., fMyFlag).

The first letter of the name of a parameter included in a Descriptor or the first letter of the name of an
Attribute is:

o alower-case b if the parameter or the Attribute size is one byte (e.g., bMyParameter),

o alower-case w if the parameter or the Attribute size is two bytes (e.g., wMyParameter),
e alower-case d if the parameter or the Attribute size is four bytes (e.g., dMyParameter),
a lower-case q if the parameter or the Attribute size is eight bytes (e.g., qMyParameter).
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3.3 Keywords
Several keywords are used to differentiate levels of requirements and options, as follow:

Can - A keyword used for statements of possibility and capability, whether material, physical, or causal
(can equals is able to).

Expected - A keyword used to describe the behavior of the hardware or software in the design models
assumed by this standard. Other hardware and software design models may also be implemented.

Ignored - A keyword that describes bits, bytes, quadlets, or fields whose values are not checked by the
recipient.

Mandatory - A keyword that indicates items required to be implemented as defined by this standard.

May - A keyword that indicates a course of action permissible within the limits of the standard (may
equals is permitted).

Must - The use of the word must is deprecated and shall not be used when stating mandatory
requirements; must is used only to describe unavoidable situations.

Obsolete - A keyword indicating that an item was defined in prior standards but has been removed from
this standard.

Optional - A keyword that describes features which are not required to be implemented by this standard.
However, if any optional feature defined by the standard is implemented, it shall be implemented as
defined by the standard.

Reserved - A keyword used to describe objects—bits, bytes, and fields—or the code values assigned to
these objects in cases where either the object or the code value is set aside for future standardization.
Usage and interpretation may be specified by future extensions to this or other standards. A reserved
object shall be zeroed or, upon development of a future standard, set to a value specified by such a
standard. The recipient of a reserved object shall not check its value. The recipient of a defined object
shall check its value and reject reserved code values.

Shall - A keyword that indicates a mandatory requirement strictly to be followed in order to conform to
the standard and from which no deviation is permitted (shall equals is required to). Designers are required
to implement all such mandatory requirements to assure interoperability with other products conforming
to this standard.

Should - A keyword used to indicate that among several possibilities one is recommended as particularly
suitable, without mentioning or excluding others; or that a certain course of action is preferred but not
necessarily required; or that (in the negative form) a certain course of action is deprecated but not
prohibited (should equals is recommended that).

Will - The use of the word will is deprecated and shall not be used when stating mandatory requirements;
will is only used in statements of fact.

34 Abbreviations

etc. - And so forth (Latin: et cetera)

e.g. - For example (Latin: exempli gratia)

i.e. - That is (Latin: id est)
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4

INTRODUCTION

Universal Flash Storage (UFS) is a simple, high performance, mass storage device with a serial interface.
It is primarily for use in mobile systems, between host processing and mass storage memory devices. The
following is a summary of the UFS device features.

4.1

General Features
Target performance
o High speed GEARs @

= Support for GEARL is mandatory

= Support for GEAR2 is mandatory

= Support for GEARS is optional
Target host applications

o Mobile phone, UMPC, DSC, PMP, MP3 and any other applications that require mass storage,
bootable mass storage, and external card

Target device types
o External card
o Embedded device
= Mass storage and bootable mass storage
o Future expansion of device class types
= |/O devices, camera, wireless, ... , etc.
Topology
o One device per UFS port.
UFS Layering
o UFS Command Set Layer (UCS)

= Simplified SCSI command set based on SBC and SPC. UFS will not modify these SBC and SPC
Compliant commands. Option for defining UFS Native command and future extension exist.

o UFS Transport Protocol Layer (UTP)

= JEDEC to define the supported protocol layer, i.e., UTP for SCSI. This does not exclude the
support of other protocol in UFS Transport Protocol Layer.

o UFS Interconnect Layer (UIC)

= MIPI UniPro®™ [MIPI-UniPro] is adopted for data link layer

= MIPI M-PHY ™ [MIPI-M-PHY ] is adopted for physical layer
NOTE 1 See 6.4.1 for details.



175
176
177
178
179
180
181
182
183
184
185
186
187
188

189
190

191
192
193
194
195
196
197
198
199
200
201
202

JEDEC Standard No. 220C
Page 7

4.2 Interface Features
e  Three power supplies
o VCCQ power supply: 1.2 V (nominal)
o VCCQ2 power supply: 1.8 V (hominal)
o VCC power supply: 1.8 V/3.3 V (nominal)
e Signaling as defined by [MIPI-M-PHY]
o 400 mVp/240 mVp (not terminated),
o 200 mVp/120 mVp (terminated)
e 8b10b line coding, as defined by MIPI M-PHY
e High reliability — BER under 10™
e Two signaling schemes
o Low-speed mode with PWM signaling scheme
o High-Speed burst mode
o Multiple gears defined for both Low-Speed and High-Speed mode

4.3 Functional Features
UFS functional features are NAND management features. These include

e Similar functional features as eMMC

e Boot Operation Mode

e Multiple logical units with configurable characteristics

o Replay Protected Memory Block (RPMB)

o Reliable write operation

e Background operations

e Secure operations, Purge and Erase to enhance data security
e Write Protection options, including Permanent and Power-On Write Protection
e Signed access to a Replay Protected Memory Block

e HW Reset Signal

e Task management operations

e Power management operations
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5 UFS ARCHITECTURE OVERVIEW

51 UFS Top Level Architecture

Figure 5-1 shows the Universal Flash Storage (UFS) top level architecture.

UFS Application Layer (UAP)

UFS Command Set (UCS)

: o Task
UFS Native Simplified SCSI Future Manager

Command Set Command Set Extension ...

UFS Transport Protocol Layer (UTP)

CUIC_sAP)
UFS InterConnect Layer (UIC)
MIPI UniPro
MIPI M-PHY

omishe)

UIO_SAP

Figure 5-1 — UFS Top Level Architecture

UFS communication is a layered communication architecture. It is based on SCSI SAM architectural
model [SAM].

5.1.1 Application Layer

The application layer consists of the UFS command set (UCS), the device manager and the Task
Manager. The UCS will handle the normal commands like read, write, and so on. UFS may support
multiple command sets. UFS is designed to be protocol agnostic. The command set for this version UFS
standard is based on SCSI command set. In particular, a simplified SCSI command set was selected for
UFS. UFS Native command set can be supported when it is needed to extend the UFS functionalities.

The Task Manager handles commands meant for command queue control. The Device Manager will
provide device level control like Query Request and lower level link-layer control.

5.1.2 UFS Device Manager

The device manager has the following two responsibilities:

e Handling device level operations.
e Managing device level configurations.

Device level operations include functions such as device power management, settings related to data
transfer, background operations enabling, and other device specific operations.

Device level configuration is managed by the device manager by maintaining and storing a set of
descriptors. The device manager handles commands like query request which allow to modify or retrieve
configuration information of the device.
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5.1.3 Service Access Points

As seen from the diagram the device manager interacts with lower layers using the following two service
access points

e UDM_SAP
e UIO_SAP

UDM_SARP is the service access point exposed by the UTP for the device manager to allow handling of
device level operations and configurations. For example the handling of query request for descriptors
would be done using this service access point. Figure 5-2 depicts the usage of the service access point.

UES InterConnect UFS Transport Protocol
Layer (UIC) Layer (UTP)

Figure 5-2 — Usage of UDM_SAP

UIO_SAP is the service access point exposed by the UIC layer for the device manager to trigger the reset
of the UIC layer and to transfer requests and responses related to UIC management functions. Figure 5-3
depicts the usage of the service access point.

UFES InterConnect UFS Transport Protocol
Layer (UIC) Layer (UTP)

Figure 5-3 — Usage of UIO_SAP
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514 UIO_SAP

UIO_SAP is the service access point exposed by the UIC layer. In UniPro, UIO_SAP corresponds to
DME_SAP. The DME_SAP provides service primitives including one for resetting the entire UniPro
protocol stack and one for UFS device reset, etc.

e DME_RESET : Itis used when the UniPro stack has to be reset.
e DME_ENDPOINTRESET: Itis used when UFS host wants the UFS device to perform a reset.

For the detailed internal mechanism, refer the UniPro specification [MIPI-UniPro] released by MIPI
(MIPI is Mabile Industry Processor Interface).

515 UDM_SAP

UDM_SAP is the service access point exposed by the UTP layer to the Device Manager for UFS device
level functions. UDM_SAP corresponds to the Query Request and Query Response functions defined by
the UFS UTP layer.

For further details refer to the following subclauses: 10.9.9, Query Function transport protocol services,
10.7.8, QUERY REQUEST UPIU, and 10.7.9, QUERY RESPONSE UPIU.

5.1.7 UFS Transport Protocol Layer

The UFS Transport Protocol (UTP) layer provides services for the higher layer . UPIU is “UFS Protocol
Information Unit” which is exchanged between UTP layers of UFS host and UFS device. For example, if
host side UTP receives the request from application layer or Device Manager, UTP generates a UPIU for
that request and transports the generated UPIU to the peer UTP in UFS device side. The UTP layer
provides the following three access points.

1) UFS Device Manager Service Access Point (UDM_SAP) to perform the device level management
like descriptor access.

2) UTP Command Service Access Point (UTP_CMD_SAP) to transport commands.

3) UTP Task Management Service Access Point (UTP_TM_SAP) to transport task-management
function like “abort task™ function.

5.1.8 UFS Interconnect Layer

The lowest layer is UFS Interconnect Layer (UIC) which handles connection between UFS host and UFS
device. UIC consists of MIPI UniPro and MIPI M-PHY. The UIC provides two service access points to
upper layer. The UIC Service Access Point (UIC_SAP) to transport UPIU between UFS host and UFS
device. The UIC_SAP corresponds to T_SAP in UniPro. The UIC IO control Service Access Point
(UIO_SAP) to manage UIC. The UIO_SAP corresponds to DME_SAP in UniPro.

5.1.9 UFS Topology

This version of the standard assumes that only one device is connected to a UFS port. Other topologies
may be defined in future versions of the standard.
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5.2 UFS System Model

Figure 5-4 shows an example of UFS system. It shows how a UFS host is connected to a UFS device, the
position of UFS host controller and its related UFS HCI interface.

UFS Host UFS Device
Application
Device
> Level <—>»| Descriptors
RST_n Managing
> - T
REE CLK COt‘ltl‘OlJI : J| : Config
v UFS Host ” I - i |
Driver Controller uic uic v : j———=—n
> | LU-0 «——+> Storage !
DOUT_t | o= L__g_l
< 5 h < < I Y : [ ]
T T| 7T |
ues || urs T g:DOUT_c 3|3 . | o
oriver | | Host > 3 25 ve . .
river Reg T2 DIN.t | 2T |————=
% <% 71 %] % > LU-N «—> Storage !
=< < < |
DIN_c L —__

Figure 5-4 — UFS System Model

The UFS host consists of the application which wishes to communicate with the UFS device. It
communicates with the device using the UFS driver. The UFS driver is meant for managing the UFS host
controller through the UFS HCI (UFS Host Controller Interface). The UFS HCI is basically a set of
registers exposed by the host controller.

Figure 5-4 also indicates the UFS interface between the UFS host and the UFS device. The UFS
Interconnect (UIC) Layer consists of MIPI UniPro and MIPI M-PHY. The physical layer M-PHY is
differential, dual simplex PHY that includes TX and RX pairs.

Potential UFS devices can be memory card (full size and micro size), embedded bootable mass storage
devices, 10 devices, etc. A UFS device is comprised of multiple logical units, a device manager and
descriptors. The device manager performs device level functions like power management while the
logical unit performs functions like read, write etc. The descriptors are meant for storage of configuration
related information.

5.3 System Boot and Enumeration

The system boot from a bootable UFS device will initiate after power up when the UFS InterConnect
Layer (MIPI M-PHY and UniPro) has completed its boot sequence. The boot code can be read from the
appropriate boot logical unit, or as desired, boot ROM code can re-configure MIPI M-PHY and UniPro to
appropriate setting before reading the boot code.

Multiple boot logical units may be available in a UFS device. However, only one boot logical unit will be
active at power-up. Appropriate descriptors are available to configure the boot process.

During boot, accesses to boot logical unit are supported via SCSI commands.
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5.4 UFS Interconnect (UIC) Layer

UFS interconnect layer is composed by MIPI UniPro, which provides basic transfer capabilities to the
upper layer (UTP), and MIPI M-PHY, adopted as UFS physical layer.

5.4.1 UFS Physical Layer Signals

The UFS physical layer defines the physical portion of the UFS interface that connects UFS device and
UFS host. This is based on MIPI M-PHY specification. UFS interface can support multiple lanes in each
direction. Each lane consists of a differential pair. Basic configuration is based on one transmit lane and
one receive lane.

Optionally, a UFS device may support two downstream lanes and two upstream lanes. An equal number
of downstream and upstream lanes shall be provided in each link.

Table 5-1 summarizes the signals required for a UFS device. Only the single lane, per direction, per link,
configuration is shown. See clause 6, UFS Electrical: Clock, Reset, Signals and Supplies, and clause 8,
UFS UIC Layer: MIPI M-PHY:, for full details about UFS signals.

Table 5-1 — UFS Signals

Name Type Description

Reference clock

REF_CLK Input Relatively low speed clock common to all UFS devices in the chain,
used as a reference for the PLL in each device.

DIN_t nput Downstream lane input
npu
DIN_c Differential input true and complement signal pair.
DOUT _t Upstream lane output
Output _ ) ) )
DOUT _c Differential output true and complement signal pair.
Reset
RST_n Input

UFS Device hardware reset signal

5.4.2 MIPI UniPro
In UFS, UniPro is responsible for management of the link, including the PHY.

NOTE Device management is outside the scope of the interconnect layer and is the responsibility of the upper
layers.

The basic interface to the interconnect layer is UniPro definition of a CPort. CPort is used for all data
transfer as well as all control and configuration messages. In general, multiple CPorts can be supported on
a device and the number of CPorts is implementation dependent.

Traffic sent over UniPro link can be classified as TCO or TC1 traffic class with TC1 as higher priority
traffic class. This version of UFS standard only uses a single CPort and TCO traffic class.

UFS takes advantage of the basic types of UniPro services. These include data transfer service, and
config/control/status service.

For more details, please refer to clause 9, UIC layer: MIPI UniPro, and MIPI UniPro specification [MIPI-
UniPro].
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54 UFS Interconnect (UIC) Layer (cont’d)
5.4.3 MIPI UniPro Related Attributes

In general the UniPro related attributes, values and use of them are defined in the MIPI UniPro
specification. The attributes may be generic for all UniPro applications and thus out of scope of this
document. Following attributes are defined in this standard specifically for UFS application as indicated
in Table 5-2.

Table 5-2 — ManufacturerID and DeviceClass Attributes

Attribute AttributelD® value Description

MIPI manufacturer ID.

DME_DDBL1_ManufacturerlD 0x5003 MIPI MID shall be used in this
Attribute also for UFS applications.

The ID can be requested from MIPI.

Memory = 0x02 | ynjPro DeviceClass ID for UFS

DME DDBL1 DeviceClass 0x5002 .
- - Host = 0x03 application

NOTE 1 Reference MIPI Alliance Specification for Device Descriptor Block [MIPI-DDB]

5.5 UFS Transport Protocol (UTP) Layer

As mentioned previously, the Transport Layer is responsible for encapsulating the protocol into the
appropriate frame structure for the interconnect layer. UFS is protocol agnostic and thus any protocol will
need the appropriate translation layer. For this version of UFS standard, this is UTP (UFS Transport
Protocol) layer.

In this version of the standard, all accesses are supported only through SCSI, however additional
API/service/extension may be added in future versions to introduce new features or address specific
requirements.

A design feature of UTP is to provide a flexible packet architecture that will assist the UFS controller in
directing the encapsulated command, data and status packets into and out of system memory. The
intention is to allow the rapid transmittal of data between the host system memory and the UFS device
with minimal host processor intervention. Once the data structures are set up in host memory and the
target device is notified, the entire commanded transaction can take place between the UFS device and the
host memory. The means by which the UFS controller transfers data into and out of host memory is via a
hardware and/or firmware mechanism that is beyond the scope of this document. See the UFS controller
standard for further information.

A second feature of the UTP design is that once a device receives a command request notification from
the host, the device will control the pacing and state transitions needed to satisfy the data transfers and
status completion of the request. The idea here is that the device knows its internal condition and state and
when and how to best transfer the data that makes up the request. It is not necessary for the host system or
controller to continuously poll the device for “ready” status or for the host to estimate when to start a
packet transfer. The device will start the bus transactions when it determines its conditions and status are
optimal. This approach cuts down on the firmware and logic needed within the host to communicate with
a device. It also affords the maximum possible throughput with the minimum number of bus transactions
needed to complete the operation.
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55 UFS Transport Protocol (UTP) Layer (cont’d)
55.1 Architectural Model

The SCSI Architecture Model [SAM] is used as the general architectural model for UTP. The SAM
architecture is a client-server model or more commonly a request-response architecture.

5.5.1.1 Client-Server Model

A client-server transaction is represented as a procedure call with inputs supplied by the application client
on the Initiator device. The procedure call is processed by the server and returns outputs and a procedure
call status. Client-server relationships are not symmetrical. A client only originates requests for service. A
server only responds to such requests.

Initiator device and Target device are mapped into UFS physical network devices. An Initiator device
may request processing of a command or a task management function through a request directed to the
Target device. Device service requests are used to request the processing of commands and task manager
requests are used to request the processing of task management functions.

Target device is a UFS device. A UFS device will contain one or more Logical Units. A Logical Unit is
an independent processing entity within the device.

An Initiator request is directed to a single Logical Unit within a device. A Logical Unit will receive and
process the client command or request. Each Logical Unit has an address within the Target device called a
Logical Unit Number (LUN).

Communication between the Initiator device and Target device is divided into a series of messages. These
messages are formatted into UFS Protocol Information Units (UPIU) as defined within this standard.
There are a number of different UPIU types defined. All UPIU structures contain a common header area
at the beginning of the data structure (lowest address). The remaining fields of the structure vary
according to the type of UPIU.

A Task is a command or sequence of actions that perform a requested service. A Logical Unit contains a
task queue that will support the processing of one or more Tasks. The Task queue is managed by the
Logical Unit. A unique Task Tag is generated by the Initiator device when building the Task. This Task
Tag is used by the Target device and the Initiator device to distinguish between multiple Tasks. All
transactions and sequences associated with a particular Task will contain that Task Tag in the transaction
associated data structures.

Command structures consist of Command Descriptor Blocks (CDB) that contain a command opcode and
related parameters, flags and attributes. The description of the CDB content and structure are defined in
detail in the [SAM], [SBC] and [SPC] INCITS T10 draft standards.



JEDEC Standard No. 220C

Page 15
393 5.5.1.1 Client-Server Model (cont’d)
SCSI Target Device SCSI Port SCSiI Initiator Device
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396 Figure 5-5 — SCSI Domain Class Diagram
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397 5511
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Client-Server Model (cont’d)
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Figure 5-6 — UFS Domain Class Diagram
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5.5.1.2 CDB, Status, Task Management

UTP adopts Command Descriptor Block (CDB) format for commands, device status data hierarchy and
reporting method, and task management functions of outstanding commands, described in [SAM].
Regardless of the command protocol to be delivered by UTP, SCSI CDB, Status and Task Management
Functions should be adopted uniformly in UFS devices.

5.5.1.3 Nexus
The nexus represents the relationship among the Initiator, Target, Logical Unit and Command (Task)
e Nexus notation: 1_T_L_Q nexus; where | =Initiator, T = Target, L = Logical Unit, Q = Command

There shall be at least one initiator device in the UFS definition. There shall only one target device, the
UFS device. There shall be one or more logical units in a UFS device. The command identifier (i.e., the Q
inan I_T_L_Q nexus) is assigned by the Initiator device to uniquely identify one command in the context
of a particular I_T_L nexus, allowing more than one command to be outstanding for the I_T_L nexus at
the same time.

An overlapped command occurs when a task manager or a task router detects the use of a duplicate
I_T_L_Q nexus in acommand before that I_T_L_Q nexus completes its command lifetime (see [SAM]).

Concurrent overlapped commands are not allowed in UFS. Each command shall have an unique Task
Tag. The UFS device is not required to detect overlapped commands.

5.5.1.4 SCSI Command Model

All command requests originate from application clients in an Initiator device. An application Client
requests the processing of a command with the following procedure call:

e Service Response = Execute Command (IN (I_T_L_Q Nexus, CDB, Task Attribute, [Data-In Buffer
Size], [Data-Out Buffer], [Data-Out Buffer Size], [CRN], [Command Priority]), OUT ([Data-In
Buffer], [Sense Data], [Sense Data Length], Status, [Status Qualifier]))

Parameter fields in the UTP Command, Response, Ready-to-Transfer, Data-Out, Data-In UPIU headers
contain the requisite information for the input and output arguments of the Execute Command procedure
call in compliance with [SAM].

5.5.1.5 SCSI Task Management Functions

An application client requests the processing of a task management function with the following procedure
call:

e Service Response = Function name (IN (Nexus), OUT ([Additional Response Information])

Parameters fields in the UTP Task Management Request and UTP Task Management Response headers
contain the requisite information for the input and output arguments of the Task Management Function
procedure call in compliance with [SAM].
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5.6 UFS Application and Command Layer

UFS interface is designed to be protocol agnostic interface. However, as mentioned previously, SCSI has
been selected as the baseline protocol layer for this standard. Descriptors are available to identify and
select the appropriate protocol for UFS interface.

The primary functions of the Command Set Layer are to establish a method of data exchange between the
UFS host and UFS device and to provide fundamental device management capability. SCSI SBC and
SPC commands are the baseline for UFS. UFS will not modify the SBC and SPC Compliant commands.
The goal is to maximize re-use and leverage of the software codebase available on platforms (PC,
netbook, MID) that are already supporting SCSI.

Options are available to define UFS Native commands and extension as needed.
UFS SCSI command set includes:
1. SBC compliant commands [SBC]:
¢ FORMAT UNIT
e READ (6) and READ (10)
e READ CAPACITY (10)
e REQUEST SENSE
e SEND DIAGNOSTIC
¢ UNMAP
e WRITE (6) and WRITE (10)
2. SPC compliant commands [SPC]:
¢ INQUIRY
e REPORT LUNS
e READ BUFFER (optional)
e TEST UNIT READY
e WRITE BUFFER
e SECURITY PROTOCOL IN and SECURITY PROTOCOL OUT
3. SCSI operational commands for UFS applications and compatible with existing SCSI driver
e MODE SELECT (10) and MODE SENSE (10)
e PRE-FETCH (10)
e START STOP UNIT
¢ SYNCHRONIZE CACHE (10)
e VERIFY (10)
4. Value-added optional commands for UFS:

e READ (16), WRITE(16), PRE-FETCH (16), SYNCHRONIZE CACHE (16), and READ
CAPACITY(16).
NOTE These commands support logical units with larger capacities having an 8-byte LBA field.

Refer to clause 11, UFS Application (UAP) Layer — SCSI Commands, for more details.
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6 UFS ELECTRICAL: CLOCK, RESET, SIGNALS AND SUPPLIES

6.1 UFS Signals

Figure 6-1 represents a conceptual drawing of UFS device. Utilization of internal regulators and
connection of those to different parts of the sub-system may differ per implementation.

vee veeQ VCCQ2
Ccp-IN
T [ Y/
| I | | Cuopi
| vec || veeQ | vceq2 |
| Regulator | | Regulator | ! Regulator | $
C+| - e e VDDIQ
_I_— CvDDiQ
Ccp c-
‘ F———
CPOUT1 I I VDDIQ2
| Charge
Ccp-out | I CvopiQ2
cpouT)| [ Pume _L¢
< L T
RSTN > Control
REF_CLK | o o I* d Memory
» = >
DIN_t/c %) Core Logic S Data
> l:L) E < P
DOUT_t/c [}
< >

-
<
7]

T s

NOTE 1 The memory core power supply may be connected to VCC power supply ball, or the VCC regulator
output, while it is connected to the charge pump output if VCC =1.8 V and the memory requires 3.3 V core power

supply.
NOTE 2 The memory 10 may consume power from any power supply: VCC, VCCQ or VCCQ?2.
NOTE 3 Ccp.n, Ccp and Cep.out may be required only when internal charge pump is used.

Figure 6-1 — UFS Device Block Diagram
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6.1 UFS Signals (cont’d)

Table 6-1 — Signal Name and Definitions

Name Type Description
VCC Supply | Supply voltage for the memory devices
Supply voltage used typically for the memory controller and
VCCQ Supply | optionally for the PHY interface, the memory 10, and any other
internal very low voltage block
Supply voltage used typically for the PHY interface and the
veez Supply memory controller and any other internal low voltage block
VDDIQ N Input Input terminal to provided bypass capacitor for VCCQ internal
regulator
VDDIQ2 o Input Input terminal to provide bypass capacitor for VCCQ?2 internal
regulator
vDDi © Input Input terminal to provide bypass capacitor for VCC internal
regulator
VSS Supply | Ground
RST_n Input Input hardware reset signal. This is an active low signal
REF_CLK Input Input reference clock. When not active, this signal should be

pull-down or driven low by the host SoC.

Differential input signals in

to UFS device from the host

DIN_t or DINO_t @
DIN_cor DINO ¢ @

Input

Downstream data lane 0.
DIN_t is the positive node of the differential signal.

Input

DIN1_t@®, DIN1 ¢ @

Downstream data lane 1.

Differential output signals from the UFS device to the host

DOUT _t or DOUTO _t @ Outout Upstream data lane 0.
DOUT _c or DOUTO ¢ ® P DOUT _t is the positive node of the differential signal.
DouT1 t® DouT1 ¢ ® | Output | Upstream data lane 1.
C+ Inout Optional charge pump capacitor, positive terminal. For more
P information, please refer to 6.5
o Inout Optional charge pump capacitor, negative terminal. For more
P information, please refer to 6.5
CPOUTL, CPOUT2 Input _Optlonal_ Charge pump output capacitor terminal. For more
information, please refer to 6.5

NOTE 1 If there is no internal regulator requiring output capacitor then VDDi pins should be internally connected
as follows: VDDi to VCC, VDDIQ to VCCQ, and VDDIQ2 to VCCQ?2.

NOTE 2 DINO_t/_c and DIN1_t/_c apply if the device has two downstream lanes.
NOTE 3 DOUTO_t/_c and DOUT1_t/_c apply if the device has two upstream lanes.

NOTE 4 Itis recommended to apply [HBM-MM] and [CDM] to all signals described in this table. This standard
does not require use of the Machine Model for ESD qualification.
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489 6.2 Reset Signal

490  To meet the requirements of the JEDEC Standard [JESD8-12A], the RST_n signal voltages shall be
491  within the specified ranges for VCCQ in Table 6-2.

492 Table 6-2 — Reset Signal Electrical Parameters
Parameter Symbol Min Max Unit | Notes
Input HIGH voltage VIH 0.65*VCCQ | VCCQ+0.3 V | For VCCQ as defined in Table 6-3
Input LOW voltage VIL VSS-0.3 0.35*VCCQ V | For VCCQ as defined in Table 6-3
Input Capacitance Cin 10 pF
Input leakage Current llkg 10 MA

493 6.3 Power Supplies

494 Table 6-3 — UFS Power Supply Parameters

Parameter Symbol Min Max | Unit | Notes
VCC DC operating range VCC 2 39 v

1.70 | 1.95 Vv
VCCQ DC operating range VCCQ 1.1 1.3 \% 1
VCCQ2 DC operating range VCCQ2 1.70 | 1.95 Vv
Supply Voltage power up timing for 3.3 V tPRUH 35 ms |2
Supply Voltage power up timing for 1.8 V tPRUL 25 ms |2
Supply Voltage power up timing for 1.2 V tPRUV 20 ms |2
VCC internal regulator capacitor Cvopi 1 UF
VCCQ internal regulator capacitor Cvopio 1 UF
VCCQ?2 internal regulator capacitor Cvopio2 1 UF

NOTE 1 See [JESD8-12A].

NOTE 2 Power up timing starts when the supply voltage crosses 300 mV and ends when it reaches the
minimum operating value.

495
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6.3 Power Supplies (cont’d)
Figure 6-2 shows tPRUH, tPRUL and tPRUV timings for VCC = 3.3 V.

VCC

VCCn {

VCCQ2y-

300mV 1 300mV

Figure 6-2 — Supply voltage power up timings

Table 6-4 defines the valid voltage configurations for an UFS device. UFS device shall support at least
one of the valid voltage configurations, and it may optionally support more than one of them.

Table 6-4 — Voltage configurations for UFS

: VCCQ VCCQ2
Power Supplies
11V-13V 1.7V-195V
27V-36V Valid
VCC -
1.7V-195V Valid

6.4 Reference Clock

The M-PHY specification defines the reference clock optional for the State Machine Type | [MIPI M-
PHY]. As the PWM signaling is self-clocked the reference clock is not required for the data latching.
Therefore, UFS devices shall be able to operate without reference clock in LS-MODE (LINE-CFG,
SLEEP and PWM-BURST).

Still existence of the reference clock may be utilized to enable lower BER and faster HS-MODE
PLL/DLL locking. Thus a UFS device shall implement a square wave single ended reference clock input
and it requires the presence of a reference clock with the characteristics described in this section when
operating in HS-MODE (STALL and HS-BURST). In order to avoid potential race conditions, it is
recommended that such reference clock is already present when requesting a power mode change into
Fast_Mode or FastAuto_Mode.
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6.4 Reference Clock (cont’d)

Table 6-5 — Reference Clock parameters

Parameter Symbol Min Max Unit Notes
19.2
Frequenc f 26 MHz 1
quency ! 38.4
52
Frequency Error fErrOR -150 +150 ppm
Input High Voltage Viy 0.65 *VCCQ \% 2
Input Low Voltage Vi 0.35*VCCQ \Y 2
Input Clock Rise Time tirise 2 ns 3
Input Clock Fall Time tiEALL 2 ns 3
Duty Cycle toc 45 55 % 4
Phase Noise N -66 dBc 5
Noise Floor Density Ndensity -140 dBc/Hz 6
RLgx 100 kQ
Input Impedance 7
CLgx 5 pF
NOTE 1 HS-BURST rates A and B are achieved with integer multipliers of frer.
NOTE 2 Figure 6-3 shows the input levels V_max t0 ViHmin-
NOTE 3 Clock rise time and clock fall time shall be measured from 20% to 80% of the window
defined by V| uax to Viumin, See Figure 6-3.
NOTE 4 Clock duty cycle shall be measured at the crossings of the REF_CLK signal with the
midpoint Vyip, defined as: Vmip = (Viumax + Viemin) / 2, see Figure 6-3.
NOTE 5 Integrated single side band phase noise from 50kHZ to 10MHz. This parameter refers to
the random jitter only.
NOTE 6 White noise floor. This parameter refers to the random jitter only.
NOTE 7 RLgrxand CLgx include Rx package and Rx input impedance.

bRefClkFreq attribute indicates to the device the frequency of the REF_CLK signal, and its default value
corresponds to 26 MHz.

UFS device can operate in HS-MODE only if bRefClkFreq attribute indicates the correct REF_CLK
frequency value. bRefClkFreq attribute can be written only if both sub-links are in LS-MODE.

The reference clock is not required and it may be turned off when both SUB-LINKSs have reached and are
operating in one of the following M-PHY states:

o LS-MODE (LINE-CFG, SLEEP or PWM-BURST state)
e HIBERNS state

The reference clock shall be turned ON and stably running before initiation of the state transition to
STALL from a LS-MODE (LINE-CFG or SLEEP) or from the HIBERNS state.
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6.4 Reference Clock (cont’d)
Figure 6-3 shows clock rise time and fall time measurements.

VCCQ A

tiFALL

N\
VAS

Figure 6-3 — Clock input levels, rise time, and fall time

6.4.1 HS Gear Rates
Table 6-6 defines the data rate values for the two rate series with respect REF_CLK frequency value
(Fref).
Table 6-6 — HS-BURST Rates
Rate A-series | Rate B-series™
HS-GEAR Rate A-series Rate B-series (from (from Unit
[MIPI-M-PHY]) | [MIPI-M-PHY])
fref 1:ref 1:ref fref
19213841267 | 109.2/38.4 | 26/52 19.2/38.4/ 26 / 52 MHz
HS-GEAR1 12489 1459.2 1456.0 1248 1457.6 Mbps
HS-GEAR2 2496 2918.4 2912.0 2496 2915.2 Mbps
HS-GEAR3® 4992 5836.8 5824.0 4992 5830.4 Mbps
NOTE 1 “Mbps”indicates 1000000 bit per sec.

NOTE 2 1248Mbps with fref = 38.4 MHz may be obtained using a prescaler. fref * M /P, M = 65 (PLL multiplier), P = 2

(Prescaler).

NOTE 3 Support for HS-GEARS is optional.

NOTE 4 The B-series rates shown are not integer multiples of common reference frequencies 19.2 MHz or 26 MHz,
but are within the tolerance range of 2000 ppm.
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537 6.4 Reference Clock (cont’d)

538 6.4.2 Host Controller requirements for reference clock generation

539 Table 6-7 — Host controller reference clock parameters
Parameter Symbol Min Max Unit Notes
DC Output High Voltage Von 0.75 * VCCQ Y, 1,2
DC Output Low Voltage VoL 0.25*VCCQ Vv 1,2
Output Clock Rise Time torise 2 ns 3
Output Clock Fall Time torALL 2 ns 3
Test Load Impedance Rltes 100 kQ L45

Clqest 20 pF 1,4,5

NOTE 1 Output load resistive and capacitance component are defined as 20 pF shunted by 100 KQ.

% REF_CLK
;

20pF
VRefClkT == ] 100KQ

f

Figure 6-4 — Test Load Impedance

VSS

NOTE 2 Following graph shows Output driver and Input receiver levels. REF_CLK driver AC voltage (e.g., ring
back) shall be kept inside Output Voltage limit.

VCCQ yax
TX Output High .
Vomun P __E’_i____ RX Input High
_______________ ViH, MIN
RX
Threshold
Region
_______________ Vv
VoLmax — — — — — — — — — — o IL, MAX
TX Output Low I RX Input Low
\ v J o vss N - y
Transmitter Receiver

Figure 6-5 — Output driver and Input receiver levels

540
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6.4.2 Host Controller requirements for reference clock generation (cont’d)
Table 6-7 — Host controller reference clock parameters (cont’d)

NOTE 3 Clock rise time and clock fall time shall be measured from 20% to 80% of the window defined by
VoL max and Vou min.

VCCQ A .

toFaLL

/\
V \'a
Figure 6-6 — Clock output levels, rise time and fall time

NOTE 4 Including transmitter output, Tx package, interconnect, Rx package and Rx input impedance

NOTE 5 The Test Load Impedance is placed at the output of the driver, with the shortest interconnect.

6.5 External Charge Pump Capacitors (Optional)

In order to produce memory devices that can accommodate a low voltage core supply (VCC=1.8 V) an

internal charge pump circuit may be required.

Charge pump circuit requires extra-sized passive components. An optional usage of external charge pump

capacitors is provided.

Figure 6-1 shows the electrical connections required in case of charge pump implementation that uses

external capacitors.
Table 6-8 provides description of the capacitors to be used.

Table 6-8 — Charge pump capacitors description

Capacitor Name | Min Typ Max | Description

the charge pump input bypass capacitor.

When charge pump is used, this capacitor is used as

Cecp. TBD 4. 7uF TBD
ePn When charge pump is not used this capacitor is used
as a bypass capacitor for the memory.
Ccp-out TBD 4.7uF TBD | Charge pump output bypass capacitor
Cep TBD | 0.22uF | TBD | Charge pump flying capacitor

The charge pump capacitors are optional for UFS devices. Table 6-9 specifies name and description of the

balls for connecting external charge pump capacitors.
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6.6 External Charge Pump Capacitors (Optional) (cont’d)
Table 6-9 — Charge pump related ball names

Ball Name Description
C+ Ccp capacitor’s positive terminal
C- Ccp capacitor’s negative terminal
CPOUT1, CPOUT2 | Charge pump output capacitor (2 balls)*

NOTE 1 Two CPOUT balls are required to reduce inductance, improve ripple and transient response

NOTE 2 The given capacitors shall be placed close to the memory device to minimize the inductance. As a
guideline for package design, it is recommended to place the CP related balls close to each other and close to the
edge of the package.

6.6  Absolute Maximum DC Ratings

Stresses greater than those listed in Table 6-10 may cause permanent damage to the device. This is a
stress rating only, and functional operation of the device at these or any other conditions above those
indicated in the operational sections of this standard is not implied. Exposure to absolute maximum rating
conditions for extended periods may affect reliability.

Table 6-10 — Absolute maximum DC ratings

Parameter Symbol Min Max | Unit | Notes
Voltage on M-PHY signals -0.2 1.6 \% 1
Voltage on REF_CLK, RST_n signals -0.2 1.6 \% 1
VCC supply voltage VCC -0.6 4.6 \ 1
VCCQ supply voltage VCCQ -0.2 1.6 \ 1
VCCQ?2 supply voltage VCCQ2 -0.2 2.4 \ 1
Storage Temperature Tste -40 85 °C

NOTE 1 Voltage relative to VSS.
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563 7 RESET, POWER-UP AND POWER-DOWN

564 7.1 Reset
565  Following sub-sections define the means for resetting the UFS device or a layer of it.
566 7.1.1 Power-on Reset

567 A power-on reset is obtained switching the VCCQ, VCCQ2 and VCC power supplies off and back on.
568  The UFS device shall have its own power-on detection circuitry which puts the UFS device and all the
569 different layers of it into a defined state after the power-on.

m Device
LU 1 | ogical Unit LU n ( Logical Unit
icati Reset
Application | Poweron Reset
pp A .

Client Events ‘
S 1 Power on }
Jpe— e:et
A
1. DME_RESET.req 1. DME_RESET.req
. Transport . Transport
< Layer (L4) < Layer (L4)
g g
2 2
= Network = Network
o Layer (L3) o Layer (L3)
c c
[} Q
: i " Legend |
g Data Link g Data Link } 9 |
5] Layer (L2) 5] Layer (L2) | !
= = Event | !
- - (e |
L L | .
3 PHY Adapter 3 PHY Adapter \ }
Layer (L1.5) Layer (L1.5) - !
570
571 Figure 7-1 — Power-on Reset

572
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573 7.1.2 Hardware Reset
574 A dedicated hardware reset signal is defined for the UFS device.
ot [N
Application | HW Reset Reset Reset
Client St A
[T | WWReset |
R Reset
1. DME_RESET.req 1. DME_RESET.req
. Transport . Transport
s Layer (L4) s Layer (L4)
c) g
2 2
= Network = Network
”é 0’ Layer (L3) ".'..:J 0‘ Layer (L3)
Q Q
5 § T !
g »' Data Link § ». Data Link } Legend |
s Layer (L2) 5] Layer (L2) | !
S 5 | |
g PHY Adapter é PHY Adapter } }
Layer (L1.5) Layer (L1.5) L !
575 )
576 Figure 7-2 — Hardware Reset
577  Figure 7-3 shows the hardware reset AC timings.
RST_n | \
tRSTW ‘_ tRSTH N
578 ) o
579 Figure 7-3 — Reset AC timings
580
581 Table 7-1 — Reset timing parameters
Symbol Comment Min Max Unit
tRSTW RST_n Pulse Width 1 us
tRSTH RST_n High Period (Interval) 1 us
tRSTF RST _n filter 100 ns

582  The reset signal is active low. The UFS device shall not detect 100 ns or less of positive or negative
583  RST_n pulse. The UFS device shall detect more than or equal to 1us of positive or negative RST_n pulse
584  width.
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7.1.3 EndPointReset
The EndPointReset feature is defined in the MIPI UniPro specification.

Function call from Host Application Client to Host UniPro via DME_SAP:DME_ENDPOINTRESET.req
=1

Device Manager receives the EndPointReset function call from the device UniPro via DME_SAP and
executes the EndPointReset function.

A UFS device shall completely reset itself on reception of an EndPointReset: UFS Flags (except Power
on reset UFS Flags), UFS Attributes (except Power on reset UFS Attributes), and UniPro attributes are
reset to their default value and the UniPro link startup is initiated.

The device may need to be configured again since attributes are reset to their default value. Further,
downloading the boot code from the UFS device is optional, and is based on system-level conditions.

A UFS Host should ignore the reception of an EndPointReset from a UFS device.

m Device
LU (Logical Unit LU n ( Logical Unit
Reset Reset

Client Reset

Endpoint Reset

1. DME_ENDPOINTRESET req 5. DME_ENDPOINTRESET.ind

. Transport . Transport

s Layer (L4) s Layer (L4)

g &)

=2 2

c Network = Network

E Layer (L3) E”.. Layer (L3)

5 =

o @

; : ety 1

g »' Data Link g »‘ ANk | Legend |

(s} Layer (L2) (s} Layer (L2) | !

(e |

L 3 | :

g PHY Adapter 3'_>TRG—EPR g PHY Adapter ; }
— Layer (L1.5) Layer (L15) | @ ———————— I

2. PA_LM_ENDPOINTRESET.req 4. PA_LM_ENDPOINTRESET.ind

Figure 7-4 — EndPointReset
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7.1.4 Logical Unit Reset

The Logical Unit Reset feature is defined in the SCSI Architectural Model [SAM]. This reset is triggered
via the SCSI Task Management features described in 0.

LU reset (LU O, ..., Maximum LU specified by bMaxNumberLU):

Function Call from Host Application Client to Host UTP via UTP_TM_SAP: Task management
LOGICAL UNIT RESET (IN ( I_T_L Nexus)).

LU Task manager shall receive the function call from device UTP via UTP_TM_SAP and executes the
LU reset function.

NOTE The Logical Unit Reset does not set the device parameters to their default value, therefore it is not
recommended to use Logical Unit Reset to prepare the UFS device for a system boot.

m Device
LU 1 (| ogical Unit LU n ( Logical Unit
Reset Reset
Application A
Client
Processing ‘a LOGICAL
T;Sk Mgmt - UNIT RESET Task
equest ] | Mgmt Req.
UNIT RESET
LU n)

Task Mgmt Request
(LOGICAL UNIT RESET LU n)

Device Management Entity (DME)

‘YYY:

Device Management Entity (DME)

|

|

|

|

|

PNY Adapter PHY Adapter actiony |
Layer (L1.5) D I

Figure 7-5 — Logical Unit Reset
7.1.5 Host UniPro Warm Reset

A UniPro Warm Reset event in the host is an indirect cause for a UFS device reset . See [MIPI-UniPro]
for details.

Host System resets its own UniPro stack: UniPro Stack reset activity in host system side also UniPro
Stack reset in the UFS Device side via the DME_LINKLOST.ind message. In case UFS device will
receive such DME_LINKLOST.ind message from host system it shall start process of re-initializing its
own UniPro stack. In addition also all UFS device level activity has been aborted, task queue lists in all
logical units shall be cleared and UFS power mode shall return to Sleep mode or Active mode depending
on biInitPowerMode.
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621 7.1.6 Summary of Resets and Device Behavior

622  Table 7-2 and Table 7-3 summarize the different types of reset and the UFS device behavior related to
623  them.

624 Table 7-2 — Reset States

Power Mode after Reset
Reset Type Initiator Current Boot ,
Device | Power Mode | blInitPowerMode binitPowerMode | Process®
= 00h =01h

Power-on Host Any Sleep @ Active Enabled

HW Reset Host Any Sleep @ Active Enabled

EndPointReset | Host Any Sleep @ Active Enabled

Active Maintain the current | Maintain the current .

LU Reset Host or Idle power mode power mode Disabled

Host UniPro @ .

Warm Reset Host Any Sleep Active Enabled
NOTE 1 At the end of the device initialization, the power mode transitions from Active to Pre-Sleep and then
Sleep (after an implementation specific time).

NOTE 2 The column “Boot process” shows after which type of reset the system can execute the boot process as
described in 13.1, UFS Boot. The boot process is enabled if the reset event restores the UFS device to the default
state: all parameters are set to the default value, queue are empty, etc.

625
626 Table 7-3 — UniPro Attributes, UFS Attributes and UFS Flags reset
UniPro Stack V%'Z:'gn?nd Power on reset
Reset Type and ; y Attributes Logical Unit Queue
. Attributes [
Attributes [ and Flags
and Flags
Power-on Reset Reset Reset R_e set :
(all logical units)
HW Reset Reset Reset Reset R_eset .
(all logical units)
EndPointReset Reset Reset Not affected R_eset .
(all logical units)
Reset
LU Reset Not affected Not affected Not affected . .
(addressed logical unit)
Host UniPro Reset
Warm Reset Reset Reset No affected (all logical units)
NOTE 1 See Table 14-24 and Table 14-26 for the definition of Flags and Attributes write access properties.
NOTE 2 Values of Attributes and Flags with “Write once” or “Persistent” access property are kept after power
cycle or any type of reset event.

627
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7.2 Power up ramp
During power up, VCC and VCCQ?2 should be applied as described in the following.
e Tais the point where VCCQ or VCCQ?2 power supply first reaches 300 mV.
e After Tais reached, VCCQ2 should be greater than VCCQ - 200 mV.
e VCC can be ramped up independently from VCCQ value or VCCQ2 value.
o While powering on the device,
o RST_n signal should be kept low
o REF_CLK signal should be between VSS and VCCQ.

Figure 7-6 shows three power up ramp examples: case A and case B meet the requirement, while case C
violates it in the time interval from Ta to Th (VCCQ?2 is lower VCCQ - 200 mV).

Case A Case B Case C

VCC VCC

Ta Tb t
VCCQ?2 is too low
between Ta and Th

NOTE 1 The green band represents the voltage range between VCCQ-200 mV and VCCQ.
Figure 7-6 — Power up ramps
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7.3 Power off ramp
During power off, VCC and VCCQ?2 should be removed as described as follows:

e Tx is the point where VCCQ or VCCQ2 power supply decreases under its minimum operating
condition value specified (see Table 6-3).

e Tz isthe point where VCCQ and VCCQ?2 power supplies are below 300 mV.
e VCCQ?2 should be greater than VCCQ - 200 mV between Tx and Tz.
o VCC can be ramped down independently from VCCQ value or VCCQ?2 value.

e While powering off the device, RST_n signal and REF_CLK signal should be between VSS and
VCCQ.

Figure 7-7 shows three power down ramp examples: case A and case B meet the requirement, while case
C violates it in the time interval from Tb to Tz.

Case A
A A
VCC
3V 3V |
1.8V VCCQ2 1.8V
1.2V | 1.2V
[O16C) V2 A 0.3V

VCCQ2 is too low
between Tb and Tz

NOTE 1 The green band represents the voltage range between VCCQ-200 mV and VCCQ.

Figure 7-7 — Power off ramps
The requirements described in this paragraph may not be met only in case of a sudden power off event.
Uncontrolled power off should be avoided.

A violation of the power off ramp requirement should not result in any corruption of stored data.
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7.4 UFS Device Power Modes and LU Power Condition
7.4.1 Device Power Modes

The device supports multiple power modes, which are controlled by the START STOP UNIT command
and some attributes. The device power mode is independent of the bus state of the upstream or
downstream links, which are controlled independently.

In order to minimize power consumption in a variety of operating environments, UFS devices will
support four basic power modes. One where the device is working, one where it is awaiting the next
instruction, one where it has been put to sleep until the host wants it, and a final mode where it can be
turned off completely. These four power modes will cover the need for the host to control the power
consumed by the device, while still maintaining appropriate responsiveness from the device. There are
also three transitional modes needed to facilitate the change from one mode to the next.

While in active mode processing instructions, there are several possible power scenarios. UFS devices
can be expected to be battery powered. However, they may be plugged directly into a power source to
recharge those batteries. During those times, a larger current may be available, and large amounts of data
may be processed at the same time. There is also the possibility that the device is attached to a mobile
device with a failing battery, in which case minimal power consumption is a requirement. Finally, there
is the possibility that the host would know nothing of the device with which it is paired, and the device
would need to be configured to operate within the host’s current requirements.

In order to support these varied scenarios, UFS can support up to sixteen active configurations, each with
its own current profile. The host can choose from either pre-defined or user-defined current profiles to
deliver the highest performance possible. The following seven power modes are defined: Active, Idle,
Pre-Active, UFS-Sleep, Pre-Sleep, UFS-PowerDown, Pre-PowerDown. The details of the system are
described in the following sections.

7.4.1.1 Active Power Mode

In the Active power mode, the device is responding to a command or performing a background operation.
In general, the M-PHY® interface may be in either STALL or HS-BURST state (if in high-speed
operation), or SLEEP or PWM-BURST (if in low-speed operation).

The maximum power consumption in Active is determined by the bActivelCCLevel attribute, and there
are sixteen different current consumption levels. The maximum current consumption associated with each
level for the three power supplies is described in the Power Parameters Descriptor by:

o  WACtivelCCLevelsVCC[15:0] parameter for VCC,
o  WACtivelCCLevelsVCCQI15:0] parameter for VCCQ,
o  WACtivelCCLevelsVCCQ2[15:0] parameter for VCCQ?2.

For example, when the bActivelCCLevel attribute is set to N, the maximum current consumed on VCC is
specified by wActivelCCLevelsVCC[N], the maximum current consumed on VCCQ is specified by
wActivel CCLevelsVCCQ[N], and the maximum current consumed on VCCQ2 is specified by
wACtivelCCLevelsVCCQ2[N].

The assumption is that the current consumption levels are ordered in terms of performance: that is, that
level 0 is lower performance than level 1, which is lower than level 2, and so on until level 15 which
corresponds to the highest performance. The host can then read current consumption values associated
with each level in the Power Parameters descriptor, and choose the highest performance levels which fits
within its current limitations on each power supply.
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7.4.1.1 Active Power Mode (cont’d)

Valid values for the bActivelCCLevel are from “00h” to “OFh”, other values are reserved and should not
be set.

UFS devices should primarily use settings of “06h” and “OCh”, for normal (battery) and high (plugged in)
power operating modes. See vendor datasheet for the maximum current consumption for: those two
Active ICC levels, for the Sleep power mode and the PowerDown power mode.

The binitActivelCCLevel parameter in the Device Descriptor allows the user to configure the Active ICC
level after power on or reset.

The binitPowerMode parameter in the Device Descriptor defines the power mode to which the device
shall transition to after completing the initialization phase (fDevicelnit cleared to zero).

Active Mode can be entered from the Powered On mode or the Pre-Active mode after the completion of
all setup necessary to handle commands.

The following power mode may be: Idle, Pre-Sleep, or Pre-PowerDown.
All supported commands are available in Active Mode.
7.4.1.2 1dle Power Mode

The Idle power mode is reached when the device is not executing any operation. In general, the M-PHY®
interface may be in STALL, SLEEP or HIBERNS state. If background operations are continuing, the
device should be considered Active power mode.

This mode can only be entered from an Active power mode, and the following state is always the Active
power mode. The receipt of any command will transition the device into Active power mode.

7.4.1.3 Pre-Active Power Mode

The Pre-Active power mode is a transitional mode associated with Active power mode. The power
consumed will be no more than that consumed in Active power mode. The device shall remain in this
power mode until all of the preparation needed to accept commands has been completed.

Pre-Active power mode can be entered from Pre-Sleep, Sleep, Pre-PowerDown, or PowerDown. The
following power mode is the Active power mode.

While in Pre-Active power mode:

a) the Device well known logical unit may successfully complete only: START STOP UNIT command
and REQUEST SENSE command; other commands may be terminated with CHECK CONDITION
status, with the sense key set to NOT READY, with the additional sense code set to LOGICAL UNIT
IS IN PROCESS OF BECOMING READY, see 7.4.1.9 for further details;

b) a REQUEST SENSE command shall terminated with GOOD status and provide pollable sense data
with the sense key set to NO SENSE, and the additional sense code set to LOGICAL UNIT
TRANSITIONING TO ANOTHER POWER CONDITION.
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7.4.1.4 UFS-Sleep Power Mode

The UFS-Sleep power mode allows to reduce considerably the power consumption of the device.
VCC power supply can be removed in this state.

The UFS-Sleep power mode is entered from Pre-Sleep power mode.

While in UFS-Sleep power mode:

a) the Device well known logical unit may successfully complete only: START STOP UNIT command
and REQUEST SENSE command; other commands may be terminated with CHECK CONDITION
status, with the sense key set to NOT READY and the additional sense code set to LOGICAL UNIT
NOT READY, INITIALIZING COMMAND REQUIRED, see 7.4.1.9 for further details;

b) a REQUEST SENSE command shall be terminated with GOOD status and provide pollable sense
data with the sense key set to NOT READY and the additional sense code set to LOGICAL UNIT
NOT READY, INITIALIZING COMMAND REQUIRED.

It is recommended to put the link in HIBERNS state, although it is actually under host control and can
come up and down independently of the UFS power mode.

VCC power supply should be restored before issuing START STOP UNIT command to request transition
to Active power mode or PowerDown power mode.

7.4.15 Pre-Sleep Power Mode

The Pre-Sleep Mode is a transitional mode associated with UFS-Sleep entry. The power consumed will
be no more than that consumed in Active power mode. Pre-Sleep can be entered from Active power
mode.

The device will automatically advance to Sleep power mode once any outstanding operations and
management activities have been completed.

The device will transition from Pre-Sleep power mode to Pre-Active power mode if START STOP UNIT
command with POWER CONDITION = 1h is issued.

While in Pre-Sleep power mode:

a) the Device well known logical unit may successfully complete only: START STOP UNIT command,
REQUEST SENSE command and task management functions; other commands may be terminated
with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, see 7.4.1.9 for
further details;

b) a REQUEST SENSE command shall be terminated with GOOD status and provide pollable sense
data with the sense key set to NO SENSE and the additional sense code set to LOGICAL UNIT
TRANSITIONING TO ANOTHER POWER CONDITION.
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7.4.1.6 UFS-PowerDown Power Mode

The UFS-PowerDown power mode is the maximum power saving mode. All volatile data may be lost,
and VVCC or all power supplies can be removed.

This mode is automatically entered from the Pre-PowerDown power mode, at the completion of the
power mode transition.

While in UFS-PowerDown power mode:

a) the Device well known logical unit may successfully complete only: START STOP UNIT command
and REQUEST SENSE command; other commands may be terminated with CHECK CONDITION
status, with the sense key set to NOT READY and the additional sense code set to LOGICAL UNIT
NOT READY, INITIALIZING COMMAND REQUIRED, see 7.4.1.9 for further details;

b) a REQUEST SENSE command shall be terminated with GOOD status and provide pollable sense
data with the sense key set to NOT READY, and the additional sense code set to LOGICAL UNIT
NOT READY, INITIALIZING COMMAND REQUIRED.

7.4.1.7 Pre-PowerDown Power Mode

The Pre-PowerDown power mode is a transitional mode associated with UFS-PowerDown entry. The
power consumed will be no more than that consumed in Active power mode. Pre-PowerDown can be
entered from Active or Sleep.

The device will automatically advance to PowerDown power mode once any outstanding operations and
management activities have been completed.

The device will transition to Pre-Active mode if START STOP UNIT command with POWER
CONDITION field set to 1h is issued.

The following power mode may be PowerDown or Pre-Active.
While in Pre-PowerDown power mode:

a) the Device well known logical unit may successfully complete only: START STOP UNIT command,
REQUEST SENSE command and task management functions; other commands may be terminated
with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, see 7.4.1.9 for
further details;

b) a REQUEST SENSE command shall be terminated with GOOD status and provide pollable sense
data with the sense key set to NO SENSE and the additional sense code set to LOGICAL UNIT
TRANSITIONING TO ANOTHER POWER CONDITION.
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802 7.4.1.8 Power Mode State Machine
803  The relationship amongst the different power modes is shown in Figure 7-8.

Powered On

Pre-Sleep

binitPowerMode
=00h @

Pre-Active

PowerDown

PC=3

N~ T

(1) This transition may occur only if the SSU command that caused the transition to Pre-Sleep had
IMMED set to one.

(2) This transition may occur only if the SSU command that caused the transition to Pre-PowerDown had
IMMED set to one.

Pre-PowerDown

804 (3) This automatic transition shall occur at the end of device initialization if bInitPowerMode = 00h.
805 Figure 7-8 — Power Mode State Machine
806

807 7.4.1.8.1 Transitions from Powered On Power Mode

808  The device shall enter in Powered On when: the power supplies are applied, after hardware reset,
809  EndPointReset or Host UniPro Warm Reset.

810  Transition from Powered_On to Active

811  This transition shall occur when the device is ready to begin power on initialization.

812 7.4.1.8.2 Transitions from Pre-Active Power Mode

813  Transition from Pre-Active to Active

814  This transition shall occur when the device meets the requirements for being in Active power mode.
815
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7.4.1.8.3 Transitions from Active Power Mode

Transition from Active to Idle

This transition may occur when the device completes any ongoing operations.
Transition from Active to Pre-Sleep

This transition shall occur

e at the end of the device initialization and if the bInitPowerMode parameter is set to "00h”, or
o if the device server processes a START STOP UNIT command with the POWER CONDITION field
set to 2h.

Transition from Active to Pre-PowerDown

This transition shall occur if the device server processes a START STOP UNIT command with the
POWER CONDITION field set to 3h.

7.4.1.8.4 Transitions from Idle Power Mode

Transition from Idle to Active

This transition shall occur if the device processes a request that requires to be in Active power mode.
7.4.1.8.,5 Transitions from Pre-Sleep Power Mode

Transition from Pre-Sleep to Pre-Active

This transition shall occur if the START STOP UNIT command that caused the transition to Pre-Sleep
power mode had IMMED set to one, and when the device server processes a START STOP UNIT
command with the POWER CONDITION field set to 1h.

Transition from Pre-Sleep to Sleep

This transition shall occur when the device meets the requirements for being in Sleep power mode.
7.4.1.8.6 Transitions from UFS-Sleep Power Mode

Transition from UFS-Sleep to Pre-Active

This transition shall occur if the device server processes a START STOP UNIT command with the
POWER CONDITION field set to 1h.

Transition from UFS-Sleep to Pre-PowerDown

This transition shall occur if the device server processes a START STOP UNIT command with the
POWER CONDITION field set to 3h.

7.4.1.8.7 Transitions from Pre-PowerDown Power Mode
Transition from Pre-PowerDown to Pre-Active

This transition shall occur if the START STOP UNIT command that caused the transition to Pre-
PowerDown power mode had IMMED set to one, and when the device server processes a START STOP
UNIT command with the POWER CONDITION field set to 1h.

Transition from Pre-PowerDown to PowerDown

This transition shall occur when the device meets the requirements for being in UFS-PowerDown power
mode.
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7.4.1.8.8 Transitions from UFS-PowerDown Power Mode
Transition from UFS-PowerDown to Pre-Active

This transition shall occur if the device server processes a START STOP UNIT command with the
POWER CONDITION field set to 1h.

7.4.1.8.9 SCSI command and UPIU transactions
The current power mode may be retrieved reading the bCurrentPowerMode attribute.

bCurrentPowerMode is the only attribute the device is required to return in any power mode. If the device
is not in Active power mode or Idle power mode, a QUERY REQUEST UPIU to access descriptors,
flags, or attributes other than bCurrentPowerMode may fail.

By setting the IMMED bit to one during the START STOP UNIT command, the device can be instructed
to respond at the entrance to the transitional mode, once the command is received.

The effects of concurrent power mode changes requested by START STOP UNIT commands with the
IMMED bit set to one are vendor specific.

A START STOP UNIT command with the IMMED bit set to zero causing a transition to Active, Sleep,
or PowerDown power modes shall not complete with GOOD status until the device reaches the power
mode specified by the command.

Table 7-4 summarizes which SCSI commands and UPIU transactions are allowed for each power mode.
Table 7-4 — Allowed SCSI commands and UPIU for each Power Mode

Power Mode SCSI Commands UPIU Transactions
Active Any commands Any UPIU
Idle Any commands Any UPIU
COMMAND UPIU, RESPONSE UPIU,
Pre-Active START STOP UNIT, REJECT UPIU, DATA IN UPIU,
REQUEST SENSE QUERY REQUEST UPIU,

QUERY RESPONSE UPIU
COMMAND UPIU, RESPONSE UPIU,

UFS-Slee START STOP UNIT, REJECT UPIU, DATA IN UPIU,
P REQUEST SENSE QUERY REQUEST UPIU, QUERY RESPONSE
UPIU

COMMAND UPIU, RESPONSE UPIU,
REJECT UPIUDATA IN UPIU,
QUERY REQUEST UPIU, QUERY RESPONSE
UPIU,
TASK MANAGEMENT REQUEST UPIU,
TASK MANAGEMENT RESPONSE UPIU

COMMAND UPIU, RESPONSE UPIU,

START STOP UNIT,
Pre-Sleep REQUEST SENSE,
Task Managem. Fun.

UFES-PowerDown START STOP UNIT, REJECT UPIU, DATA IN UPIU,
REQUEST SENSE QUERY REQUEST UPIU, QUERY RESPONSE
UPIU

COMMAND UPIU, RESPONSE UPIU,
REJECT UPIU, DATA IN UPIU,
QUERY REQUEST UPIU, QUERY RESPONSE
UPIU,

TASK MANAGEMENT REQUEST UPIU,
TASK MANAGEMENT RESPONSE UPIU

START STOP UNIT,
Pre-PowerDown REQUEST SENSE,
Task Managem. Fun.
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7.4.1.9 Responses to SCSI commands

Table 7-5 defines the Device well known logical unit response to a START STOP UNIT command for a
given power mode. It is assumed that the IMMED bit in START STOP UNIT commands is set to zero.

Table 7-5 — Device Well Known Logical Unit Responses to SSU command
Sl PC STATUS | SENSE KEY ASC, ASCQ
Power Mode
1h Goop @ - -
Pre-Active CHECK LOGICAL UNIT NOT READY, START
others | conprrion | NOTREADY | s1op UNIT COMMAND IN PROGRESS
1h,2h,3h | GooD ™ - -
Active CHECK ILLEGAL
Others | ~ONDITION REQUEST INVALID FIELD IN CDB
2h Goop @ - -
Pre-Sleep CHECK LOGICAL UNIT NOT READY, START
Others | conpimion | NOT READY | o650 UNIT COMMAND IN PROGRESS
1h,2h,3h | GooD ™ - -
UFS-Sleep CHECK ILLEGAL
Others | ~SNDITION REQUEST INVALID FIELD IN CDB
3h Goop @ - -
Pre-PowerDown CHECK LOGICAL UNIT NOT READY, START
others | conprrion | NOT READY | s10p UNIT COMMAND IN PROGRESS
1h, 3h Goop @ - -
UFS-PowerDown CHECK ILLEGAL
Others | ~SNDITION REQUEST INVALID FIELD IN CDB
NOTE 1 The START STOP UNIT command may not terminate with GOOD status for condition not due to
CDB content.

Table 7-6 summarizes the response that the Device well known logical unit may provide to a command
other than START STOP UNIT for various device power modes.
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7.4.1.9 Responses to SCSI commands (cont’d)

Table 7-6 — Device Well Known Logical Unit Responses to commands other than SSU

Power Mode Command STATUS SENSE KEY ASC, ASCQ
REQUEST @
_ SENSE GOoD ) )
Pre-Active CHECK LOGICAL UNIT IS IN PROCESS OF
1)
Others conpiTion | NOT READY BECOMING READY
REQUEST o) } R
SENSE GOOD
Pre-Sleep,
Pre-PowerDown. ) CHECK ILLEGAL
Others -
CONDITION | REQUEST
REQUEST @
GOOD - -
UFS-Sleep, SENSE
UFS-PowerDown CHECK LOGICAL UNIT NOT READY
1) '
Others conpiTion | NOTREADY | \\iTIALIZING COMMAND REQUIRED

NOTE 1 Rows identified with “Others” define Device well known logical unit response to command other than START STOP
UNIT command and REQUEST SENSE command.

Table 7-7 defines the pollable sense data for various device power modes.

Table 7-7 — Pollable Sense Data for each Power Modes
Power Mode SENSE KEY ASC, ASCQ
Pre-Active,

Pre-Sleep, NO SENSE
Pre-PowerDown

LOGICAL UNIT TRANSITIONING TO
ANOTHER POWER CONDITION

UFS-PowerDown, LOGICAL UNIT NOT READY,
UFS-Sleep NOTREADY | |NITIALIZING COMMAND REQUIRED

7.4.2 Power Management Command: START STOP UNIT

When the START STOP UNIT command is sent to a logical unit, it can be used to enable or disable that
logical unit, flush all cached logical blocks to the medium (for logical units that contain cache), or load or
eject the medium.

When the START STOP UNIT command is sent to the UFS Device well-known logical unit (W-LUN =
50h), it can be used to select the device power mode.

Table 7-8 — START STOP UNIT command

ByteBit 7 6 5 4 3 2 1 0
0 OPERATION CODE (1Bh)
1 Reserved IMMED
2 Reserved
3 Reserved POWER CONDITION MODIFIER

(Reserved = 0000b)

4 POWER CONDITION Reserved | NO_FLUSH L:OOEb‘J START
5 CONTROL (00h)
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7.4.2 Power Management Command: START STOP UNIT (cont’d)

The POWER CONDITION field selects the desired mode. If the command is sent to a logical unit other
than the Device well known logical unit, the POWER CONDITION field may be ignored.

Table 7-9 — START STOP UNIT fields

. - LUN or WLUN
0 ower - .
IMMED Flush | condition Start LUN Field Action
in UPIU
0 - - - - Response is sent after change is complete.
1 ) i i i Response is sent immediately after command
decode
i 0 i i i Dynamic data should be flushed to non-volatile
storage
- 1 - - - No requirements regarding dynamic data
00h to N-1 @ _
- - Oh 0 . o | Stopthe designated LU.
00h to N-1
00h to N-1 @ _
- - Oh 1 . . | Startthe designated LU.
00h to N-1
50h " .
- - 1h 0 Doh Cause a transition to the Active power mode
) ) oh 0 50h Cause a transition to the UFS-Sleep power
DOh mode
) ) 3h 0 50h Cause a transition to the UFS-PowerDown
DOh power mode
NOTE 1 The value of N is indicated by bMaxNumberLU parameter in the Geometry Descriptor.
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Attribute Name

Size

Type

Description

bCurrentPowerMode

1 byte

Read only

Current device Power Mode Status

00h: Idle power mode

10h: Pre-Active power mode

11h: Active power mode

20h: Pre-Sleep power mode

22h: UFS-Sleep power mode

30h: Pre-PowerDown power mode
33h: UFS-PowerDown power mode
Others: Reserved

bActivelCCLevel

1 byte

Read /

Volatile

bActivelCCLevel defines the maximum current
consumption allowed during Active mode.

00h: Lowest Active ICC level
(5i2.h: Highest Active ICC level
Others: Reserved

Valid range from 00h to OFh.

Table 7-11 shows the Device Descriptor parameters that specify the power mode and the Active ICC level
after power on or reset. See 14.1.4.3, Configuration Descriptor, for details about device configuration.

Table 7-11 — Device Descriptor parameters

Parameter Name

Size | Description

Initial Active ICC Level
bInitActivel CCLevel defines the bActivelCCLevel

binitActivelCCLevel 1 byte value after power on or reset.
Valid range from 00h to OFh.
Initial Power Mode
binitPowerMode defines the Power Mode after device
binitPowerMode 1 byte initialization or hardware reset

00h: UFS-Sleep Mode
01h: Active Mode
Others: Reserved
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7.4.3

Power Mode control (cont’d)

Table 7-12 defines the parameters of the Power Parameters Descriptor. Each parameter is composed by
sixteen elements, the size of each element is two bytes, and it is structured as shown in Table 7-13.

Table 7-12 — Power Parameters Descriptor fields

Parameter Name Size Type | Description
Read Active ICC Levels for VCC
. _ €ad | Maximum peak current consumed from VCC in
WACtivelCCLevelsVCC15:0] 32 bytes Only | each of the sixteen current consumption levels
defined for the Active mode.
Read Active ICC Levels for VCCQ
ea i i
wACtivelCCLevelsVCCQ [15:0] 32 bytes Maximum peak current consumed fro_m VCCQ in
Only | €ach of the sixteen current consumption levels
defined for the Active mode.
Rear Active ICC Levels for VCCQ2
ea i
wACctivelCCLevelsVCCQ2 [15:0] | 32 bytes MaX|mum peak.current consumed from.VCCQZ
Only |in each of the sixteen current consumption levels

defined for the Active mode.

Table 7-13 — Format for Power Parameter element

Field Name Bit Range Description
00b:nA
Unit bit [15:14] %gf“mAA
11b: A
- bit [13:10] Reserved (0000b)
o The maximum current expected in
Value bit [9: 0] each current consumption level
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7.4.4  Logical Unit Power Condition

Each logical unit may be in active power condition and stopped power condition. See [SPC] and [SBC]
for the definition of these two logical unit power conditions.

All logical units shall be in the active power condition after power on or any type of reset event.

Transition from active power condition to stopped power condition shall occur if the device server
processes a START STOP UNIT command with the START bit set to zero and the POWER
CONDITION field set to Oh.

Transition from stopped power condition to active power condition shall occur if the device server
processes a START STOP UNIT command with the START bit set to one and the POWER CONDITION
field set to Oh.

START STOP UNIT command to change the logical unit power condition should be issued only if the
device is in Active power mode or Idle power mode.

A request to move to the stopped power condition should be made only when the logical unit command
queue is empty.

A transition in the device power mode state shall not change the logical unit power condition.

Table 7-14 defines the logical unit responses to SCSI commands for various device power modes,
assuming that the logical unit is in active power condition. See 7.4.1.9 for details about Device well
known logical unit.

Table 7-14 — Logical Unit Response to SCSI command

Power Mode COMMAND STATUS SENSE KEY ASC, ASCQ
Pre-Active,
Pre-Sleep,
CHECK NOT
UFS-Sleep Any CONDITION READY -
Pre-PowerDown
UFS-PowerDown

If the logical unit is in the stopped power condition, then the device server shall

e provide pollable sense data with sense key set to NOT READY and the additional sense code set to
LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED;

e terminate each media access command or TEST UNIT READY command with CHECK
CONDITION status with the sense key set to NOT READY and the additional sense code set to
LOGICAL UNIT NOT READY, INITIALIZING COMMAND REQUIRED.
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8 UFS UIC LAYER: MIPI M-PHY

8.1 Termination

The M-TX shall be terminated as defined in section “Termination Scheme” of the M-PHY specification
[MIPI-M-PHY].

The M-RX shall include switchable differential termination. By default the M-RX termination shall be off
in PWM-BURST state and may be turned on setting the proper MIPI Attribute. The termination shall be
on by default in HS-BURST state and may be turned off. There shall be no termination in SLEEP and
STALL states. During DISABLE and HIBERNATE states M-TX drives High-Z while M-RX terminates
the lane by a 'Dif-Z keeper'. Dif-Z keeper means M-RX drives a weak differential zero on the lane.

Figure 8-1 — Simplified example for 1/O termination
M-RX of a SUBLINK in a LINK may have different termination settings.

The supported termination settings are defined in the Capability Attributes in Table 8-1 and Table 8-2.
The termination is controlled via the Configuration Attributes. The receiver termination resistance is
defined in the M-PHY specification.

Timings of the termination enable and disable are defined in the M-PHY specification.
8.2 Drive Levels

The M-PHY specification defines two different drive amplitudes: the large amplitude (LA) and the small
amplitude (SA). The UFS interface utilizes both of these drive amplitudes as defined in the M-PHY
specification.

Every M-TX in every LINK will start communication with LA after power up or reset. Option to switch
to SA mode shall be supported via a Configuration Attribute.

SUBLINKS in a LINK shall communicate with same amplitude.
8.3 PHY State machine
The UFS interface shall implement the Type | state machine.

The M-PHY specification defines two different signaling schemes for low-speed mode (LS-MODE):
Non-Return-to-Zero (NRZ) and Pulse-Width-Modulation (PWM). The UFS interface shall utilize the
PWM signaling scheme in the LS-MODE as defined by the M-PHY specification for the State Machine
Type | [MIPI M-PHY].

The UFS interface shall implement the following LCC categories: MISC, PWM-MODE and HS-MODE.
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8.4 HS Burst

A UFS device shall support the HS-GEARL1 and the HS-GEAR2. Support for HS-GEAR3 is optional. The
supported gears are indicated in the Capability Attribute Table 8-1 and Table 8-2.

SUBLINKS in a LINK may communicate with different HS-GEAR or PWM-GEAR.
8.4.1 HS Prepare Length Control

The TX_HS PREPARE_LENGTH M-PHY configuration attribute defines the time to move from
STALL to HS-BURST. At reset, M-TX sets TX HS PREPARE LENGTH = 15.

8.4.2 HS Sync Length Control

The TX_HS SYNC _LENGTH M-PHY configuration attribute defines the number of synchronization
symbols before a HS Burst. In the UFS interface the synchronization sequence shall be generated by the
M-TX. Support for protocol controlled synchronization is optional. M-TX starts at reset with
TX_HS_SYNC_LENGTH =15, in COARSE type.

8.5 PWM Burst

A UFS device shall support the PWM-G1 (default, mandated by [M-PHYT]), PWM-G2, PWM-G3 and
PWM-G4 GEARS. The PWM-G5, PWM-G6 and PWM-G7 are optional. The supported PWM-GEARS
are indicated in the Capability Attributes Table 8-1 and Table 8-2.

NOTE Even if the physical layer supports PWM-GO, this gear can not be used because it is not supported by
[MIPI-UniPro].

The PWM-G1 shall be the active one by default after power up or reset.
SUBLINKS in a LINK may communicate with different PWM-GEAR or HS-GEAR.
8.5.1 LS Prepare Length Control

The TX_LS PREPARE_LENGTH M-PHY configuration attribute defines the time to move from SLEEP
to PWM-BURST. At reset, M-TX sets TX LS PREPARE_LENGTH = 10.

8.6 UFS PHY Attributes

The MIPI M-PHY includes several configurable attributes. There is range of values defined for the
attributes but it is left for the application to fix the actual required values inside the range. Following is
the list of such attributes. The UFS application specific requirement for the values can be found from
Table 8-1 and Table 8-2.
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8.6 UFS PHY Attributes (cont’d)
Table 8-1 — UFS PHY M-TX Capability Attributes

Attribute Name AttrlllDaute Range Vlillzuse Notes
o False =0,
TX_HSMODE_Capability 0x01 True = 1 1
HS_G1_ONLY =1,
TX_HSGEAR_Capability 0x02 HS G1_TO_G2 =2, =2 1
HS G1 TO_G3=3
TX_PWMGO_Capability 0x03 0=No, 1=Yes 0,1 2
PWM_G1_ONLY =1,
PWM_G1 TO_G2=2,
PWM_G1 TO_G3=3,
TX_PWMGEAR_Capability 0x04 PWM_G1_TO_G4 =4, >4 3
PWM_G1_TO_G5 =5,
PWM_G1_TO_G6 =6,
PWM_G1 TO_G7=7
TX_Amplitude_Capability 0x05 SA=1, LA=2, Both=3 3 4
TX_ExternalSYNC_Capability 006 O lse 0,1 5
=True
TX_HS_Unterminated_LINE_Drive_Capability 0x07 0=No, 1=Yes 1 6
TX_LS_Terminated_LINE_Drive_Capability 0x08 0=No, 1=Yes 1 6
TX_Min_SLEEP_NoConfig_Time_Capability 0x09 1to 15 1to 15 7
TX_Min_STALL_NoConfig_Time_Capability 0x0A 1to 255 1to 255 7
TX_Min_SAVE_Config_Time_Capability 0x0B 1 to 250 1to 250 8
TX_REF_CLOCK_SHARED_Capability 0x0C 0=No, 1=Yes 1
o ) B[7:4] : Mnﬁjrﬁ[ngfrs'on 0to 9 9
TX_PHY_MajorMinor_Release_Capability 0x0D - -
B[3:0] : Minor version
number 0to9 9
TX_PHY_Editorial_Release_Capability O0x0E B[7:0] =1 to 99 1to 99 9
TX_Hibern8Time_Capability OxOF 1to 128 1 10
. - B[2:1]: Step sige B(th:;]g:
TX_Advanced_Granularity_Capability 0x10 B[O]: Supports fine B[O] = 11
granularity steps 01
TX_Advanced_Hibern8Time_Capability Ox11 1to 128 1to 128
TX_HS_Equalizer_Setting_Capability 0x12 B[1:0] B(glt:(())];

NOTE 1 All HS gears from HS-GEAR1 to TX_HSGEAR_Capability shall be supported.

NOTE 2 Even if TX_PWMGO_Capability = 1, PWM-GO cannot be used because it is not supported by [MIPI-
UniPro].

NOTE 3 All PWM gears from PWM-GEAR1 to TX_PWMGEAR_Capability shall be supported.

NOTE 4 UFS device shall support both drive levels.

NOTE 5 Support for external SYNC pattern is optional and its definition is device specific.

NOTE 6 A UFS device shall support un-terminated HS burst and terminated LS burst.

NOTE 7 Time defined in SI.

NOTE 8 Minimum reconfiguration time (in 40 ns steps).

NOTE 9 See clause 2, Normative Reference.

NOTE 10 Time defined in 0.1msec steps.

NOTE 11 B[2:1] step size: b00 = 4 ps, b01 = 8 ps, b10 = 16 ys, b11 = 32 ps. B[0]: No =0 (100 ps), Yes = 1
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8.6 UFS PHY Attributes (cont’d)
Table 8-2 — UFS PHY M-RX Capability Attributes
Attribute Name Attribute ID Range UFS Value Notes
RX_HSMODE_Capability 0x81 No=0, Yes=1 1
HS_G1_ONLY =1,
RX_HSGEAR_Capability 0x82 HS_G1_TO_G2=2, 22 1
HS_G1 TO G3=3
RX_PWMGO_Capability 0x83 0=No, 1=Yes 0,1 2
PWM_G1_ONLY =1,
PWM_G1_TO_G2 =2,
PWM_G1_TO_G3 =3,
RX_PWMGEAR_Capability 0x84 PWM_G1_TO_G4 =4, 24 3
PWM_G1_TO_G5 =5,
PWM_G1_TO_G6 =6,
PWM_G1 TO G7=7
RX_HS_Unterminated_Capability 0x85 0=No, 1=Yes 1 4
RX_LS_Terminated_Capability 0x86 0=No, 1=Yes 1 4
RX_Min_SLEEP_NoConfig_Time_Capability 0x87 1to 15 1to 15
RX_Min_STALL_NoConfig_Time_Capability 0x88 1to 255 1to 250
RX Min_SAVE_Config Time_Capability 0x89 1to 250 1to 250 5
RX_REF_CLOCK_SHARED_Capability 0x8A 0=No, 1=Yes 1
B[7:6] : SYNC_range B[7:6] : 1,0
FINE =0, COARSE =1 B[5:0] :
RX_HS_G1_SYNC_LENGTH_Capability 0x8B B[5:0] : SYNC_length 1 to 15 for FINE
1 to 15 for FINE, 0 to 15 for
0 to 15 for COARSE COARSE
RX_HS_G1_PREPARE_LENGTH_Capability 0x8C 0to15 0to 15
RX_LS_PREPARE_LENGTH_Capability 0x8D 0to 15 0to 15
RX_PWM_Burst_Closure_Length_Capability 0x8E Oto 31 Oto 31
RX_Min_ActivateTime_Capability 0x8F 1to9 1to9 6
RX_PHY_MajorMinor_Release_Capabili 0x90 o .“wr?‘]t?;rversm oo !
| _MajorMinor_Release_Capability X B[3:0] : Minor version Soo :
number °
RX_PHY_Editorial_Release_Capability 0x91 1to 99 1to 99 7
RX_Hibern8Time_Capability 0x92 1t0 128 1 6
B[7:6] : SYNC_range
. FINE =0, COARSE =1 B[7:6] =1,0
RX_PWM_G6_G7_SYNC_LENGTH_Capability 0x93 B[5:0] : SYNC_length BES:O{ <15
Oto 15
B[7:6] : SYNC_range B[7:6]:1,0
FINE =0, COARSE =1 B[5:0] :
RX_HS_G2_SYNC_LENGTH_Capability 0x94 B[5:0] : SYNC_length 1 to 15 for FINE
1 to 15 for FINE, 0 to 15 for
0 to 15 for COARSE COARSE
B[7:6] : SYNC_range B[7:6]:1,0
FINE = 0,COARSE = 1 B[5:0] :
RX_HS_G3_SYNC_LENGTH_Capability 0x95 B[5:0] : SYNC_length 1 to 15 for FINE
1 to 15 for FINE, 0 to 15 for
0 to 15 for COARSE COARSE
RX_HS_G2_PREPARE_LENGTH_Capability 0x96 B[3:0]=0to 15 <15
RX_HS _G3_PREPARE_LENGTH_Capability 0x97 B[3:0]=0to 15 <15
B[2:1]: Step size B[2:1] =
RX_Advanced_Granularity_Capability 0x98 B[0]: Supports fine Oto3
granularity steps B[0] =0,1
RX_Advanced_Hibern8Time_Capability 0x99 1t0 128 110128
RX_Advanced_Min_ActivateTime_Capability Ox9A B[3:0]=1to 14 B[3:0] =

1to 14
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8.6 UFS PHY Attributes (cont’d)
Table 8-2 — UFS PHY M-RX Capability Attributes (cont’d)

NOTE 1 All HS gears from HS-GEAR1 to RX_HSGEAR_Capability shall be supported.

NOTE 2 Even if RX_PWMGO_Capability = 1, PWM-GO cannot be used because it is not supported by [MIPI-UniPro].
NOTE 3 All PWM gears from PWM-GEAR1 to RX_PWMGEAR_Capability shall be supported.

NOTE 4 A UFS device shall support un-terminated HS burst and terminated LS burst.

NOTE 5 Minimum reconfiguration time in 40ns steps.

NOTE 6 Time defined in 0.1msec steps.

NOTE 7 See clause 2, Normative Reference.

8.7 Electrical characteristics
8.7.1 Transmitter Characteristics
As defined in the M-PHY specification.
8.7.2 Receiver Characteristics

As defined in the M-PHY specification.
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9 UFS UIC LAYER: MIPI UNIPRO

9.1 Overview

UFS builds on the MIPI Unified Protocol (UniPro) as its Interconnect (Service Delivery Subsystem) to
provide basic transfer capabilities to the UFS Transport Protocol (UTP) Layer. On the data plane UTP
and UniPro communicate via the Service Primitives of the UniPro Transport Layer CPorts
(T_CO_SAPs). Control plane interaction (e.g., discovery, enumeration and configuration of the Link)
between higher layer protocol functions of UFS and UniPro are accomplished using the Device
Management Entity Service Primitives as defined by the UniPro specification.

9.2 Architectural Model

UniPro is internally composed of several sub-layers which are all well defined by the MIPI UniPro
specification [MIPI-UniPro]. In the context of UFS the entire UniPro protocol stack shall be viewed as a
black box model (see Figure 9-1) to the greatest extent possible. The following sections therefore only:

o Specify number and type of the required interfaces between UFS and UniPro
o Specify the mapping between UFS and UniPro addressing scheme

e Select optional features and definable attributes of the UniPro specification

Application Protocol Application Protocol

g H=H=H=E
— LJ 3

Y Transport (L4)
=
~>

@1) Network (L3)
w =

=

a = >

Y Data Link (L2)

(b)

Figure 9-1 — UniPro internal layering view (a) and UniPro Black Box view (b)
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9.3 UniPro/UFS Transport Protocol Interface (Data Plane)

UniPro provides CPorts as conceptual interfaces to applications or protocol layers on top of UniPro.
CPorts can be viewed as instantiations of the T_CO_SAPs as specified in 8.8 of the UniPro specification.
The physical implementation of a T_CO_SAP was deliberately not defined in MIPI as implementers
should be free to choose, e.g., a SW implementations of higher UniPro layers, HW implementations based
on buffering per CPort or DMA channels per CPort, etc.

A Service Access Point (SAP) provides Service Primitives (SP) which can be used by specifications of
applications or protocols as UFS on top of UniPro to define their interactions. For more information on
the concept of SAP/SP in protocol specifications please refer to Annex C of the UniPro specification.

The T_CO_SAP provides the following core data transfer service primitives (see UniPro specification,
8.8.1):

e T_CO_DATA. req( MessageFragment, EOM)

o Issued by service user of UniPro to send a message (Fragment)

NOTE Whenever a UFS layer requests the UIC layer to transfer data that UFS layer shall ensure that the
last fragment of said data will be transmitted with the EOM flag set. One way to ensure such a behavior is
for the UFS layer to invoke this UIC data transfer service primitive only once per atomic protocol data unit
(e.g., once per UFS Transport Layer ‘UPIU’) with the EOM flag set to ‘true’ always.

o T CO_DATA.cnf_L( L4CPortResultCode )
o Issued by UniPro to report the result of a Message (Fragment) transfer request
o T_CO_DATA.ind( MessageFragment, EOM, SOM, MsgStatus )
o Issued by UniPro to deliver a received Message (Fragment) towards the service user
o EOM informs the service user that this is the last Message Fragment (EndOfMessage)
o SOM informs the service user that this is the first Message Fragment (StartOfMessage)
e T_CO_DATA.rsp_L()
o Issued by a service user of UniPro to report readiness to receive the next Message (Fragment)
9.3.1 Flow control

UFS will not make use of the End-to-End Flow Control feature of UniPro for data communication as the
UFS Transport Layer already avoids any overflow by a strict client-server communication model, tagged
command queues and Device side throttling of Data transfers. Therefore UFS will not use the
T_CO_FLOWCONTROL service primitive of UniPro and hence does not require its implementation.

9.3.2 Object sizes

A UniPro Message can be of any size and its content is not interpreted in any way by UniPro. Messages
can be delivered from/to UniPro as multiple Message Fragments.

A Message Fragment is a portion of a Message that can be passed to, or received by, a CPort. Received
Fragments are not generally identical to transmitted Fragments. Message Fragments may or may not carry
an End-of-Message (EoM) flag.

A Message Fragment shall have maximum of T_MTU bytes to avoid further splitting in lower layers.
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94 UniPro/UFS Control Interface (Control Plane)

UniPro provides access to its Device Management Entity (DME) via a Service Access Point (DME SAP)
with the following services exposed to UFS allowing control of properties and the behavior of UniPro:

DME Configuration Primitives
e DME_GET/DME_SET
o Provide read/write access to all UniPro and M-PHY attributes of the local UniPort
e DME_PEER_GET (optional) / DME_PEER_SET (optional)
o Provide read/write access to all UniPro and M-PHY attributes of the peer UniPort

NOTE The order in which attributes are set is in some cases relevant for UniPro’s correct operation. Therefore
higher UFS layers shall preserve the ordering of DME Configuration Primitives invocations by UFS applications. If
internally generated by UFS itself, DME Configuration Primitives shall be issued correctly ordered as defined by the
UniPro specification.

DME Control Primitives
e DME_POWERON (optional) / DME_POWEROFF (optional)
o Allow to power up or power down all UniPro layers (L1.5 through L4)

e DME_ENABLE
o Allow enabling of the entire local UniPro stack (UniPro L1.5 -L4)

e DME_RESET
o Allows to reset the entire local UniPro stack (UniPro L1.5-L4)

e DME _ENDPOINTRESET
o Allows sending an end-point reset request command to a link end point.

e DME_LINKSTARTUP
o Allows locally to startup the Link and informs about remote link startup invocation
e DME_HIBERNATE_ENTER /DME_HIBERNATE_EXIT
o Allow to put the entire Link into HIBERNATE power mode and to wake the Link up

= Affects the local and the peer UniPort (UniPro L1.5-L4 and M-PHY)

NOTE After exit from Hibernate all UniPro Transport Layer attributes (including L4 T_PeerDevicelD,
L4 T PeerCPortID, L4 T_ConnectionState, etc.) will be reset to their reset values. All required attributes
must be restored properly on both ends before communication can resume.

e DME_POWERMODE
o Allows to change the power mode of one or both directions of the M-PHY Link

e DME_TEST_MODE (optional)
o Allows to set the peer UniPro Device on the Link in a specific test mode

e DME_LINKLOST
o Indication of the UniPro stack towards higher layers that the Link has been lost

e DME_ERROR

o Indication of the UniPro stack towards higher layers that an error condition has been
encountered in one of the UniPro Layers
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9.5 UniPro/UFS Transport Protocol Address Mapping

UniPro has fundamentally two levels of addressing to control the exchange of information between
remote UniPro entities

Network Layer (L3): Device ID, lowest level of addressability

o Provided for future UniPro networks of devices. During connection establishment the side creating a
connection uses this value to select the physical entity on the remote end of the connection. It shall be
considered static for the lifetime of this connection.

Transport Layer (L4): CPort ID, highest level of end-to-end addressability

o During connection establishment the side creating a connection uses this value to select the logical
entity inside the targeted UniPro device on the remote end of the connection. It shall be considered
static for the lifetime of this connection.

UFS adopts the addressing notation of the SCSI Architecture Model [SAM] based on Nexus definition.
The Nexus (I_T_L_Q) is composed of:

Initiator Port Identifier (1)
Target Port Identifier (T)
Logical Unit Number (L)
Command Identifier (Q).

An I_T_L_Q Nexus uniquely defines a specific command slot (Q) inside a specific Logical Unit (L)
connected to a specific Device Target Port (T) accessed through a specific Host Initiator Port (1).

UFS Interconnect Layer addresses (Device ID and CPort ID) are only related to the |_T part of the Nexus.
This standard only requires and uses a single UniPro CPort on the device side and on the host side.
Mapping Rules

e UFS Initiator Port Identifier (1) and UFS Target Port Identifier (T) shall be 16 bit wide each and

o UFS Initiator/Target Port Identifier shall contain the UniPro Network Layer Device ID of the
entity (host or device) containing said UFS Port

= The UniPro Network Layer Device ID reset value shall be 0 for the Host
= The UniPro Network Layer Device ID reset value shall be 1 for the Device

o UFS Initiator/Target Port Identifier contains the UniPro Transport Layer CPort ID which said
UFS Port uses to communicate to the remote entity

= The UniPro Transport Layer CPort ID reset value shall be 0 for the Host

= The UniPro Transport Layer CPort ID reset value shall be 0 for the Device
e UFS Initiator Port Identifier shall contain the Initiator ID (11D).
Table 9-1 defines the Initiator Port Identifier (1) and Target Port Identifier (T) for UFS.
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95 UniPro/UFS Transport Protocol Address Mapping (cont’d)

Table 9-1 — UFS Initiator and Target Port Identifiers
UFS Port IDs

15|14 1312|1110 9 ( 8 | 7 | 6 | 5S|4 ] 3|2 |10

UFS Port

Initiator Port

. Device ID = 000 0000b CPort ID = 0 0000b 1D
Identifier (1)

Target Port

o Device ID = 000 0001b CPort ID = 0 0000b 0000b
Identifier (T)

The single UniPro connection between the UTP layer of a UFS host and the UTP layer of a UFS device
can be uniquely identified by the UFS |_T Nexus above.

NOTE The UFS I_T Nexus elements (Device IDs and CPort IDs) can be modified by the Host after reset using the
DME Service Primitives:

o The “I” element may be modified by the Host using the DME_SET primitive
o The “T” element may be modified by the Host using DME_PEER_SET primitive

All attributes of the CPort on the Host side (including, e.g., “T_ConnectionState”) can be checked and
modified by the Host using the DME_GET and DME_SET primitives after reset.

All attributes of the CPort on the Device side (including, e.g., the “T_ConnectionState”) can be checked
and modified by the Host using the DME_PEER_GET and DME_PEER_SET primitives after reset.

9.6 Options and Tunable Parameters of UniPro

MIPI UniPro has been designed as a versatile protocol specification and as such has several options and
parameters which an application like UFS should specify for its specialized UniPro usage scenario.
Annex E of the UniPro specification details all of the possible choices.

The remaining sections of this chapter define the specific requirements towards these options and
parameters for this version of UFS standard. They apply to UniPro implementations for the UFS host side
as well as to UniPro implementations for the UFS device side if not explicitly stated otherwise below.

9.6.1 UniPro PHY Adapter

For MIPI M-PHY related attribute values and implementation options as defined by UFS refer to 8.6,
UFS PHY Attributes.

9.6.2 UniPro Data Link Layer

Shall implement the Data Link Layer Traffic Class “Best Effort” (TC 0)

Data Link Layer Traffic Class 1 (TC1: ‘Low Latency’) is not required

TX preemption capability is not required

Shall provide at least DL_MTU bytes of Data Link Layer RX and TX buffering
Shall support transmission and reception of maximum sized L2 frames (DL_MTU)

9.6.3 UniPro Network Layer

e Shall support transmission and reception of maximum sized L3 packets (N_MTU)
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1166  9.6.4 UniPro Transport Layer
1167 e UFS Hosts and UFS Devices shall implement at least 1 CPort
1168 NOTE This standard only requires and uses a single CPort on either side of the Link.

1169 e UFS does not mandate any CPort arbitration scheme beyond the UniPro default if more than one
1170 CPort is implemented

1171 e Shall support the UniPro Test Feature

1172 e UFS does not require the UniPro End-to-End Flow Control mechanism

1173 o UFS will not use ‘Controlled Segment Dropping’ (CSD)

1174 = Hence CSD shall be disabled

1175 e UFS will not use "CPort Safety Valve" (CSV). Hence, CSV shall be disabled.

1176 e Shall support transmission and reception of maximum sized L4 segments (T_MTU) .
1177  9.6.5 UniPro Device Management Entity Transport Layer

1178  DME service primitives provide the means to

1179 e retrieve or set attributes,
1180 e control the reset and run mode of the entire UniPro protocol stack.

1181  UFS Hosts and UFS Devices shall implement the following DME service primitives:

1182 e DME_GET, DME_SET,

1183 o DME_ENABLE,

1184 e DME_RESET, DME_ENDPOINTRESET,

1185 e DME_LINKSTARTUP, DME_LINKLOST,

1186 o DME_HIBERNATE_ENTER, DME_HIBERNATE EXIT,
1187 e DME_POWERMODE,

1188 e DME_ERROR.

1189 UFS Hosts

1190 e shall implement DME_PEER_GET primitive and DME_PEER_SET primitive, which are optional in
1191 [MIPI-UniPro].

1192 UFS Devices

1193 e shall not use DME_SET primitive to modify the local PA_PWRMode attribute,

1194 e shall use DME_RESET only in the following cases: at power-on or hardware reset, or after a
1195 DME_LINKLOST.ind,

1196 e shall not use the following primitives

1197 o DME_PEER_GET.req, DME_PEER_SET.req,

1198 o DME_POWERON.req, DME_POWEROFF.req,

1199 o DME_ENDPOINTRESET.req,

1200 o DME_HIBERNATE_ENTER.req, DME_HIBERNATE_EXIT.req,
1201 o DME_POWERMODE.req, DME_TEST_MODE.req.
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9.6.6 UniPro Attributes

To optimize the UFS Boot procedure the UFS UIC implementation shall use the default reset values for
all UniPro Attributes as defined by the MIPI UniPro specification. As an exception to this, the reset
values of Network Layer Attributes and specific Attributes for CPort O shall reflect the settings which
have been defined in the sections above and therefore shall contain the values as depicted in Table 9-2.

Table -2 — UniPro Attribute

. . UFS Host UFS Device
LIPTD AT NS Reset Value Reset Value
N_DevicelD 0 1
N_DevicelD_valid TRUE TRUE
T_PeerDevicelD 1 0
T_PeerCPortID 0 0
6 6
T_CPortFlags (E2E_FC off, CSD off, (E2E_FC off, CSD off
CSV off) CSV off)

T_ConnectionState

1 (CONNECTED)

1 (CONNECTED)

T_TrafficClass 0 0
PA_MaxDatalanes 2 2
PA_AvailTxDataLanes 1,2 1,2
PA_AvailRxDatalLanes 1,2 1,2

and two RX lanes

NOTE A UFS device will support either: one TX lane and one RX lane or two TX lanes
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10 UFS TRANSPORT PROTOCOL (UTP) LAYER

10.1  Overview

The SCSI Architecture Model [SAM] is used as the general architectural model for UTP, and the SAM
Task Management functions for task management. A task is generally a SCSI command or service
request. While the model uses the SCSI command set as the command set, it is not necessary to use SCSI
commands exclusively.

The SAM architecture is a client-server model or more commonly a request-response architecture. Clients
are called Initiator devices and servers are called Target devices. Initiator devices and Target devices are
mapped into UFS physical network devices. An Initiator device issues commands or service requests to a
Target device that will perform the service requested. A Target device is a UFS device. A UFS device
will contain one or more Logical Units. A Logical Unit is an independent processing entity within the
device.

A client request is directed to a single Logical Unit within a device. A Logical Unit will receive and
process the client command or request. Each Logical Unit has an address within the Target device called a
Logical Unit Number (LUN).

Communication between the Initiator device and Target device is divided into a series of messages. These
messages are formatted into UFS Protocol Information Units (UPIU) as defined within this standard.
There are a number of different UPIU types defined. All UPIU structures contain a common header area
at the beginning of the data structure (lowest address). The remaining fields of the structure vary
according to the type of UPIU.

A Task is a command or sequence of actions that perform a requested service. A Logical Unit contains a
task queue that will support the processing of one or more Tasks. The Task queue is managed by the
Logical Unit. A unique Task Tag is generated by the Initiator device when building the Task. This Task
Tag is used by the Target device and the Initiator device to distinguish between multiple Tasks. All
transactions and sequences associated with a particular Task will contain that Task Tag in the transaction
associated data structures.

Command structures consist of Command Descriptor Blocks (CDB) that contain a command opcode and
related parameters, flags and attributes. The description of the CDB content and structure are defined in
detail in [SAM], [SBC] and [SPC] INCITS T10 draft standards.

A command transaction consists of a Command, an optional Data Phase, and a Status Phase. These
transactions are represented in the form of UPIU structures. The Command Phase delivers the command
information and supporting parameters from the Initiator device to the Target device. If a Data Phase is
required, the direction of data flow is relative to the Initiator device. A data WRITE travels from Initiator
device to Target device. A data READ travels from Target device to Initiator device. At the completion of
the command, the Target device will deliver a response to the Initiator device during the Status Phase.
The response will contain the status and a UFS response status indicating successful completion or failure
of the command. If an error is indicated the response will contain additional detailed UFS error
information.
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10.2  UTP and UniPro Specific Overview

UTP will deliver commands, data and responses as standard message packets (T_SDU) over the UniPro
network.

The UFS transactions will be grouped into data structures called UFS Protocol Information Units (UPIU).

There are UPIU’s defined for UFS SCSI commands, responses, data in and data out, task management,
utility functions, vendor functions, transaction synchronization and control. The list is extensible for
future additions.

For enumeration and configuration, UFS supports a system of Descriptors, Attributes and Flags that
define and control the specifics of the device, including operating characteristics, interfaces, number of
logical units, operating speeds, power profiles, etc. The system is a hierarchical tree of related elements. It
iS open to be expanded.

10.2.1 Phases

The SCSI based Command protocol requires that the UPIU packets follow the transitions required to
execute a command. Briefly, a command execution requires the sending of a COMMAND UPIU, zero or
more DATA IN UPIU or DATA OUT UPIU packets and terminates with a RESPONSE UPIU that
contains the status.

10.2.2 Data Pacing

A device may have limited memory resources for buffering or limited processing throughput. During a
Command that requires a large Data Out transaction the Target device can pace the Data Out phase by
sending a READY TO TRANSFER UPIU when it is ready for the next DATA OUT UPIU. In addition,
the READY TO TRANSFER UPIU contains an embedded transfer context that is used to initiate a DMA
transfer on a per packet basis at the host.

During the Data In phase, no READY TO TRANSFER UPIU is required as the host has the ability to
specify the size of the Data In transfer and thereby is able to allocate in advance the appropriate memory
resources for the incoming data. A device issued DATA IN UPIU packet also contains an embedded
DMA context that can be used to initiate a DMA transfer on a per packet basis.

10.2.3 UniPro

In keeping with the requirements of the UniPro Protocol the UFS Initiator device and Target device will
divide its transactions into UniPro messages that will contain UPIU’s. UniPro messages can handle
T_SDU messages of theoretically unlimited size. UFS will impose a practicable limit on the maximum
T_SDU message size. The limit is 65600 bytes which includes UPIU header, optional extended headers
area and data segment. The minimum message size is determined by the basic header format, which is 32
bytes. There is a possibility that in the future this value will increase to allow a larger data segment area.
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10.3  UFS Transport Protocol Transactions Overview

UFS transactions consist of packets called UFS Protocol Information Units (UPIU) that travel between
devices on the UniPro bus. A transaction begins between an Initiator device and a Target device in the
form of a Request-Response operation. The Initiator device starts the sequence of transactions by sending
a request to a Target device and logical unit. The Target device will then respond with a series of
transactions that eventually end in a response transaction.

All UFS UPIU’s consist of a single basic header segment, transaction specific fields, possibly one or
more extended header segments and zero or more data segments.

A basic header segment has a fixed length of 12 bytes. The minimum UPIU size is 32 bytes which
includes a basic header segment and transaction specific fields.

The maximum UPIU size is defined as being 65600 bytes.

The UPIU format is flexible enough to be easily extended to support future transactions and larger data
segments and will allow the application of this protocol to network protocols other than UniPro.

10.4  Service Delivery Subsystem

The Service Delivery Subsystem is an I/0 system that transmits service requests and responses between
Initiator devices and the Target device connected via a physical or logical bus. The UFS UTP attempts to
define a protocol that is independent of the Service Delivery Subsystem. This will allow for the easy
porting of UTP to different Service Delivery Subsystems.

Currently, UFS is using the MIPI UniPro bus and the MIPI M-PHY® as the Service Delivery Subsystem.
For convenience and to aid in better understanding, portions of this standard directly reference UniPro
and M-PHY®. Regardless of these references, the UTP protocol is independent of the Service Delivery
Subsystem and should be able to port to other 1/0O systems.

UPIU structures will be handed off to MIPI UniPro as UniPro Service Data Units (T_SDU). Currently,
the UniPro T_SDU requires no additional headers or trailer wrapped around the UPIU structure. This
means that the T_SDU size will be exactly the UPIU size. The minimum size T_SDU will be 32 bytes.
The maximum T_SDU size will be 65600 bytes.

10.5 UPIU Transactions

Every UPIU data structure contains a Transaction Code. This code defines the content and implied
function or use of the UPIU data structure. Table 10-1 lists currently defined transaction codes.

Table 10-1 — UPIU Transaction Codes

Initiator To Target Transaction Code Target to Initiator Transaction Code
NOP OUT 00 0000b NOP IN 10 0000b
COMMAND 00 0001b RESPONSE 10 0001b
DATA OUT 00 0010b DATA IN 10 0010b
TASK MANAGEMENT TASK MANAGEMENT
REQUEST 00 0100b RESPONSE 10 0100b
Reserved 01 0001b READY TO TRANSFER 11 0001b
QUERY REQUEST 01 0110b QUERY RESPONSE 11 0110b
Reserved 011111b REJECT UPIU 11 1111b
Reserved Others Reserved Others

NOTE 1 Bit 5 of the Transaction Code indicates the direction of flow and the originator of the UPIU: when equal ‘0’
the originator is the Initiator device, when equal ‘1’ the originator is the Target device.
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UPIU Transactions (cont’d)

Table 10-2 — UPIU Transaction Code Definitions

UPIU Data Structure

Description

NOP Out

The NOP Out transaction acts as a ping from an initiator device to a target
device. It can be used to check for a connection path to a device.

NOP In

The NOP In transaction is a target response to an initiator device when
responding to a NOP Out request.

Command

The Command transaction originates in the Initiator device and is sent to a
logical unit within a Target device. A COMMAND UPIU will contain a Command
Descriptor Block as the command and the command parameters. This
represents the COMMAND phase of the command.

Response

The Response transaction originates in the Target device and is sent back to the
Initiator device. A RESPONSE UPIU will contain a command specific operation
status and other response information. This represents the STATUS phase of
the command.

Data Out

The Data Out transaction originates in the Initiator device and is used to send
data from the Initiator device to the Target device. This represents the DATA
OUT phase of a command.

Data In

The Data In transaction originates in the Target device and is used to send data
from the Target to the Initiator device. This represents the DATA IN phase of a
command.

Task Management
Request

This transaction type carries SCSI Architecture Model (SAM) task management
function requests originating at the Initiator device and terminating at the Target
device. The standard functions are defined by [SAM].

Task Management

This transaction type carries SCSI Architecture Model (SAM) task management
function responses originating in the Target device and terminating at the

Response Initiator device.
The Target device will send a Ready To Transfer transaction when it is ready to
receive the next DATA OUT UPIU and has sufficient buffer space to receive the
data. The Target device can send multiple Ready To Transfer UPIU if it has
Ready To Transfer

buffer space to receive multiple DATA OUT UPIU packets. The READY TO
TRANSFER UPIU contains a DMA context and can be used to setup and trigger
a DMA action within a host controller.

Query Request

This transaction originates in the Initiator device and is used to request
descriptor data from the Target device. This transaction is defined outside of the
Command and Task Management functions and is defined exclusively by UFS.

Query Response

This transaction originates in the Target device and provides requested
descriptor information to the Initiator device in response of the Query Request
transaction. This transaction is defined outside of the Command and Task
Management functions and is defined exclusively by UFS.

Reject

The Reject transaction originates in the Target device and is sent back to the
Initiator device. A REJECT UPIU is generated when Target device is not able to
interpret and/or execute a UPIU received from the Initiator device due to wrong
values in some of its fields.

UFS devices are able to process only either a NOP OUT or a QUERY REQUEST at any point of time.




JEDEC Standard No. 220C
Page 64

1317 10.6  General UFS Protocol Information Unit Format

1318  Table 10-3 represents the general structure of a UPIU. All UPIU’s will contain a fixed size and location
1319  basic header and additional fields as required to support the transaction type.

1320 Table 10-3 — General format of the UFS Protocol Information Unit
General UPIU Format
0 1 2 3
Transaction Type Flags LUN Task Tag
uery Function /
Reserved Command Query . Response Status
Set Type Task Manag. Function
8 9 10 (MSB) 11 (LSB)
Total EHS Length Device Information Data Segment Length

12 13 14 15
16 19
20 Transaction Specific Fields 23
24 27
28 31
k k+1 | k2 k+3

Extra Header Segment (EHS) 1
j j+1 ‘ j+2 j+3

Extra Header Segment (EHS) N

Header E2ECRC (omit if HD=0)

Data Segment
Data E2ECRC (omit if DD=0)

NOTE 1 Extra Header Segments are not used in this standard, therefore the Total EHS Length value shall be set to
zero.

1321
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10.6.1 Overview

UPIU total size will vary depending upon the UPIU transaction type but all UPIU sizes will be an integer
multiple of 32-bits, meaning they will be addressed on a 4-byte boundary. If the aggregation of data and
header segments does not end on a 32-bit boundary then additional padding will be added to round up the
UPIU to the next 32-bit, 4-byte address boundary.

The UPIU size can be fixed or variable depending upon the Transaction Type field and extension flags.
Some Transaction Types will have different lengths for the same code others will always be a fixed size.
In addition, any UPIU can be extended if necessary to include extra header and data segments. The
general format allows for extension and has flags and size fields defined within the structure to indicate to
the processing entity where the extension areas are located within the structure and their size (not
including padding) and in some cases the type of extension data.

10.6.2 Basic Header Format

This is the format of the basic header contained within every UPIU structure. This data packet will be sent
between Initiator devices and Target devices and will be part of a larger function specific UPIU. There is
enough information in this header to allow the Initiator device or the Target device to track the destination
and the source, the function request, if additional data and parameters are required and whether they are
included in this UPIU or will follow in subsequent UPIU’s.

The smallest sized UPIU is currently defined to have 32 bytes. The 32 bytes area will contain the basic
header plus additional fields. This means that the smallest datum sent over the Service Delivery
Subsystem will be 32 bytes.

Table 10-4 — Basic Header Format

Basic UPIU Header Format

Transaction Type Flags LUN Task Tag
uery Function,
Initiator ID Command Set Query ) Response Status
Type Task Manag. Function
Total EHS Length Device Information Data Segment Length

The basic header formats are defined as follows:

a) Transaction Type

The Transaction Type indicates the type of request or response contained within the data structure.
The Transaction Type contains an opcode as defined in 10.4.1.

Table 10-5 — Transaction Type Format
Transaction Type Bits

7 6 5 4 3 2 1 0
HD DD Transaction Code

b) HD

The HD bit when set to ‘1’ specifies that an end-to-end CRC of all Header Segments is included
within the UPIU. The CRC fields include all fields within the header area. The CRC is placed at the
32-bit word location following the header.

End-to-end CRC is not supported in this version of the standard, therefore HD shall be ‘0’.
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10.6.2 Basic Header Format (cont’d)
c) DD

The DD bit when set to ‘1° specifies that an end-to-end CRC of the Data Segment is included with the
UPIU. The 32-bit CRC is calculated over all the fields within the Data Segment. The 32-bit CRC
word is placed at the end of the Data Segment. This will be the last word location of the UPIU.

End-to-end CRC is not supported in this version of the standard, therefore DD shall be ‘0°.

d) Transaction Code

The Transaction Code indicates the operation that is represented within the data fields of the UPIU
and the number and location of the defined fields within the UPIU.

e) Flags
The content of the Flags field vary with the Transaction Type opcode ).

Table 10-6 — UPIU Flags
Operational Flags Rsvd | CP? | Task Attribute

Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl Bit 0
NOP Out - - - - - - - -
NOP In - - - - - - - -
R - - | cp? ATTR

Response - o U D - - - -

Data Out - - - - - - - -

UPIU Type

Command -

Data In - - - - - - - -

Ready to Transfer - - - - - - - -

Reject - - - - - - - -

Query Request - - - - - - - -

Query Response - - - - - - - -

Task Management Request - - - - - - - -

Task Management Response - - - - - - - -

NOTE 1 “-“denotes reserved values.
NOTE 2 CP = Command Priority

Table 10-7 — Task Attribute definition

Task Attribute Bit 1 Bit O
Simple 0 0
Ordered 0 1

Head of Queue 1 0

ACA (Not Used) 1 1
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10.6.2 Basic Header Format (cont’d)

f)

9)

h)

),

Response

If a response is required from a Target device, this field indicates whether the requested function
succeeded or failed. This field is reserved in UPIU transactions from Initiator device to Target device.

Table 10-8 — UTP Response Values

Opcode Response Description
00h Target Success
01h Target Failure

02h-7Fh Reserved

80h-FFh Vendor Specific

Status

This field contains the SCSI status (as defined in [SAM]) if the transaction is a RESPONSE UPIU for
a COMMAND UPIU with Command Set Type = 00h (SCSI Command). Otherwise it contains an
opcode specific status or it is reserved.

Reserved

All fields marked as reserved shall contain a value of zero.
LUN

This field contains the Logical Unit Number to which a request is targeted. Target devices will
contain at a minimum one logical unit numbered unit 0. This field is generated by the Initiator device
and maintained by the Target device and Initiator device for all UPIU transactions relating to a single
request or task.

Task Tag

The Task Tag is generated by the Initiator device when creating a task request. This field will be
maintained by the Initiator device and Target device for all UPIU transactions relating to a single
task. The Initiator device will contain a register or variable that represents the Task Tag value. The
Initiator device will generate unique Task Tag by incrementing the internal variable when creating a
new task request. When a task request is made up of or generates a series of UPIU transactions, all
UPIU will contain the same value in the Task Tag field.

In particular, the same Task Tag value shall be maintained for the UPIU grouped in each row of
Table 10-9.

Table 10-9 — UPIU associated to a single task

Initiator UPIU Target UPIU

NOP Out NOP In

Command, Data Out Ready to Transfer, Response
Command Data In, Response

Task Management Request | Task Management Response

Query Request Query Response
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10.6.2 Basic Header Format (cont’d)

K)

Initiator ID (11D)

The Initiator ID field is 4 bits wide, encoded in bits [7:4] of byte 4. This field indicates the identity of
the Initiator device who created the task request.

The Initiator ID shall be set to zero if there is only one Initiator device.

UFS devices shall support all sixteen Initiator ID values. The Initiator ID shall be encoded in this
field by the Host when creating a request. This field is maintained by the Initiator device and Target
device for all UPIU transactions relating to the same task.

All requests from the same Initiator device have the same IID value. Details about Initiator 1D
assignment are available in UFS HCI standard specification.

Command Set Type

Command set type field is 4 bits wide, encoded in bits [3:0] of byte 4. This field indicates the
command set type the Command and RESPONSE UPIU is associated with. This field is defined for
the COMMAND UPIU and the RESPONSE UPIU. This field is reserved in all other UPIU’s. This
field shall be used to indicate the type of command that is in the CDB field. The currently supported
command types are listed in Table 10-10.

Table 10-10 — Command Set Type

Value Description
Oh SCSI Command Set (SPC, SBC)
1h UFS Specific Command Set
2h ... 7h Reserved
8h ... Fh Vendor Specific Set
NOTE JESD220C does not define any UFS specific command, therefore the value 1h is reserved for future use.

m) Query Function, Task Manag. Function

This field is used in QUERY REQUEST and QUERY RESPONSE UPIU’s to define the Query
function, and in TASK MANAGEMENT REQUEST UPIU to define the task management function.

Device Information

This field provides device level information required by specific UFS functionality in all RESPONSE
UPIU.

Total Extra Header Segment Length

This field represents the size in 32-bit units (DWORDS) of all Extra Header Segments contained
within the UPIU. This field is used if additional header segments are needed. The length of each Extra
Header Segment shall be a multiple of four bytes. The value in this field is the number of total
number of bytes in all EHS divided by four.

Total Extra Header Segment Bytes + 3)
4
The maximum size of all EHS fields combined is 1024 bytes. A value of zero in this field indicates

that there are no EHS contained within the UPIU. Extra Header Segments are not used in this
standard, therefore the value of this field shall be set zero.

Total EHS Length value = INTEGER<



1427
1428

1429
1430
1431
1432

1433

1434

1435
1436
1437

1438

1439
1440
1441

1442

1443
1444
1445
1446

1447

1448
1449
1450
1451
1452
1453
1454

1455

JEDEC Standard No. 220C
Page 69

10.6.2 Basic Header Format (cont’d)

p)

Q)

Data Segment Length

The Data Segment Length field contains the number of valid bytes within the Data Segment of the
UPIU. When the number of bytes within the Data Segment is not a multiple of four then the last 32-
bit field will be padded with zeros to terminate on the next nearest 32-bit boundary. The number of
32-bit units (DWORDYS) that make up the Data Segment is calculated as follows:

Data Segment Length + 3)

Data Segment DWORDS = INTEGER ( 2

Since the Data Segment Length field size is two bytes, the data segment can contain a maximum of
65535 valid bytes. A value of zero in this field indicates that there is no Data Segment within the
UPIU.

Transaction Specific Fields

Additional fields as required by certain Transaction Codes are located within this area. For UTP, this
area starts at byte address 12 within the UPIU and terminates on a 32 byte boundary at byte address
31. Since all UPIU contain a 12 byte Basic Header this leaves 20 bytes remaining for this area.

Extra Header Segments

The Extra Header Segments exist if the Total EHS Length field contains a non-zero value. For UTP,
this area will start at byte address 32 within the UPIU. The UPIU may contain zero or more EHS. The
length of each Extra Header Segment shall be a multiple of four bytes. This version of standard does
not use EHS.

Data Segment

The Data Segment field starts on the next 32-bit (DWORD) boundary after the EHS area within the
UPIU. For UTP, there are no EHS areas used meaning that the Data Segment will begin at byte
address 32 (byte address 36 if E2ECRC is enabled) within the UPIU. The Data Segment will be a
multiple of 32-bits, thereby making the UPIU packet size a multiple of 4 bytes. The Data Segment
Length field can contain a value that is not a multiple of 4 bytes but the Data Segment area will be
padded with zeros to fill to the next nearest 32-bit (DWORD) boundary. The Data Segment Length
field indicates the number of valid bytes within the Data Segment.
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10.7 UFS Protocol Information Units

This section provides the details of each UFS Protocol Information Unit.
10.7.1 COMMAND UPIU

The COMMAND UPIU contains the basic UPIU header plus additional information needed to specify a
command. The Initiator device will generate this UPIU and send it to a Target device to request a SCSI

command service to be performed by the Target.

Table 10-11 — COMMAND UPIU

COMMAND UPIU

0 1 2 3
xx00 0001b Flags LUN Task Tag
4 5 6 7
IID CSc:aT'rpyapr:ad Reserved Reserved Reserved
8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Reserved Data Segment Length (0000h)
12 (MSB) 13 14 15 (LSB)
Expected Data Transfer Length
16 17 18 19
CDBJ|0] CDBJ[1] CDB[2] CDBJ[3]
20 21 22 23
CDB[4] CDB[5] CDBJ[6] CDB[7]
24 25 26 27
CDB[8] CDB[9] CDB[10] CDB[11]
28 29 30 31
CDBJ12] CDBJ13] CDBJ[14] CDBJ15]

Header E2ZECRC (omit if HD=0)
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10.7.1.1 Basic Header

The first 12 bytes of the COMMAND UPIU contain the Basic Header as described in 10.6.2, Basic
Header Format. Specific details are as follows:

a) Transaction Type

A type code value of xx00 0001b indicates a COMMAND UPIU.

b) Flags

Table 10-12 describes the flags used in COMMAND UPIU.

Table 10-12 — Flags definition for COMMAND UPIU

Flag

Description

Flags.R

A value of ‘1’ in the .R flag indicates that the command requires a data transfer (incoming
data) from Target device to Initiator device. If .R is set to ‘1’ then .W shall be set to ‘0’. If .R
and .W are set to ‘0’ then no data transfer is required for this command and the Expected
Data Transfer Length field is ignored.

Flags.W

A value of ‘1’ in the .W flag indicates that the command requires a data transfer (outgoing
data) from Initiator device to Target device. If W is set to ‘1’ then .R shall be set to ‘0. If W
and .R are set to ‘0’ then no data transfer is required for this command and the Expected
Data Transfer Length field is ignored.

Flags.ATTR

The .ATTR field contains the task attribute value as defined by [SAM].

ATTR Definition
Task Attribute Bit 1 Bit O

Simple 0 0

Ordered 0 1

Head of Queue 1 0

ACA (Not Used) 1 1

The relative order of execution between Head of Queue commands is left for implementation.

Flags.CP

The .CP field indicates the Command Priority; see [SAM] for details. In UFS, the .CP field
supports only two values whereas [SAM] allows a larger range.

This 1-bit field specifies the relative scheduling importance of a command having a Simple
task attribute in relation to other commands having Simple task attributes already in the task
set. If the command has a task attribute other than Simple then this field has no meaning

A task manager may use command priority to determine an ordering to process commands
with the Simple task attribute within the task set.

A value of “1” indicates high priority. A value of “0” indicates no priority.

NOTE The bit assignment of the Flags field is shown in Table 10-6.
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10.7.1.1 Basic header (cont’d)

c)

d)

€)

9)

Data Segment Length
The Data Segment Length field shall contain zero as there is no Data Segment in this UPIU.
Expected Data Transfer Length

The Expected Data Transfer Length field contains a value that represents the number of bytes to be
transferred that are required to complete the SCSI command request as indicated in the CDB (e.g.,
TRANSFER LENGTH, ALLOCATION LENGTH, PARAMETER LIST LENGTH, etc.). Data may
be transferred from the Initiator device to the Target device or from the Target device to the Initiator
device. This field is valid only if one of the Flags.W or Flags.R bits are set to ‘1°.

For a data transfer from the Initiator device to the Target device, the .W flag shall be set to ‘1’ and the
.R flag shall be set to ‘0’. The value in the Expected Data Transfer Length field represents the number
of bytes that the Initiator device expects to send to the Target device.

For a data transfer from the Target device to the Initiator device, the .R flag shall be set to ‘1’ and the
.W flag shall be set to ‘0’. The value in the Expected Data Transfer Length field represents the
number of bytes that the Initiator device expects to receive from the Target device.

When the COMMAND UPIU encodes a SCSI WRITE or SCSI READ command (specifically
WRITE (6), READ (6), WRITE (10), READ (10), WRITE (16), or READ (16)), the value of this
field shall be the product of the Logical Block Size (bLogicalBlockSize) and the TRANSFER
LENGTH field of the CDB.

This model requires that the Initiator device will allocate sufficient buffer space to receive the full
size of the data requested by a command that requires a Data In operation. That size measured in
bytes shall be the value in Expected Data Transfer Length field. This requirement is important in
order to realize the full throughput of the Data In phase without the use of additional handshaking
UPIU’s.

The Initiator device may request a Data Out size larger than the size of the receive buffer in the
Target device. In this case, the Target device will pace the DATA OUT UPIU’s by sending READY
TO TRANSFER UPIU’s as needed. The Initiator device will not send a DATA OUT UPIU before it
receives a READY TO TRANSFER UPIU.

CcbB

The CDB fields contain the Command Descriptor Block. This area is an array of 16 bytes that will
contain a standard Command Descriptor Block as defined by one of the supported UFS Command Set
Types. For SCSI commands, specifications such as [SPC] can be referenced. Up to a 16 byte CDB
can be utilized. The CDB size is implicitly indicated by the group bits of the operation code field in
CDBJ0] for SCSI, which is the SCSI command operation code. If the CDB size is lower than 16 bytes
the unused COMMAND UPIU bytes are defined as reserved. For other commands, the CDB size is
dependent upon the command opcode.

Initiator ID (11D)

The Initiator ID field (bits [7:4] of byte 4) indicates the identity of the Initiator device who created the
task request. See Initiator 1D description in 10.6.2, Basic Header Format, for details.

Command Set Type

The Command Set Type field will specify an enumerated value that indicates which particular
command set is used to define the command bytes in the CDB fields. See Command Set Type
description for details.
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1517  10.7.2 RESPONSE UPIU

1518 The RESPONSE UPIU contains the basic UPIU header plus additional information indicating the
1519  command and device level status resulting from the successful or failed execution of a command. The
1520  Target will generate this UPIU and send it to the Initiator device after it has completed the requested task.

1521  Before terminating a command which requires Data-Out data transfer and before sending the RESPONSE
1522  UPIU, the Target device shall wait until it receives all DATA OUT UPIUs related to any outstanding
1523 READY TO TRANSFER UPIUs. Also, the Target device should stop sending READY TO TRANSFER
1524  UPIUs for the command which requires Data-Out data transfer and to be terminated.

1525 Table 10-13 — RESPONSE UPIU

RESPONSE UPIU
0 1 2 3
xx10 0001b Flags LUN Task Tag
4 5 6 7
IID %oeT'rpy?oned Reserved Response Status
8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Device Information Data Segment Length
12 (MSB) 13 14 15 (LSB)
Residual Transfer Count
16 17 18 19
Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
28 | 29 ES 31
Reserved
Header E2ZECRC (omit if HD=0)
k (MSB) | k1 (LSB) k+2 k+3
Sense Data Length Sense Data[0] Sense Data[1]
k+16 k+17 k+18 k+19
Sense Data[14] Sense Data[15] Sense Data[16] Sense Data[17]
Data E2ECRC (omit if DD=0)
NOTE1 k=32ifHD=0.

1526
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10.7.2.1 Basic Header

The first 12 bytes of the RESPONSE UPIU contain the Basic Header as described in 10.6.2, Basic Header
Format. Specific details are as follows:

a) Transaction Type
A type code value of xx10 0001b indicates a RESPONSE UPIU.
b) Flags
Table 10-14 describes the flags used in RESPONSE UPIU.
Table 10-14 — Flags definition for RESPONSE UPIU

Flag Description

The Flags.O flag will be set to ‘1’ to indicate that a data overflow occurred during the task
execution: the Target device has more data bytes to transfer than the Initiator device
requested.

The Residual Transfer Count field will indicate the number of available bytes not transferred
from the Target device to the Initiator device or vice versa.

The Residual Transfer Count will be set to the value difference of the total number of bytes
available to be transferred and the Expected Data Transfer Length value received in the
COMMAND UPIU. See below for further explanation.

Flags.O

The Flags.U flag will be set to ‘1’ to indicate that a data underflow occurred during the task
execution: the Target device has less data bytes to transfer than the Initiator device
requested.

The Residual Transfer Count field will indicate the number of bytes that were not transferred
from the Target device to the Initiator device or vice versa.

The Residual Transfer Count will be set to the value difference of the Expected Data
Transfer Length value received in the COMMAND UPIU and the actual number of bytes
transferred. See below for further explanation.

Flags.U

The .D flag will be set to ‘1’ to indicate that a UTP Data Out Mismatch error occurred during
the task execution: the data buffer offset and/or the data transfer count parameter in the
Data Out UPIU doesn’t match the corresponding parameters in the RTT request. See
10.7.13 for further explanation.

Flags.D

NOTE The bit assignment of the Flags field is shown in Table 10-6.

c) Initiator ID (11D)

The Initiator ID field (bits [7:4] of byte 4) indicates the identity of the Initiator device who created the
task request. See Initiator 1D description in section 10.6.2, Basic Header Format, for details.

d) Command Set Type

The Command Set Type field will specify an enumerated value that indicates which particular
command set is used to define the command bytes in the CDB fields. See 10.6.2, Basic Header
Format, for details.

e) Response

The Response field will contain the UFS response that indicates the UFS defined overall success or
failure of the series of Command, Data and RESPONSE UPIU’s that make up the execution of a task.
See 10.6.2, Basic Header Format, for details.
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10.7.2.1 Basic Header (cont’d)
f) Status

The Status field contains the command set specific status for a specific command issued by the
Initiator device. The Status field is command set specific. The Command Set Type field will indicate
with which command set the status is associated. Specific command sets may or may not define
detailed extended status indicated as Sense Data. If the command requires extended status, that
information will be stored in the Sense Data field.

1) SCSI Command Set Status

When the Command Set Type field indicates SCSI Command Set the Status field will contain the
standard SPC defined SCSI status value. Possible values are listed in the table below. See the
[SPC] or [SAM] for detailed definition of the status conditions.

A GOOD status indicates successful SCSI completion and therefore no Sense Data will be
returned.

A status of CHECK CONDITION requires that the Data Segment contain Sense Data for the
failed command.

Other status values may or may not return Sense Data. In this case a non-zero value in the Data
Segment Length field indicates that this UPIU contains Sense Data in the Data Segment area.

‘M’ indicates mandatory implementation of this field and the value specified if fixed. ‘O’
indicates that the support of this field is optional; if it is not supported then a value of zero should
be inserted in the field otherwise the value will be indicated as described. n/a indicates “not
applicable” to UFS.
Table 10-15 — SCSI Status Values
Opcode Response Description Use

00h GOOD M

02h CHECK CONDITION M

04h CONDITION MET n/a

08h BUSY M

18h RESERVATION CONFLICT O

28h TASK SET FULL M

30h ACA ACTIVE n/a

40h TASK ABORTED n/a

GOOD - This status indicates that the device has completed the command without error.

CHECK CONDITION - This status indicates that the device has completed the command with error or other actions are required to
process the result. Valid Sense Data for the last command processed will be returned within the response UPIU when this status occurs.
CONDITION MET - Not used for UFS.

BUSY - This status indicates that the logical unit is busy. When the logical unit is unable to accept a command this status will be
returned. Issuing the command at a later time is the standard recovery action.

RESERVATION CONFLICT - This status is returned when execution of the command will result in a conflict of an existing reservation.
UFS may support reserving areas of the device depending upon the device type and capabilities.

TASK SET FULL - This status is returned when the logical unit cannot process the command due to a lack of resources such as task
gueue being full or memory needed for command execution is temporarily unavailable.

ACA ACTIVE - This status is returned when an ACA condition exists. See [SAM] for further definition.

TASK ABORTED - This status shall be returned when a command is aborted by a command or task management function on another
I_T nexus and the Control mode page TAS bit is set to one. Since in UFS TAS bit is zero TASK ABORTED status codes will never occur.
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10.7.2.1 Basic Header (cont’d)

9)

h)

Device Information

The Device Information field provides information at device level not necessarily related with the
logical unit executing the command.

In general, the information is about events that have an evolution much slower than the regular
commands, and for which the host response latency is not critical. The use of this field avoids the
execution of a continuous polling on some UFS attributes.

Only bit 0 of the Device Information field is defined, all the others are reserved and shall be set to
zero.

Bit Name Description
Exception Event Alert
bit O EVENT_ALERT Ob: All exception sources not active

1b: At least one exception source is active

Others Reserved

The exception sources include: background operations, dynamic capacity, system data pool, etc. See
13.4.11, Exception Events Mechanism, for details.

Data Segment Length

The Data Segment Length field will contain the number of valid bytes in the Data Segment.

In the RESPONSE UPIU the Data Segment will contain the Sense Data bytes and the Sense Data
Length field.

When this field contains zero it indicates that there is no Data Segment area in the UPIU and
therefore no Sense Data is returned.

This version of the standard, when the Command Set Type field indicates SCSI Command Set, the
number of Sense Data bytes is 18, therefore this field will contain a value of 20 (18 bytes of Sense
Data + 2 bytes for Sense Data Length = 20 bytes).

As stated previously, the Data Segment field size is located on a 32-bit (DWORD) boundary. The
Data Segment Length field indicates the number of “valid” bytes in the Data Segment area and
therefore its value may not be an integer multiple of four.

Residual Transfer Count

This field is valid only if one of the Flags.U or Flags.O fields are set to ‘1°, otherwise this field will
contain zero.

When the Flags.O field is set to ‘1’ then this field indicates the number of bytes that were not
transferred from/to the Initiator device because the Expected Data Transfer Length field contained a
value that was lower than the Target device expected to transfer. In other words, the Target device has
more bytes to receive/send to complete the request but the Initiator device is not expecting more than
the amount indicated in the Expected Data Transfer Length. For example, the Initiator device may
intentionally request less bytes than it knows the Target device has available to transfer, because it
only needs the first N bytes.
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10.7.2.1 Basic Header (cont’d)

i)

Residual Transfer Count (cont’d)

When the Flags.U field is set to ‘1’ then this field indicates the number of bytes that were not
transferred from/to the Initiator because the Expected Data Transfer Length field contained a value
that was higher than the available data bytes. In other words, the Target device has less bytes to
receive/send than the Initiator is requesting to transfer. For example, the Initiator device may
intentionally request more bytes than the Target device has to transfer when it does not know how
many bytes the Target device actually has and it asks for the max or more than possible.

Table 10-16 — Flags and Residual Count Relationship

Residual
Flags.O | Flags.U Transfer Description
Count
0 0 0 Expected Data Length bytes transferred
1 0 N Target device expected to send N more bytes to Initiator device
0 1 N Initiator device expected to receive N more bytes from Target device
1 1 X lllegal condition

j) Sense Data Fields

K)

The Sense Data fields will contain additional information on error condition.

For SCSI command they will provide a copy of first 18 sense data bytes as defined for the fixed
format sense data, which corresponds to Response Code value of 70h. See the following subsection
for further details.

A successfully executed command will not normally need to return Sense Data, therefore in this case
the Data Segment may be empty and the Data Segment Length may have a zero value.

The Sense Data fields will be padded with zeros to place the data on the next nearest 32-bit boundary
if the length of valid Sense Data fields plus two is not a multiple of 32-bit.

SCSI Sense Data Fields

The Sense Data fields will contain standard 18 byte SPC defined sense data when using format for a
Response Code value of 70h. See [SPC] for further information.

Sense Data consists of three levels of error codes, each in increasing detail. The purpose is to provide
the application client a means to determine the cause of an error or exceptional condition at various
levels of detail. The Sense Key provides a general category of what error or exceptional condition
occurred and has caused the current command from successfully completing. Further and finer error
detail is provided in the Additional Sense Code field (ASC). The Additional Sense Code Qualifier
(ASCQ) field refines the error information even further. It is required to implement the Sense Key
value when indicating an error or exceptional condition. It is not required to implement the ASC or
ASCQ values not described in this document; a value of zero can be placed in these fields if the
implementation does not require more refined error detail.

All SCSI commands that terminate in error or exceptional condition will automatically return Sense
Data in the RESPONSE UPIU, relieving the host from issuing a subsequent REQUEST SENSE
command to retrieve the additional sense error information.
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10.7.2.1 Basic Header (cont’d)

1)

Sense Data Length

The Sense Data Length field indicates the number of valid Sense Data bytes that follow. The Sense
Data Length plus two may be less than the number of bytes contained in the Data Segment area, if
padding bytes have been added to reach 32-bit boundary.

A successfully executed command will not normally need to return Sense Data, therefore in this case
the Data Segment area may be empty and the Data Segment Length may have a zero value.

A command that terminated in error or an exception may or may not return Sense Data. If the Sense
Data Length indicates a value of zero, then that error condition did not return Sense Data. A zero
value in the Data Segment Length also indicates that no Sense Data was returned. Otherwise, the
Sense Data Length will contain a value that indicates the number of additional bytes of Sense Data
information.

1) SCSI Sense Data Length
The Sense Data Length field shall indicate a value of 18 when using the SCSI Command Set.

Sense Data Format

Table 10-17 describes the sense data structure that gives detailed error information about the
previously executed SCSI command. Eighteen bytes are returned and the Additional Sense Length
field is set to a value of ten.

‘M’ indicates mandatory implementation of this field and the value specified if fixed. ‘O’ indicates
that the support of this field is optional; if it is not supported then a value of zero should be inserted in
the field otherwise the value will be indicated as described.
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10.7.2.1 Basic Header (cont’d)
Table 10-17 — SCSI fixed format sense data
Byte Bits Name Description Use
A VALID bit set to one indicates that the
77 VALID INFORMATION field contains valid data. o)
0 Default value = Ob
6:0 RESPONSE CODE Value of 70h for fixed format sense data response M
Not d
1 7:0 Obsolete otuse M
Default value = 00h
File mark found
77 FILEMARK o M
This bit is reserved for UFS. Default value = Ob
End of media detected
6:6 EOM M
This bit is reserved for UFS. Default value = Ob
2 55 LI Incorrect length detected M
’ This bit is reserved for UFS. Default value = Ob
4:4 Reserved Default value = Ob M
3:0 SENSE KEY SEN_SE KEY code is the general SCSI error code for M
previous command (see Table 10-18)
3.6 7:0 INFORMATION Sense Information (0]
ADDITIONAL SENSE Length in bytes of. ad.dltlt')nal sense.l.nformatlon
7 7.0 Value = 10 (0Ah) indicating 10 additional bytes (bytes | M
LENGTH
8 through 17)
COMMAND-SPECIFIC Co.mrﬁanq Specific Information
8:11 7:0 This field is reserved for UFS. M
INFORMATION
Default value = 00h
12 7:0 ASC ADD_I'I_'IONAL SENSE CODE is an additional, more M
specific error code (see SCSI specs)
. ADDITIONAL SENSE CODE QUALIFIER qualifies
13 70 ASCQ the Additional Sense Code (see SCSI specs) M
FIELD REPLACEABLE UNIT CODE
14 7:0 FRUC M
Default value = 00h
SKSV bit indicates if the SENSE KEY SPECIFIC
77 SKSV field contains valid information. M
15 This bit is reserved for UFS. Default value = Ob
6:0 SENSE KEY SPECIFIC | Sense key specific information
This field is reserved for UFS. M
16:17 7:0 SENSE KEY SPECIFIC

Default value = 00 00 00h
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10.7.2.1 Basic Header (cont’d)

The SENSE KEY is used for normal error handling during operation.

The ADDITIONAL SENSE CODE (ASC) and the ADDITIONAL SENSE CODE QUALIFIER (ASCQ) are
mainly used for detailed diagnostic and logging (post-mortem) information. If the device server does
not have further information related to the error or exception condition, these fields shall be set to
zero. Generally, except for a certain few, they’re not mandatory and they may be set to zero, which
means no additional information provided. See [SPC] for a list of additional sense codes and
additional sense code qualifiers.

Sense Key

The Sense Key value provides a means to categorize errors and exceptional conditions. The Sense
Key indicates a particular type of error. The Additional Sense Code and Additional Sense Code
Qualifier can be used to further detail and describe the condition that the Sense Key indicates. Sense
Keys are specific to the action performed by a particular command.
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10.7.2.1 Basic Header (cont’d)

Table 10-18 — Sense Key

Sense Key
Value | Description
NO SENSE - Indicates that there is no specific sense key information to be reported. This
00h
would be the result of a successfully executed command.
RECOVERED ERROR - Indicates that the last command completed successfully after error
01h recovery actions were performed by the device server. Further details may be determined by
examining the additional sense bytes (ASC and ASCQ fields).
02h NOT READY - Indicates that the logical unit addressed cannot be accessed at this time.
03h MEDIUM ERROR - Indicates that the last command was unsuccessful due to a non-
recoverable error condition due to a flaw in the media or failed error recovery.
04h HARDWARE ERROR - Indicates that the the device server detected a non-recoverable
hardware error.
ILLEGAL REQUEST - Indicates that there was an illegal parameter value in a command
05h descriptor block or within additional parameter data supplied with some commands. If the
device server detects an invalid parameter in the command descriptor block then it shall
terminate the command without altering the media.
06h UNIT ATTENTION - Indicates that the unit has been reset or unexpectedly powered-on or that
removable media has changed.
DATA PROTECT - Indicates that a command that reads or writes the medium was attempted
07h on a block that is protected from this operation. The read or write operation shall not be
performed.
08h BLANK CHECK - Indicates that blank or unformatted media was encountered while reading or
writing.
09h VENDOR SPECIFIC — This Sense Key is available for reporting vendor specific error or
exceptional conditions.
0Ah | COPY ABORTED - Not applicable for UFS device. Reserved
ABORTED COMMAND - Indicates that the device server aborted the execution of the
0Bh o . .
command. The application client may be able to recover by retrying the command.
0Ch Reserved
oDh VOLUME OVERFLOW - Indicates that a buffered peripheral device has reached the end-of-
partition and data may remain in the buffer that has not been written to the medium.
OEh MISCOMPARE - Indicates that the source data did not match the data read from the media.
OFh | RESERVED

NOTE 1 See [SAM] for further details.
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10.7.3 DATA OUT UPIU

The DATA OUT UPIU contains the basic UPIU header plus additional information needed to manage the
data out transfer. The data transfer flows from Initiator device to Target device (write). The DATA OUT
UPIU will usually contain a data segment. It is possible to have a null DATA OUT UPIU: the Data

Segment is empty and Data Segment Length value is zero.

The DATA OUT UPIU is sent in response to READY TO TRANSFER UPIU generated by a Target

device, according to the rules detailed in 10.7.13, Data out transfer rules.
Table 10-19 — DATA OUT UPIU

DATA OUT UPIU

0 1 2 3
xx00 0010b Flags LUN Task Tag
4 5 6 7
[ID Reserved Reserved Reserved Reserved
8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Reserved Data Segment Length
12 (MSB) 13 14 15 (LSB)
Data Buffer Offset
16 (MSB) 17 18 19 (LSB)
Data Transfer Count

20 21 22 23

Reserved
24 25 26 27

Reserved
28 29 30 31

Reserved

Header E2ZECRC (omit if HD=0)
k k+1 k+2 k+3
Data[0] Data[1] Data[2] Data[3]
k+ Length-4 k+ Length-3 k+ Length-2 k+ Length-1
Data[Length - 4] Data[Length - 3] Data[Length - 2] Data[Length - 1]

Data E2ECRC (omit if DD=0)

NOTE1l k=32ifHD=0
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10.7.3.1 Basic Header

The first 12 bytes of the DATA OUT UPIU contain the Basic Header as described in 10.6.2, Basic
Header Format. Specific details are as follows:

a)

b)

c)

d)

Transaction Type

A type code value of 02h indicates a DATA OUT UPIU.
Initiator ID (11D)

The Initiator ID field (bits [7:4] of byte 4) indicates the identity of the Initiator device who created the
task request. See Initiator 1D description in section 10.6.2, Basic Header Format, for details.

Data Segment Length

The Data Segment Length shall indicate the number of valid bytes within the Data Segment area, and
it shall not include the number of padding bytes (if present).

Data Buffer Offset

The Data Buffer Offset field contains the offset of this UPIU data payload within the complete data
transfer area. The sum of the Data Buffer Offset and the Data Segment Length shall not exceed the
Expected Data Transfer Length that was indicated in the COMMAND UPIU.

This field permits out of order sequencing of the DATA OUT UPIU packets. Therefore the order of
the DATA OUT UPIU packets do not have to be sequential.

NOTE Out of order sequencing will only occur if a UFS device supports it (bDataOrdering = 01h) and if this
feature is enabled (bOutOfOrderDataEn = 01h).

When the DATA OUT UPIU is a part of a SCSI WRITE transaction [i.e., a transaction which started
with a WRITE (6), a WRITE (10), or a WRITE (16) command], the value of this field shall be equal
to an integer multiple of the Logical Block Size (bLogicalBlockSize).

Data Transfer Count

This field indicates the number of bytes that the Initiator device is transferring to the Target device in
this UPIU. This value is the number of bytes that are contained within the Data Segment of the UPIU.
The maximum number of bytes that can be transferred within a single DATA OUT UPIU packet is
65535 bytes. Therefore, multiple DATA OUT UPIU packets will need to be issued by the Initiator
device if the Expected Data Transfer Length of the original command requires more than 65535 bytes
to be transferred.

When the DATA OUT UPIU is a part of a SCSI WRITE transaction [i.e. a transaction which started
with a WRITE (6), a WRITE (10), or a WRITE (16) command], the value of this field shall be equal
to an integer multiple of the Logical Block Size (bLogicalBlockSize).

This field and the Data Segment Length field of the UPIU shall contain the same value. This field is
intended to be used along with the Data Buffer Offset field as part of a DMA context.



1724
1725

1726

1727
1728

1729
1730
1731
1732

1733
1734
1735

1736
1737
1738
1739

1740
1741

1742
1743
1744

1745
1746

JEDEC Standard No. 220C
Page 84

10.7.3.1 Basic Header (cont’d)

f)

9)

Data Segment

This is the Data Segment area that contains the data payload.

The maximum data payload size that can be transferred within a single DATA OUT UPIU packet is
65535 bytes.

The Data Segment area always starts on a 32-bit (DWORD) boundary. The Data Segment area shall
be entirely filled with data payload to a 32-bit (DWORD) boundary unless the UPIU is the one that
transmits the last data portion. In this case, if necessary, the Data Segment area shall be padded out to
the next nearest 32-bit boundary.

When the DATA OUT UPIU is a part of a SCSI WRITE transaction [i.e., a transaction which started
with a WRITE (6), a WRITE (10), or a WRITE (16) command], the Data Segment area shall contain
an integer number of logical blocks.

NOTE For out of order DATA OUT UPIUs, the last data portion may not be transmitted by the final UPIU.

Data out transfer example

Figure 10-1 shows an example of data transfer from the Initiator device to the Target device. In
particular, the command processing requires the transfer of 577-byte data. The data transfer is done
out of order: at the beginning the middle portion of the data, then the last portion and finally the first
portion.

NOTE The second DATA OUT UPIU delivers the last portion of the data. The Data Segment in this UPIU
has 65 bytes of valid data and three pad bytes. The Data Segment in the other UPIUs is fully filled (no pad

bytes).

Host Device
Expected Data Transfer Length = 241h COMMAND UPIU >
(577 byte)
577-byte Data
000h Middle portion of the data
' Data Segment Length = 100h DATA OUT UPIU
first Data Buffer Offset = 100h > middle
portion Data Transfer Count = 100h portion
OFFh
100h
middle Last portion of the data
portion Data Segment Length= 41h DATA OUT UPIU - I?ts‘t
Data Buffer Offset = 200h o porton
1FFh Data Transfer Count = 41h oon
200h
last
portion
3332 00h First portion of the data
242h 00h Data Segment Length = 100h DATA OUT UPIU
243h 0k Data Buffer Offset=  Oh > -
Data Transfer Count = 100h portion

Figure 10-1 — Data out transfer example
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1747  10.7.4 DATAIN UPIU

1748  The DATA IN UPIU contains the basic UPIU header plus additional information needed to manage the
1749  data in transfer. Data in flows from Target device to Initiator device (READ). The DATA IN UPIU will
1750  usually contain a data segment. It is possible to have a null DATA IN UPIU: the Data Segment is empty
1751  and Data Segment Length is 0.

1752 Table 10-20 —DATA IN UPIU
DATA IN UPIU
0 1 2 3
xx10 0010b Flags LUN Task Tag
4 5 6 7
1D Reserved Reserved Reserved Reserved
8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Reserved Data Segment Length
12 (MSB) 13 14 15 (LSB)
Data Buffer Offset
16 (MSB) 17 18 19 (LSB)
Data Transfer Count

20 21 22 23

Reserved
24 25 26 27

Reserved
28 29 30 31

Reserved

Header E2ECRC (omit if HD=0)
k k+1 k+2 k+3
Data[0] Data[1] Data[2] Data[3]
k+ Length-4 k+ Length-3 k+ Length-2 k+ Length-1
Data[Length -4] Data[Length -3] Data[Length -2] Data[Length -1]
Data E2ECRC (omit if DD=0)

NOTE1 k=32ifHD=0.

1753
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10.7.4 DATA IN UPIU (cont’d)
10.7.4.1 Basic Header

The first 12 bytes of the DATA IN UPIU contain the Basic Header as described in 10.6.2, Basic Header
Format. Specific details are as follows:

a)

b)

d)

Transaction Type

A type code value of xx10 0010b indicates a DATA IN UPIU.
Initiator ID (11D)

The Initiator ID field (bits [7:4] of byte 4) indicates the identity of the Initiator device who created the
task request. See Initiator ID description in 10.6.2, Basic Header Format, for details.

Data Segment Length

The Data Segment Length shall indicate the number of valid bytes within the Data Segment area, and
it shall not include the number of padding bytes (if present).

Data Buffer Offset

The Data Buffer Offset field contains the offset of this UPIU data payload within the complete data
transfer area. The sum of the Data Buffer Offset and the Data Segment Length shall not exceed the
Expected Data Transfer Length that was indicated in the COMMAND UPIU.

This field permits out of order sequencing of the DATA IN UPIU packets. Therefore the order of the
SCSI In UPIU packets do not have to be sequential.

NOTE Out of order sequencing will only occur if a UFS device supports it (bDataOrdering = 01h) and if this
feature is enabled (bOutOfOrderDataEn = 01h).

When the DATA IN UPIU is a part of a SCSI READ transaction [i.e. a transaction which started with
a READ (6), a READ (10), or a READ (16) command], the value of this field shall be equal to an
integer multiple of the Logical Block Size (bLogicalBlockSize).

Data Transfer Count

This field indicates the number of bytes that the Target device has placed in the UPIU Data Segment,
for transfer back to the Initiator device. This value is the number of valid bytes that are contained
within the Data Segment of this UPIU. The maximum number of bytes that can be transferred within
asingle DATA IN UPIU packet is 65535 bytes.

When the DATA IN UPIU is a part of a SCSI READ transaction [i.e. a transaction which started with
a READ (6), a READ (10), or a READ (16) command], the value of this field shall be equal to an
integer multiple of the Logical Block Size (bLogicalBlockSize).

This field and the Data Segment Length field of the UPIU shall contain the same value.
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10.7.4.1 Basic Header (cont’d)

f)

9)

Data Segment

This is the Data Segment area that contains the data payload.

The maximum data payload size that can be transferred within a single DATA IN UPIU packet is
65535 bytes.

The Data Segment area always starts on a 32-bit (DWORD) boundary. The Data Segment area shall
be entirely filled with data payload to a 32-bit (DWORD) boundary unless the UPIU is the one that
transmits the last data portion. In this case, if necessary, the Data Segment area shall be padded out to
the next nearest 32-bit boundary.

When the DATA IN UPIU is a part of a SCSI READ transaction [i.e., a transaction which started
with a READ (6), a READ (10), or a READ (16) command], the Data Segment area shall contain an
integer number of logical blocks.

NOTE For out of order DATA IN UPIUs, the final data portion may not be transmitted by the last UPIU.
Data in transfer example

Figure 10-2 shows an example of data transfer from the Target device to the Initiator device. In
particular, during the command processing 577-byte data is sent to the Initiator device. The data

transfer is done in sequence: at the beginning the first portion, then the middle portion and finally the
last portion.

NOTE The last DATA IN UPIU delivers the last portion of the data. The Data Segment in this UPIU has 65
bytes of valid data and three pad bytes. The Data Segment in the other UP1Us is fully filled (no pad bytes).

Host Device
Expected Data Transfer Length = 241h COMMAND UPIU »
(577 byte)
577-byte Data
000h
First portion of the data DATA IN UPIU
first Data Segment Length = 100h| first
portion Data Buffer Offset = Oh portion

Data Transfer Count = 100h

OFFh
100h

middle Middle portion of the data DATA IN UPIU
portion Data Segment Length = 100h | middle
Data Buffer Offset = 100h portion
1FFh Data Transfer Count = 100h
200h
last
240h portion Last portion of the data
ggn ggﬂ Data Segment Length= 41h -
243h 00h Data Buffer Offset = 200h DATA IN UPIU portion
Data Transfer Count= 41h [ oon
00h

Figure 10-2 — Data in transfer example
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1809 10.7.5 READY TO TRANSFER UPIU

1810 The READY TO TRANSFER UPIU is issued by the Target device when it is ready to receive data blocks
1811  when processing a SCSI command that requires a data out transfer (e.g., a write command). The Target
1812  device may request the data in sequence or out of order by setting the appropriate fields within the UPIU.

1813  The Initiator device may respond to one or more READY TO TRANSFER UPIU packets with one or
1814  more DATA OUT UPIU packets, enough to satisfy the Expected Data Transfer Length that was indicated
1815  within the associated COMMAND UPIU. The maximum number of bytes that can be requested with a
1816  single READY TO TRANSFER UPIU shall not be greater than the value indicated by bMaxDataOutSize
1817  attribute.

1818  See 10.7.13, Data out transfer rules, for further details about Initiator device to Target device data
1819  transfer.

1820 Table 10-21 — READY TO TRANSFER UPIU
Ready To Transfer UPIU
0 1 2 3
xx11 0001b Flags LUN Task Tag
4 5 6 7
IID Reserved Reserved Reserved Reserved
8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Reserved Data Segment Length (0000h)
12 (MSB) 13 14 15 (LSB)
Data Buffer Offset
16 (MSB) 17 18 19 (LSB)
Data Transfer Count
20 21 22 23
Reserved
24 25 26 27
Reserved
28 29 30 31
Reserved
Header E2ECRC (omit if HD=0)

1821
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10.7.5 READY TO TRANSFER UPIU (cont’d)
10.7.5.1 Basic Header

The first 12 bytes of the READY TO TRANSFER UPIU contain the Basic Header as described in 10.6.2,
Basic Header Format. Specific details are as follows:

a)

b)

d)

€)

Transaction Type

A type code value of xx11 0001b indicates a READY TO TRANSFER UPIU.
Initiator ID (11D)

The Initiator ID field (bits [7:4] of byte 4) indicates the identity of the Initiator device who created the
task request. See Initiator ID description in 10.6.2, Basic Header Format, for details.

Data Segment Length

The Data Segment Length field shall contain zero as there is no Data Segment in this UPIU.
Data Buffer Offset

The Data Buffer Offset field indicates to the Initiator device the location of the beginning of the
segment of data to send. The Target device may request the Initiator device to transfer the data in a
number of UPIUs, not necessarily in sequential order. The sum of the Data Buffer Offset and the Data
Transfer Count should not exceed the Expected Data Transfer Length that was indicated in the
COMMAND UPIU.

The Data Buffer Offset shall be an integer multiple of four.

When the RTT UPIU is a part of a SCSI WRITE transaction [i.e. a transaction which started with a
WRITE (6), a WRITE (10), or a WRITE (16) command], the value of this field shall be equal to an
integer multiple of the Logical Block Size (bLogicalBlockSize).

Data Transfer Count

This field indicates the number of bytes the Target device is requesting.

The Data Transfer Count field shall be always an integer multiple of four bytes except for the
READY TO TRANSFER UPIU which requests the final portion of data in the transfer.

When the RTT UPIU is a part of a SCSI WRITE transaction [i.e., a transaction which started with a
WRITE (6), a WRITE (10), or a WRITE (16) command], the value of this field shall be equal to an
integer multiple of the Logical Block Size (bLogicalBlockSize).

The maximum number of bytes that can be requested in a single READY TO TRANSFER UPIU
shall not be greater than the value indicated by bMaxDataOutSize attribute.

READY TO TRANSFER UPIU sequence example

Figure 10-3 shows an example of READY TO TRANSFER UPIU sequence. In particular, during the
command processing the Target device requests the Initiator device to send a total amount of 577-
byte data. The data transfer is done out of order (reverse): at the beginning the last portion, then the
middle portion and finally the first portion.

NOTE The first READY TO TRANSFER UPIU requests to send the last portion of the data.
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1859 10.7.5.1 Basic Header (cont’d)
Expected Data Transfer Length = 241h COMMAND UPIU >
(577 byte)
577-byte Data Last portion of the data RTT UPIU
000h Data Buffer Offset = 200h -
Data Transfer Count = 41h
. DATA OUT UPIU last
first . portion
portion o oo
Middle portion of the data RTT UPIU -
%EE Data Buffer Offset = 100h &
Data Transfer Count = 100h
middle DATA OUT UPIU
portion | | middle
portion
1FFh
200h .
: First portion of the data
oo T Data Buffer Offset =  Oh - RTT UPIU
241h 00h Data Transfer Count = 100h
242h 00h
243h 00h DATA OUT UPIU o it
portion
L RESPONSE UPIU
1860
1861 Figure 10-3 — READY TO TRANSFER UPIU sequence example

1862
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1863 10.7.6 TASK MANAGEMENT REQUEST UPIU

1864  The TASK MANAGEMENT REQUEST UPIU is used by the Initiator device to manage the execution of
1865  one or more tasks within the Target device. The Task Management Request function closely follows the
1866  SCSI Architecture Model [SAM].

1867  Task Management functions in UFS device requires the LU task manager to have the capability to process
1868  at least one Task Management Request. If more than one Task Management Request is accepted by a task
1869  manager in the device, the task manager may execute the requests in any order. The task manager may
1870  reject a Task Management Request with Task Management Function Failed service response when the
1871  number of outstanding Task Management Requests submitted by the Host exceeds the capability of the
1872  Task Manager.

1873 Table 10-22 — Task Management Request UPIU
TASK MANAGEMENT REQUEST UPIU
0 1 2 3
xx00 0100b Flags LUN Task Tag
4 5 6 7
IID Reserved | Task Manag. Function Reserved Reserved
8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Reserved Data Segment Length (0000h)
12 (MSB) 13 14 15 (LSB)
Input Parameter 1
16 (MSB) 17 18 19 (LSB)
Input Parameter 2
20 (MSB) 21 22 23 (LSB)
Input Parameter 3
24 25 26 27
Reserved
28 29 30 31
Reserved
Header E2ZECRC (omit if HD=0)

1874
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10.7.6  TASK MANAGEMENT REQUEST UPIU (cont’d)
10.7.6.1 Basic Header

The first 12 bytes of the TASK MANAGEMENT REQUEST UPIU contain the Basic Header as

described in 10.6.2 Basic Header Format. Specific details are as follows:

a) Transaction Type

A type code value of xx00 0100b indicates a TASK MANAGEMENT REQUEST UPIU.

b) Initiator ID (I11D)

The Initiator ID field (bits [7:4] of byte 4) indicates the identity of the Initiator device who created the

task request. See Initiator ID description in 10.6.2, Basic Header Format, for details.

c) Task Management Function

Table 10-23 defines UFS Task Management Functions based on [SAM].
Table 10-23 — Task Management Function values

Function

Value

Description

Abort Task

0lh

Abort specific task in queue in a specific LU.
Identify by LUN and Task Tag

Abort Task Set

02h

Abort the task queue list in a specific LU. Identify by LUN.

Clear Task Set

04h

Clear the task queue list in specific LU. Identify by LUN. Equivalent
to Abort Task Set.

Logical Unit Reset

08h

Reset the designated LU. Identify by LUN

Query Task

80h

Query a specific task in a queue list in a specific LU. Identify by LUN
and Task Tag. If the specific task is present in the queue, Function
Succeeded is returned in the response. If the specific task is not
present in the queue, Function Complete is returned in the
response.

Query Task Set

81h

Query a specific LU to see if there is any Task in queue. Identify by
LUN. If there is one of more tasks present in the queue, Function
Succeeded is returned in the response. If no task is present in the
queue, Function Complete is returned in the response.

d) Task Management Input Parameters

Table 10-24 — Task Management Input Parameters

Field

Description

Input Parameter 1

LSB: LUN of the logical unit operated on by the task management function.
Other bytes: Reserved

Input Parameter 2

LSB: Task Tag of the task/command operated by the task management function.
Other bytes: Reserved

Input Parameter 3

Bits [3:0]: 1ID of the task/command operated by the task management function.
Other bits: Reserved

Input Parameter 1 and LUN field in the basic header should be set to the same value.

Input Parameter 3 and 11D field in the basic header shall indicate the same value.
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1891 10.7.7 TASK MANAGEMENT RESPONSE UPIU

1892 The TASK MANAGEMENT RESPONSE UPIU is sent by the Target device in response to a Task
1893  Management Request from the Initiator device. The Task Management Response function closely follows
1894  the SCSI Architecture Model [SAM].

1895 If the Target device is processing a task which requires Data-Out data transfer, and it receives a task
1896  management request to abort that command, then Target device should stop sending READY TO
1897  TRANSFER UPIUs for the command requested to abort. Target device shall wait until it receives all
1898 DATA OUT UPIUs related to any outstanding READY TO TRANSFER UPIUs before sending the
1899 TASK MANAGEMENT RESPONSE UPIU.

1900  Task management functions that may cause a task abort are: Abort Task, Abort Task Set, Clear Task Set
1901  and Logical Unit Reset.

1902 Table 10-25 — Task Management Response UPIU
TASK MANAGEMENT RESPONSE UPIU
0 1 2 3
xx10 0100b Flags LUN Task Tag
4 5 6 7
IID Reserved Reserved Response Reserved
8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Reserved Data Segment Length (0000h)
12 (MSB) 13 14 15 (LSB)
Output Parameter 1
16 (MSB) 17 18 19 (LSB)
Output Parameter 2
20 21 22 23
Reserved
24 25 26 27
Reserved
28 29 30 31
Reserved
Header E2ECRC (omit if HD=0)

1903



1904
1905

1906
1907

1908

1909
1910

1911
1912

1913

1914
1915

1916
1917

1918
1919

1920

JEDEC Standard No. 220C
Page 94

10.7.7 TASK MANAGEMENT RESPONSE UPIU (cont’d)
10.7.7.1 Basic Header

The first 12 bytes of the TASK MANAGEMENT RESPONSE UPIU contain the Basic Header as
described in 10.6.2, Basic Header Format. Specific details are as follows:

a) Transaction Type
A type code value of xx10 0100b indicates a TASK MANAGEMENT RESPONSE UPIU.
b) Initiator ID (I11D)

The Initiator ID field (bits [7:4] of byte 4) indicates the identity of the Initiator device who created the
task request. See Initiator ID description in 10.6.2, Basic Header Format, for details.

c) Response

The Response field contains the UFS response that indicates the success or failure of the Task
Management Request. See 10.6.2 for details.

d) Task Management Output Parameters

Table 10-26 — Task Management Output Parameters

Field Description

LSB: Task Management Service Response (see Table 10-27)
Output Parameter 1
Other bytes: Reserved

Output Parameter 2 Reserved

e) Task Management Service Response

Table 10-27 — Task Management Service Response

Service Response Value
Task Management Function Complete 00h
Task Management Function Not Supported 04h
Task Management Function Failed @ 05h
Task Management Function Succeeded 08h
Incorrect Logical Unit Number 09h
NOTE 1 This response shall be returned whenever the UFS device is not able to
process the request due to TMR processing capacity exceed.
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10.7.8 QUERY REQUEST UPIU

The QUERY REQUEST UPIU is used to transfer data between the Initiator device and Target device that
is outside domain of standard user data transfers for command read and write.

The QUERY REQUEST UPIU can be used to read and write parametric data to or from the Target
device. It can be used to get information for configuration or enumeration, to set or clear bus or overall
device conditions, to set or reset global flag values, parameters or attributes, to set or get power or bus or
network information or to get or set descriptors, to get serial numbers or GUID’s (globally unique
identifiers), etc.

The Target device will send a QUERY RESPONSE UPIU in response to a QUERY REQUEST UPIU.
After sending a QUERY REQUEST UPIU the Initiator device shall not send a new QUERY REQUEST
UPIU until it receives the QUERY RESPONSE UPIU for the pending request. If the Target device
receives a QUERY REQUEST UPIU while it is still processing a previous QUERY REQUEST UPIU, it
shall ignore the latest request.

The QUERY REQUEST UPIU follows the general UPIU format with a field defined for query function.
The Transaction Specific Fields are defined specifically for each type of operation.

The Data Segment Area is optional depending upon the query function value. The Data Segment Length
field will be set to zero if there is no data segment in the packet.

Table 10-28 — QUERY REQUEST UPIU

QUERY REQUEST UPIU

0 1 2 3
xx01 0110b Flags Reserved Task Tag
4 5 6 7
Reserved Query Function Reserved Reserved

8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Reserved Data Segment Length
12 13 14 | 15

Transaction Specific Fields
16 | 17 | 18 | 19

Transaction Specific Fields
20 | 21 | 22 | 23

Transaction Specific Fields
24 | 25 | 26 | 27

Transaction Specific Fields
28 | 29 | 30 | 31

Reserved
Header E2ECRC (omit if HD=0)
k k+1 k+2 k+3
Data[0] Data[1] Data[2] Data[3]
k+ Length-4 k+ Length-3 k+ Length-2 k+ Length-1
Data[Length - 4] Data[Length - 3] Data[Length - 2] Data[Length - 1]

Data E2ECRC (omit if DD=0)
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.1 Overview

Queries are used to read and write data structures between the host and the device. This data is outside the
scope of normal device reads or writes; data that would be considered system data, configuration data,
production information, descriptors, special parameters and flags and other.

For UFS the query function will generally be used to read or write Descriptors, Attributes and Flags.
There are also a range of Vendor Specific operations that can be used to transfer vendor specific data
between host and device.

All these items reside within the device memory and used by the device to control or define its operation.

The following is a short overview of the most common data structures that are transferred using the Query
Request function. Please see the related section for more detail on these data structures:

a)

Descriptors

A Descriptor is a block or page of parameters that describe something about a Device. For example,
there are Device Descriptors, Configuration Descriptors, Unit Descriptors, etc.

Attributes

An Attribute is a single parameter that represents a specific range of numeric values that can be set or
read. This value could be a byte or word or floating point number. For example, baud rate or block
size would be an attribute. Attribute size can be from 1-bit to 32-bit. Attributes of the same type can
be organized in arrays, each element of them identified by an index.

Flags

A Flag is a single Boolean value that represents a TRUE or FALSE, ‘0’ or ‘1°, ON or OFF type of
value. A Flag can be cleared or reset, set, toggled or read. Flags are useful to enable or disable certain
functions or modes or states within the device.
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.2 Query Function

The Query Function field holds the requested query type describing the query function to perform.
Common query functions are listed in Table 10-29. Currently, there are two general query functions
defined: Read Request and Write Request. Additional Transaction Specific Fields will be used to specify
further information needed for the transaction. These fields can describe the specific operation to perform,
the target data or information to access, the amount of data to transfer and additional parameters and data.

Table 10-29 — Query Function field values
QUERY FUNCTION

00h Reserved
01h STANDARD READ REQUEST
02h-3Fh | Reserved
40-7Fh | Vendor Specific Read Functions
80h Reserved
81h STANDARD WRITE REQUEST
82h-BFh | Reserved
COh-FFh | Vendor Specific Write Functions

a) Standard Read Request

The Standard Read Request function type is used to read requested information from a Target device.
The Target device will return the requested information to the Initiator device within a QUERY
RESPONSE UPIU packet.

b) Standard Write Request

The Standard Write Request function type is used to write information and data to a Target device.
The information and data to write to the Target device will be included within the Data Segment field
of the QUERY REQUEST UPIU packet.
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10.7.8

QUERY REQUEST UPIU (cont’d)

10.7.8.3 Transaction Specific Fields

The transaction specific fields are defined specifically for each type of operation. For the STANDARD
READ REQUEST and STANDARD WRITE REQUEST, the operation specific fields are defined as in

Table 10-30.
Table 10-30 — Transaction specific fields
Transaction Specific Fields for Standard Read/Write Request
12 13 14 15
OPCODE OSF[0] OSF[1]
16 17 18 (MSB) 19
OSF[3] OSF[4] OSF[5]
20 (MSB) 21 22 23
OSF[6]
24 (MSB) 25 26 27
OSF[7]
a) OPCODE

The opcode indicates the operation to perform. Possible opcode values are listed in Table 10-31.

Table 10-31 — Query Function opcode values

OPCODE | Operation QUERY FUNCTION
00h NOP Any value
01h READ DESCRIPTOR STANDARD READ REQUEST
02h WRITE DESCRIPTOR STANDARD WRITE REQUEST
03h READ ATTRIBUTE STANDARD READ REQUEST
04h WRITE ATTRIBUTE STANDARD WRITE REQUEST
05h READ FLAG STANDARD READ REQUEST
06h SET FLAG STANDARD WRITE REQUEST
07h CLEAR FLAG STANDARD WRITE REQUEST
08h TOGGLE FLAG STANDARD WRITE REQUEST

09h-EFh | Reserved Reserved

FOh-FFh | Vendor Specific Vendor Specific

b) OSF

The OSF field is an Opcode Specific Field. The OSF fields will be defined for each specific

OPCODE.
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.4  Read Descriptor Opcode

The READ DESCRIPTOR OPCODE is used to retrieve a UFS Descriptor from the Target device. A
descriptor can be a fixed or variable length. There are up to 256 possible descriptor types. The OSF fields
are used to select a particular descriptor and to read a number of descriptor bytes. The OSF fields are
defined in Table 10-32.

Table 10-32 — Read descriptor

Transaction Specific Fields for READ DESCRIPTOR OPCODE

12 13 14 15
01lh DESCRIPTOR IDN INDEX SELECTOR
16 17 18 (MSB) 19 (LSB)
Reserved Reserved LENGTH
20 21 22 23
Reserved
24 25 26 27
Reserved

a) DESCRIPTOR IDN

The Descriptor IDN field contains a value that indicates the particular type of descriptor to retrieve.
For example, it could indicate a Device Descriptor or Unit Descriptor or String Descriptor. Some
descriptor types are unique and can be fully identified by the Descriptor Type value. Other descriptors
can exist in multiple forms, such as String Descriptors, and they are furthered identified with
subsequent fields.

b) INDEX

The Index value is used to further identify a particular descriptor. For example, there may be multiple
String Descriptors defined. In the case of multiple descriptors the INDEX field is used to select a
particular one. Multiple descriptors are indexed starting from 0 through 255. The actual index value
for a particular descriptor will be provided by other means, usually contained within a field of some
other related descriptor.

¢) SELECTOR

The SELECTOR field may be needed to further identify a particular descriptor.
d) LENGTH

The LENGTH field is used to indicate the number of bytes to read of the descriptor. These bytes will
be returned in a QUERY RESPONSE UPIU packet. This is the requested length to read, which may
be less than, or equal to, or greater than the number of bytes within the actual descriptor. If less than,
or equal to the actual descriptor size, the number of bytes specified will be returned. If the LENGTH
is greater than the descriptor size, the response will provide the exact descriptor size in the LENGTH
field of the QUERY RESPONSE UPIU .

e) Data Segment

The Data Segment area is empty.
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.5  Write Descriptor Opcode

The WRITE DESCRIPTOR OPCODE is used to write a UFS Descriptor and it is sent from the host to the
device. A descriptor can be a fixed or variable length. There are up to 256 possible descriptor types. The
OSF fields are used to select a particular descriptor. The OSF fields are defined as listed in Table 10-33.

Table 10-33 — Write Descriptor

Transaction Specific Fields for WRITE DESCRIPTOR OPCODE

12 13 14 15
02h DESCRIPTOR IDN INDEX SELECTOR
16 17 18 (MSB) 19 (LSB)
Reserved Reserved LENGTH
20 21 22 23
Reserved
24 25 26 27
Reserved
a) DESCRIPTOR IDN

b)

d)

The Descriptor IDN field contains a value that identifies a particular of descriptor to write. For
example, it could indicate a Device Descriptor or Unit Descriptor or String Descriptor. Some
descriptor types are unique and can be fully identified by the Descriptor IDN value. Other descriptors
can exist in multiple forms, such as STRING DESCRIPTORS, and they are furthered identified with
subsequent fields.

INDEX

The Index value is used to further identify a particular descriptor. For example, there may be multiple
String Descriptors defined. In the case of multiple descriptors the INDEX field is used to select a
particular one. Multiple descriptors are indexed starting from 0 through 255. The actual index value
for a particular descriptor will be provided by other means, usually contained within a field of some
other related descriptor.

SELECTOR

The SELECTOR field may be needed to further identify a particular descriptor.
LENGTH

The LENGTH field is used to indicate the number of descriptor bytes to write. Only the entire
descriptor may be written; there is no partial write or update possible. These bytes will be contained
within the DATA SEGMENT area of the QUERY REQUEST UPIU packet. The DATA SEGMENT
LENGTH field of the UPIU shall also be set to this same value. If LENGTH is not equal to the
descriptor size the operation will fail: the descriptor is not updated and the Query Response field of
the QUERY RESPONSE UPIU is set FAILURE.

Data Segment

The Data Segment area contains the data to be written.
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2055 10.7.8 QUERY REQUEST UPIU (cont’d)
2056 10.7.8.6  Read Attribute Opcode

2057 The READ ATTRIBUTE OPCODE is used to retrieve a UFS Attribute from the Target device. Attribute
2058  size can be from 1-bit to 32-bit. There are up to 256 possible Attributes, identified by an identification
2059 number, IDN, which ranges from 0 to 255. The OSF fields for this opcode are listed in Table 10-34.

2060 Table 10-34 — Read Attribute

Transaction Specific Fields for READ ATTRIBUTE OPCODE
12 13 14 15
03h ATTRIBUTE IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
2061
2062 a) ATTRIBUTE IDN
2063 The ATTRIBUTE IDN contains a value that identifies a particular Attribute to retrieve from the
2064 Target device.
2065 b) INDEX
2066 For attributes that are organized in array, the index value is used to identify the particular element.
2067 For example, the LUN is used as index to select the particular element of attributes that have logical
2068 unit specific values.
2069 The range for the index is defined for each attribute, and it can be from 0 through 255. Index shall be
2070 set to zero for attributes composed by single element.

2071 ¢) SELECTOR

2072 The SELECTOR field may be needed to further identify a particular element of an attribute. Selector
2073 field shall be set to zero for attributes that do not require it.

2074  d) Data Segment
2075 The Data Segment area is empty.
2076
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.7  Write Attribute Opcode

The WRITE ATTRIBUTE OPCODE is used to write a UFS Attribute to the Target device. Attribute
size can be from 1-bit to 32-bit. There are up to 256 possible Attributes, identified by an identification
number, IDN, which ranges from 0 to 255. The OSF fields for this opcode are listed in Table 10-35

Table 10-35 — Write Attribute

Transaction Specific Fields for WRITE ATTRIBUTE OPCODE

12 13 14 15
04h ATTRIBUTE IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved
20 (MSB) 21 22 23 (LSB)
VALUE [31:24] VALUE [23:16] VALUE [15:8] VALUE [7:0]
24 25 26 27
Reserved
a) ATTRIBUTE IDN

b)

d)

e)

The ATTRIBUTE IDN contains a value that identifies a particular Attribute to write in the Target
device.

INDEX

For attributes that are organized in array, the index value is used to identify the particular element.
For example, the LUN is used as index to select the particular element of attributes that have logical
unit specific values.

The range for the index is defined for each attribute, and it can be from 0 through 255. Index shall be
set to zero for attributes composed by single element.

SELECTOR

The SELECTOR field may be needed to further identify a particular element of an attribute. Selector
field shall be set to zero for attributes that do not require it.

VALUE [31:0]

The 32-bit VALUE field contains the data value of the Attribute. The VALUE is a right justified, big
Endian value. Unused upper bits shall be set to zero.

Data Segment

The Data Segment area is empty.
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.8  Read Flag Opcode

The READ FLAG OPCODE is used to retrieve a UFS Flag value from the Target device. A Flag is a
fixed size single byte value that represents a Boolean value. There can be defined up to 256 possible Flag
values. A Flag is identified by its FLAG IDN, an identification number that ranges in value from 0 to 255.
The OSF fields for this opcode are listed in Table 10-36.

The FLAG data, either one (01h) or zero (00h), is returned within the Transaction Specific Fields area of
a QUERY RESPONSE UPIU packet.

Table 10-36 — Read Flag

Transaction Specific Fields for READ FLAG OPCODE

12 13 14 15
05h FLAG IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
a) FLAG IDN
The FLAG IDN field contains a value that identifies a particular Flag to retrieve from the Target
device.
b) INDEX

The index field may be needed to identify a particular element of a flag. Index field is not used in this
version of the standard and its value shall be zero.

c) SELECTOR

The selector field may be needed to further identify a particular element of a flag. Selector field is not
used in this version of the standard and its value shall be zero.

d) Operation
The Boolean value of the addressed flag is returned in a QUERY RESPONSE UPIU.
e) Data Segment

The Data Segment area is empty.
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2122 10.7.8 QUERY REQUEST UPIU (cont’d)
2123 10.7.89  SetFlag

2124 Table 10-37 — Set Flag
Transaction Specific Fields for SET FLAG OPCODE
12 13 14 15
06h FLAG IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
2125
2126 a) FLAG IDN
2127 The FLAG IDN field contains a value that identifies a particular Flag to set in the Target device.
2128 b) INDEX
2129 The index field may be needed to identify a particular element of a flag. Index field is not used in this
2130 version of the standard and its value shall be zero.

2131 ¢) SELECTOR

2132 The selector field may be needed to further identify a particular element of a flag. Selector field is not
2133 used in this version of the standard and its value shall be zero.

2134 d) Operation

2135 The Boolean value of the addressed flag is set to TRUE or one.
2136 e) Data Segment

2137 The Data Segment area is empty.
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.10  Clear Flag
Table 10-38 — Clear Flag
Transaction Specific Fields for CLEAR FLAG OPCODE
12 13 14 15
07h FLAG IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved

20 21 22 23

Reserved
24 25 26 27

Reserved
a) FLAGIDN

d)

e)

The FLAG IDN field contains a value that identifies a particular Flag to clear in Target device.

INDEX

The index field may be needed to identify a particular element of a flag. Index field is not used in this
version of the standard and its value shall be zero.

SELECTOR

The selector field may be needed to further identify a particular element of a flag. Selector field is not
used in this version of the standard and its value shall be zero.

Operation

The Boolean value of the addressed flag is cleared to FALSE or zero.

Data Segment

The Data Segment area is empty.
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10.7.8 QUERY REQUEST UPIU (cont’d)
10.7.8.11 Toggle Flag
Table 10-39 — Toggle Flag

Transaction Specific Fields for TOGGLE FLAG OPCODE

12 13 14 15
08h FLAG IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
a) FLAGIDN

The FLAG IDN field contains a value that identifies a particular Flag to toggle in the Target device.
b) INDEX

The index field may be needed to identify a particular element of a flag. Index field is not used in this
version of the standard and its value shall be zero.

c) SELECTOR

The selector field may be needed to further identify a particular element of a flag. Selector field is not
used in this version of the standard and its value shall be zero.

d) Operation
The Boolean value of the addressed flag is set to the negated current value.
e) Data Segment

The Data Segment area is empty.
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2168 10.7.8 QUERY REQUEST UPIU (cont’d)
2169 10.7.8.12 NOP
2170  Table 10-40 defines NOP OPCODE for QUERY REQUEST UPIU.
2171 Table 10-40 — NOP
Transaction Specific Fields for NOP FLAG OPCODE
12 13 14 15
00h Reserved Reserved Reserved
16 17 18 19
Reserved Reserved Reserved Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
2172

2173 a) Data Segment
2174 The Data Segment area is empty.
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2175 10.7.9 QUERY RESPONSE UPIU

2176  The QUERY RESPONSE UPIU is used to transfer data between the Target device and Initiator device in
2177  response to a QUERY REQUEST UPIU.

2178  The QUERY RESPONSE UPIU is used to return parametric data to the requesting Initiator device in case
2179  of read descriptor/attribute/flag query request, or to provide response to write descriptor/attribute query
2180  request or set/clear/toggle flag query request.

2181 Table 10-41 — QUERY RESPONSE

QUERY RESPONSE UPIU

0 1 2 3
xx11 0110b Flags Reserved Task Tag
4 5 6 7
Reserved Query Function Query Response Reserved

8 9 10 (MSB) 11 (LSB)
Total EHS Length (00h) Device Information Data Segment Length
12 13 14 15

Transaction Specific Fields
16 17 18 19

Transaction Specific Fields
20 21 22 23

Transaction Specific Fields
24 25 26 27

Transaction Specific Fields
28 29 30 31

Reserved
Header E2ECRC (omit if HD=0)
k k+1 k+2 k+3
Data[0] Data[1] Data[2] Data[3]
k+ Length-4 k+ Length-3 k+ Length-2 k+ Length-1
Data[Length - 4] Data[Length - 3] Data[Length - 2] Data[Length - 1]
Data E2ECRC (omit if DD=0)

2182  The QUERY RESPONSE UPIU follows the general UPIU format a field defined for query function.
2183  The transaction specific fields are defined specifically for each type of operation.

2184  The Data Segment Area is optional depending upon the Query Function value. The Data Segment Length
2185  field will be set to zero if there is no data segment in the packet.

2186
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.1 Overview

The Query Response function will respond to the query function that was sent from the Initiator device in
the QUERY REQUEST UPIU. The Query Response may or may not return data depending upon the
function. If data needs to be returned it will be returned in the Data Segment of the UPIU or one of the
Transaction Specific Fields.

10.7.9.2  Query Function

The Query Function field will contain the original query function value that was received in the
corresponding QUERY REQUEST UPIU.

10.7.9.3  Query Response

The Query Response field indicates the completion code of the action taken in response to the QUERY
REQUEST UPIU. Possible values are listed in Table 10-42.

NOTE In case of unsuccessful operation, the Target device may either set Query Response field to FFh, or
optionally provide more detailed information about the failure using one of the other values.

Table 10-42 — Query Response Code

Value Description
00h Success
01h-F5h Reserved
F6h Parameter not readable
F7h Parameter not writeable
F8h Parameter already written ®
F9h Invalid LENGTH
FAh Invalid value @
FBh Invalid SELECTOR
FCh Invalid INDEX
FDh Invalid IDN
FEh Invalid OPCODE
FFh General failure
NOTE 1 This value applies to parameters with “Write once” or
“Power on reset” write access property.
NOTE 2 This value applies to the following operations: write
descriptor, write attribute, set flag, clear flag.
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2203  10.7.9 QUERY RESPONSE UPIU (cont’d)

2204 10.7.9.4  Device Information

2205  See Device Information field definition in RESPONSE UPIU, 10.7.2.1 Basic Header.
2206 10.7.9.5  Transaction Specific Fields

2207  The transaction specific fields are defined specifically for each type of operation. For the STANDARD
2208 READ REQUEST and STANDARD WRITE REQUEST, the operation specific fields are defined as in
2209  Table 10-43.

2210 Table 10-43 — Transaction Specific Fields
Transaction Specific Fields for Standard Read/Write Request
12 13 14 15
OPCODE OSF[0] OSF[1] OSF[2]
16 17 18 (MSB) 19 (LSB)
OSF[3] OSF[4] OSF[5]
20 (MSB) 21 22 | 23 (LSB)
OSF[6]
24 (MSB) | 25 | 26 | 27 (LSB)
OSF[7]

2211 a) OPCODE

2212 The opcode indicates the operation to perform. Possible opcode values are listed in Table 10-31.

2213 If in a QUERY REQUEST UPIU, the Query Function field is set to STANDARD READ REQUEST
2214 and the OPCODE field is set to WRITE DESCRIPTOR, WRITE ATTRIBUTE, SET FLAG, CLEAR
2215 FLAG, or TOGGLE FLAG; then the query request shall fail and the Query Response field shall be
2216 set to either “Invalid OPCODE” or “General failure”.

2217 If in a QUERY REQUEST UPIU, the Query Function field is set to STANDARD WRITE
2218 REQUEST and the OPCODE field is set to READ DESCRIPTOR, READ ATTRIBUTE, or READ
2219 FLAG; then the query request shall fail and the Query Response field shall be set to either “Invalid
2220 OPCODE” or “General failure”.

2221 b) OSF

2222 The OSF field is an Opcode Specific Field. The OSF fields will be defined for each specific
2223 OPCODE.

2224
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.6  Read Descriptor Opcode

The READ DESCRIPTOR OPCODE is used to retrieve a UFS DESCRIPTOR from the Target device. A
descriptor can be a fixed or variable length. There are up to 256 possible descriptor types. The OSF fields
are used to select a particular descriptor and to read a number of descriptor bytes. The OSF fields are
defined in Table 10-44.

The READ DESCRIPTOR OPCODE is returned in response to a QUERY REQUEST UPIU containing
the same value in the OPCODE field.

Table 10-44 — Read Descriptor

Transaction Specific Fields for READ DESCRIPTOR OPCODE

12 13 14 15
01lh DESCRIPTOR IDN INDEX SELECTOR
16 17 18 (MSB) 19 (LSB)
Reserved Reserved LENGTH
20 21 22 23
Reserved
24 25 26 27
Reserved
a) DESCRIPTOR IDN

b)

d)

The DESCRIPTOR IDN field contains the same DESCRIPTOR IDN value sent from the
corresponding QUERY REQUEST UPIU.

INDEX

The Index field value returned is the same INDEX value of the corresponding QUERY REQUEST
UPIU.

SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY
REQUEST UPIU.

LENGTH

The LENGTH field is used to indicate the number of bytes returned in response to the corresponding
QUERY REQUEST UPIU. This value could be less than the requested size, if the size of the data
item is smaller than the size requested in the corresponding QUERY REQUEST UPIU.

Data Segment

The Data Segment area contains the descriptor data.
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.7 Write Descriptor Opcode

The WRITE DESCRIPTOR OPCODE is used to respond to a write descriptor query request. A descriptor
can be a fixed or variable length. There are up to 256 possible descriptor types. The OSF fields are used to
select a particular descriptor. The OSF fields are defined in Table 10-45.

Table 10-45 — Write Descriptor

Transaction Specific Fields for WRITE DESCRIPTOR OPCODE

12 13 14 15
02h DESCRIPTOR IDN INDEX SELECTOR
16 17 18 (MSB) 19 (LSB)
Reserved Reserved LENGTH
20 21 22 23
Reserved
24 25 26 27
Reserved

a) DESCRIPTOR IDN

The Descriptor IDN field contains the same DESCRIPTOR IDN value sent from the corresponding
QUERY REQUEST UPIU.

b) INDEX

The Index field value returned is the same INDEX value of the corresponding QUERY REQUEST
UPIU.

c) SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY
REQUEST UPIU.

d) LENGTH

The LENGTH field is used to indicate the number of descriptor bytes written. Only the entire
descriptor may be written; there is no partial write or update possible.

e) Data Segment

The Data Segment area is empty.
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.8  Read Attribute Opcode

The READ ATTRIBUTE OPCODE is used to retrieve a UFS attribute from the Target device. Attribute
size can be from 1-bit to 32-bit. There are up to 256 possible attributes, identified by an identification
number, IDN, which ranges from 0 to 255.

The response to a READ ATTRIBUTE request will be returned in a QUERY RESPONSE UPIU. A
success or failure code for the entire operation will be contained within the RESPONSE field.

The attribute data will be returned within the transaction specific fields. The Transaction Specific fields
are formatted as indicated in Table 10-46. The first two 32-bit words of those fields will echo the first two
32-bit words of the transaction specific fields of the QUERY REQUEST UPIU. The third word will
contain the Attribute data.

Table 10-46 — Read Attribute Response Data Format

Transaction Specific Fields for READ ATTRIBUTE OPCODE

12 13 14 15
03h ATTRIBUTE IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved
20 (MSB) 21 22 23 (LSB)
VALUE [31:24] VALUE [23:16] VALUE [15:8] VALUE [7:0]
24 25 26 27
Reserved

a) ATTRIBUTE IDN

The ATTRIBUTE IDN field contains the same ATTRIBUTE IDN value sent from the corresponding
QUERY REQUEST UPIU.

b) INDEX
The Index field value returned is the same INDEX value of the corresponding QUERY REQUEST UPIU.
c) SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY REQUEST
UPIU.

d) VALUE [31:0]

The 32-bit VALUE field contains the data value of the ATTRIBUTE. The VALUE is a right justified, big
Endian value. Unused upper bits shall be set to zero.

e) Data Segment

The Data Segment area is empty.
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.9  Write Attribute Opcode

The WRITE ATTRIBUTE OPCODE is used to respond to a write attribute query request. Attribute size
can be from 1-bit to 32-bit. There are up to 256 possible attributes, identified by an identification number,
IDN, which ranges from 0 to 255. The OSF fields for this opcode are listed in Table 10-47

Table 10-47 — Write Attribute

Transaction Specific Fields for WRITE ATTRIBUTE OPCODE

12 13 14 15
04h ATTRIBUTE IDN INDEX SELECTOR
16 17 18 19
Reserved Reserved Reserved Reserved
20 (MSB) 21 22 23 (LSB)
VALUE [31:24] VALUE [23:16] VALUE [15:8] VALUE [7:0]
24 25 26 27
Reserved

a) ATTRIBUTE IDN

The ATTRIBUTE IDN field contains the same ATTRIBUTE IDN value sent from the corresponding
QUERY REQUEST UPIU.

b) INDEX

The Index field value returned is the same INDEX value of the corresponding QUERY REQUEST
UPIU.

¢) SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY
REQUEST UPIU.

d) VALUE [31:0]
This field contains the same data provided in write attribute query request.
e) Data Segment

The Data Segment area is empty.
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.10 Read Flag Opcode

The READ FLAG OPCODE is used to retrieve a UFS FLAG value from the Target device. A FLAG is a
fixed size single byte value that represents a Boolean value. There can be defined up to 256 possible
FLAG values. A FLAG is identified by its FLAG IDN, an identification number that ranges in value from
0 to 255. The FLAG data, either ‘1’ or ‘0’, is returned within the Transaction Specific Fields area of a
QUERY RESPONSE UPIU packet.

The response to a READ ATTRIBUTE request will be returned in a QUERY RESPONSE UPIU. A
success or failure code for the entire operation will be contained within the RESPONSE field.

The attribute data will be returned within the transaction specific fields. The Transaction Specific fields
are formatted as indicated in Table 10-48. The first two 32-bit words of those fields will echo the first two
32-bit words of the transaction specific fields of the QUERY REQUEST UPIU. The third word will
contain the FLAG data, a ‘0’ or ‘1’ value.

Table 10-48 — Read Flag Response Data Format

Transaction Specific Fields for READ FLAG OPCODE

12 13 14 15
05h FLAG IDN INDEX SELECTOR

16 17 18 19

Reserved Reserved Reserved Reserved
20 21 22 23

Reserved Reserved Reserved FLAG VALUE
24 25 26 27

Reserved

a) FLAGIDN

The FLAG IDN field contains the same FLAG IDN value sent from the corresponding QUERY
REQUEST UPIU

b) INDEX
The Index field value returned is the same INDEX value of the corresponding QUERY REQUEST UPIU.
c) SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY REQUEST
UPIU

d) FLAG VALUE

The FLAG VALUE field contains the FLAG data: 00h or 01h.
e) Data Segment

The Data Segment area is empty.
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.11  Set Flag

Table 10-49 — Set Flag

Transaction Specific Fields for SET FLAG OPCODE

12 13 14 15
06h FLAG IDN INDEX SELECTOR

16 17 18 19

Reserved Reserved Reserved Reserved
20 21 22 23

Reserved Reserved Reserved FLAG VALUE
24 25 26 27

Reserved

a) FLAGIDN

b)

d)

The FLAG IDN field contains the same FLAG IDN value sent from the corresponding QUERY
REQUEST UPIU

INDEX

The INDEX field value returned is the same INDEX value of the corresponding QUERY REQUEST
UPIU.

SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY
REQUEST UPIU.

FLAG VALUE
The FLAG VALUE field contains the FLAG data; 00h or 01h.

This field is valid only if the Query Response field indicates that the operation has been successfully
completed (“Success”).

Data Segment

The Data Segment area is empty.
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.12  Clear Flag
Table 10-50 — Clear Flag
Transaction Specific Fields for CLEAR FLAG OPCODE
12 13 14 15
07h FLAG IDN INDEX SELECTOR

16 17 18 19

Reserved Reserved Reserved Reserved
20 21 22 23

Reserved Reserved Reserved FLAG VALUE
24 25 26 27

Reserved

a) FLAGIDN

b)

d)

The FLAG IDN field contains the same FLAG IDN value sent from the corresponding QUERY
REQUEST UPIU

INDEX

The Index field value returned is the same INDEX value of the corresponding QUERY REQUEST
UPIU.

SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY
REQUEST UPIU.

FLAG VALUE
The FLAG VALUE field contains the FLAG data; 00h or 01h.

This field is valid only if the Query Response field indicates that the operation has been successfully
completed (“Success”).

Data Segment

The Data Segment area is empty.
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10.7.9 QUERY RESPONSE UPIU (cont’d)
10.7.9.13 Toggle Flag

Table 10-51 — Toggle Flag

Transaction Specific Fields for TOGGLE FLAG OPCODE

12 13 14 15
08h FLAG IDN INDEX SELECTOR

16 17 18 19

Reserved Reserved Reserved Reserved
20 21 22 23

Reserved Reserved Reserved FLAG VALUE
24 25 26 27

Reserved

a) FLAGIDN

b)

d)

The FLAG IDN field contains the same FLAG IDN value sent from the corresponding QUERY
REQUEST UPIU.

INDEX

The Index field value returned is the same INDEX value of the corresponding QUERY REQUEST
UPIU.

SELECTOR

The SELECTOR field returned is the same SELECTOR value of the corresponding QUERY
REQUEST UPIU

FLAG VALUE
The FLAG VALUE field contains the FLAG data; 00h or 01h.

This field is valid only if the Query Response field indicates that the operation has been successfully
completed (“Success”).

Data Segment

The Data Segment area is empty.
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2399 10.7.9 QUERY RESPONSE UPIU (cont’d)
2400 10.7.9.14 NOP
2401 Table 10-52 defines NOP OPCODE for QUERY RESPONSE UPIU.
2402 Table 10-52 — NOP
Transaction Specific Fields for NOP FLAG OPCODE
12 13 14 15
00h Reserved Reserved Reserved
16 17 18 19
Reserved Reserved Reserved Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved

2403
2404  a) Data Segment

2405 The Data Segment area is empty.
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10.7.10 REJECT UPIU

All UPIU packets include the basic header segment and some transaction specific fields. In addition to
them, UPIU packets may have: Data Segment, Extra Header Segment, Header E2ECRC, Data E2ECRC.

The purpose of the REJECT UPIU is to simplify the software development and the system debug.
Table 10-53 — Reject UPIU

Reject UPIU
0 1 2 3
xx11 1111b Flags LUN Task Tag
4 5 6 7
IID ‘ Reserved Reserved Response (01h) Reserved
8 9 10 (MSB) 11 (LSB)
Total E(I(;g})l_ength Dewce(longﬁ;matlon Data Segment Length (0000h)
12 13 14 15
Basic Header Status Reserved E2E Status Reserved
16 17 18 19
Reserved
20 | 21 | 22 | 23
Reserved
24 | 25 | 26 | 27
Reserved
28 | 29 | 30 | 31
Reserved

Header E2ZECRC (omit if HD=0)

The device shall send a REJECT UPIU if it receives a UPIU with an invalid Transaction Type.

The Transaction Type is defined in 10.6.2a, Basic Header Format, and it is composed by the following
fields: HD bit, DD bit and the Transaction Code.

Since this version of the standard does not support end-to-end CRC for header and data segments, a
Transaction Type value is valid if;

« HD bit and DD bit are set to zero.
« the Transaction Code identifies one of the defined UPIU transactions from the Initiator device to
Target device, see Table 10.1, UPIU Transaction Codes, (reserved values excluded).

The device shall not respond with a REJECT UPIU in the following cases:

* Incorrect LUN field or Command Set Type field in a COMMAND UPIU: the device shall send a
RESPONSE UPIU. In particular, in case of an incorrect Command Set Type field value, the Data
Segment Area of the RESPONSE UPIU shall be empty (Data Segment Length shall be equal to
Zero).

» Incorrect LUN field or Task Management Function field in TASK MANAGEMENT REQUEST
UPIU: the device shall send a TASK MANAGEMENT RESPONSE UPIU.

* Incorrect Query Function field in QUERY REQUEST UPIU: the device shall send a QUERY
RESPONSE UPIU
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10.7.10.1 Basic Header

The first 12 bytes of the Reject UPIU contain the Basic Header as described in 10.6.2, Basic Header
Format. Specific details are as follows:

a)

b)

c)

d)

€)

9)

h)

Transaction Type

A type code value of xx11 1111b indicates a Reject UPIU.
Flags

The Flags field value shall be equal to zero.

LUN

The LUN shall be equal to the LUN value of the rejected UPIU.
Task Tag

The Task Tag shall be equal to the Task Tag value of the rejected UPIU.
Initiator ID (11D)

The 11D shall be equal to the 11D value of the rejected UPIU.
Response

The Response field shall be set to 01h (Target Failure) indicating that the Target device was not able
to execute the requested operation.

Data Segment Length
The Data Segment Length field shall contain zero as there is no Data Segment in this UPIU.
Basic Header Status

The Basic Header Status field provides information about error detected in the UPIU received by the
Initiator device.

Table 10-54 defines the possible values for the Basic Header Status field.
Table 10-54 — Basic Header Status Description

Value Name
00h Reserved
01h Invalid Transaction Type
02h to FFh | Reserved

E2E Status

The E2E Status field provides the result of the end-to-end CRC of the rejected UPIU for both Header
and Data. E2E Status is reserved if end-to-end CRC is not supported.

Table 10-55 — E2E Status Definition
Bit Description

0: Header E2ECRC validated or not supported
1: Header E2ECRC error

0: Data E2ECRC validated or not supported
1: Data E2ECRC error

Bit 0

Bit 1

Others | Reserved




JEDEC Standard No. 220C
Page 122

2456  10.7.11 NOP OUT UPIU

2457  The Initiator device may use NOP OUT UPIU to check the connection to a device. The Target device will
2458  respond to a NOP OUT UPIU sending a NOP IN UPIU back to the Initiator device.

2459 Table 10-56 — NOP OUT UPIU
NOP OUT UPIU
0 1 2 3
xx00 0000b Flags Reserved Task Tag
4 5 6 7
Reserved Reserved Reserved Reserved
8 9 10 (MSB) 11 (LSB)
Total E(IJOSh)L ength Reserved Data Segment Length (0000h)
12 13 14 15
Reserved
16 17 18 19
Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
28 29 30 31
Reserved
32 (MSB) 33 34 35 (LSB)

Header E2ECRC (omit if HD=0)

2460
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10.7.11.1 Basic Header

The first 12 bytes of the NOP OUT UPIU contain the Basic Header as described in 10.6.2, Basic Header
Format. Specific details are as follows:

a) Task Tag

Task Tag normally is related to I_T_L_Q nexus addressing of SCSI while here it is used in a pure
UTP (device level) context.

b) Transaction Type

A type code value of xx00 00000b indicates a NOP OUT UPIU.
c) Flags

The Flags field value shall be equal to zero.
d) Data Segment Length

The Data Segment Length field shall contain zero as there is no Data Segment in this UPIU.
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2474 10.7.12 NOP IN UPIU
2475  NOP IN UPIU is the response from the Target device to a NOP OUT UPIU sent by the Initiator device.

2476 Table 10-57 — NOP IN UPIU
NOP IN UPIU
0 1 2 3
xx10 0000b Flags Reserved Task Tag
4 5 6 7
Reserved Reserved Response (00h) Reserved
8 9 10 (MSB) 11 (LSB)
Total E(I(;|OSh )Length Device(:)ng(r)];mation Data Segment Length (0000h)
12 13 14 15
Reserved
16 17 18 19
Reserved
20 21 22 23
Reserved
24 25 26 27
Reserved
28 29 30 31
Reserved
32 (MSB) 33 34 35 (LSB)

Header E2ECRC (omit if HD=0)

2477
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10.7.12.1 Basic Header

The first 12 bytes of the NOP IN UPIU contain the Basic Header as described in 10.6.2, Basic Header
Format. Specific details are as follows:

a)

b)

d)

€)

Transaction Type

A type code value of xx10 00000b indicates a NOP IN UPIU.

Flags

The Flags field value shall be equal to zero.

Task Tag

The Task Tag shall be equal to the Task Tag value of the corresponding NOP OUT UPIU.
Response

The Response field shall be set to 00h (Target Success) indicating that the Target device was able to
respond to the NOP OUT UPIU.

Data Segment Length

The Data Segment Length field shall contain zero as there is no Data Segment in this UPIU.
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10.7.13 Data out transfer rules
Data out transfer rules related with RTT have been defined for the following reasons:

e To have the same implementation of UFS data transfer mechanisms for data out transactions across
various host and device vendors.

e To limit the number of outstanding RTTs sent by the device based on host capability.
RTT requests related to several commands and from any logical units may be sent in any order.

Examples of commands with data out transfer are: MODE SELECT (10), WRITE (6), WRITE (10),
WRITE (16), FORMAT UNIT, SECURITY PROTOCOL OUT, etc.

The following rules are applicable for device in generating the RTT and the host in handling the RTT:
e Rule 1 - The host shall send only one DATA OUT UPIU for each RTT received from the device.

o Figure 10-4 shows an example of UTP traffic related to a write command processing: the host
sends one and only one DATA OUT UPIU for each READY TO TRANSFER UPIU sent by the
device.

Host Device

COMMAND UPIU(Write) » | Expected Data
"| Transfer Length = 4MB

RTTUPIU* Data Buffer Offset = 00000h
Data Transfer Count = 48KB

1
Data Buffer Offset = 00000h DATA OUT UPIU

Data Transfer Count = 48KB

 J

2
RTT UPIU Data Buffer Offset = 0C000h
Data Transfer Count = 32KB

A

Data Buffer Offset = 0C0000h DATA OUT UPIU?
Data Transfer Count = 32KB

4

RTT UPIU® Data Buffer Offset = 14000h
Data Transfer Count = 16KB

A

Data Buffer Offset = 14000h DATA OUT UPIU?
Data Transfer Count = 16KB

A

Figure 10-4 — Example for data out transfer rule 1

o If the Data Buffer Offset field value or the Data Transfer Count field value in the DATA OUT
UPIU does not match the corresponding parameters in the RTT request, the device shall terminate
the command by sending RESPONSE UPIU with UTP Data Out Mismatch Error flag (Flags.D)
set and Status = CHECK CONDITION with SENSE KEY = ABORTED COMMAND. In this
case, the device shall wait until it receives all DATA OUT UPIUs related to any outstanding
READY TO TRANSFER UPIUs before sending the Response UPIU with UTP Data Out
Mismatch Error flag (Flags.D) set and Status = CHECK CONDITION with SENSE KEY =
ABORTED COMMAND. Figure 10-5 describes a scenario, where the Data Transfer Count
value does not match.
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10.7.13 Data out transfer rules (cont’d)

Host Device

COMMAND UPIU(Write) o | Expected Data
"| Transfer Length = 4MB

RTT UPIU Data Buffer Offset = 00000h
Data Transfer Count = 32KB

A

Data Buffer Offset = 00000h DATA OUT UPIU
Data Transfer Count = 25KB o

Flags.D=1
Status = CHECK CONDITION
SENSE KEY = ABORTED COMMAND

RESPONSE UPIU

A

Figure 10-5 — Example for Data Transfer Count mismatch

Rule 2 — Device shall not have outstanding RTTs more than specified by host

O

bDeviceRTTCap read-only parameter in Device Descriptor defines the maximum number of
outstanding RTTs which can be supported by device. bMaxNumOfRTT read-write attribute limits
the number of outstanding RTTs generated by the device. bMaxNumOfRTT is equal to two after
device manufacturing, and it may be changed by the host according to its capability to increase
performance. In particular, bMaxNumOfRTT value shall not be set to a value greater than
bDeviceRTTCap value, and it may be set only when the command queues of all logical units are
empty. If the host attempts to write a value higher than what indicated by bDeviceRTTCap, the
value shall not be changed and the QUERY RESPONSE UPIU shall have Query Response field
set to “Invalid VALUE”. If the host attempts to write bMaxNumOfRTT when there is at least one
logical unit with command queue not empty, the operation shall fail, and Query Response field in
the QUERY RESPONSE UPIU shall be set to FFh (“General failure™).

Figure 10-6 shows an example of UTP traffic related to a write command processing assuming
bMaxNumOfRTT = 2. The Target device sends RTT UPIU' and RTT UPIU? and the Initiator
device starts to provide data related to first request. There are two outstanding RTTs (RTT UPIU*
and RTT UPIU?) therefore the Target device cannot send additional RTT UPIUs. The Target
device sends the third data request (RTT UPIU®) only after receiving DATA OUT UPIU™.



JEDEC Standard No. 220C
Page 128

2538  10.7.13 Data out transfer rules (cont’d)

Host Device

Expected Data
Transfer Length = 4MB

Data Buffer Offset = 00000h
Data Transfer Count = 48KB

Data Buffer Offset = 0C0000h
Data Transfer Count = 32KB

Data Buffer Offset = 14000h
Data Transfer Count = 16KB

COMMAND UPIU(Write)

RTTUPIU" | Data Buffer Offset = 00000h
@ | Data Transfer Count = 48KB

1
DATA OUT UPIU RTTUPIU® | Data Buffer Offset = 0CO00h

Data Transfer Count = 32KB

DATA OUT UPIU?
RTTUPIU® | Data Buffer Offset = 14000h

Data Transfer Count = 16KB

DATA OUT UPIU®

\

2539 |

2540 Figure 10-6 — Example for data out transfer rule 2

2541

2542 e Rule 3 - Across all logical units, DATA OUT UPIUs shall be sent in the same order of RTT UPIUs:
2543 data for RTT" shall be transferred before transfering data for RTT*,

2544 o For example, if the host first receives RTT UPIU! and then RTT UPIU? from the device, it shall
2545 send data related to the first request (Datal) prior to data related to the second request (Data2).

2546
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10.7.13 Data out transfer rules (cont’d)

Host Device

LUN = 03h, Expected Data | COMMAND UPIU(Write)

Transfer Length = 4MB  »

LUN = 01h, Expected Data | COMMAND UPIU(Write)
Transfer Length = 8MB

LUN =03h | DATAOUTUPIU*!

Data Buffer Offset = 00000h
Data Transfer Count = 48KB
Data Segment = Datal

LUN =01h

Data Buffer Offset = 000000h
Data Transfer Count = 32KB
Data Segment = Data2

RTTUPIU® | oo g
Data Buffer Offset = 00000h
Data Transfer Count = 48KB

RTT UPIU? | LUN=01h

Data Buffer Offset = 00000h
Data Transfer Count = 32KB

DATA OUT UPIU?

Figure 10-7 — Example for data out transfer rule 3

e It is recommended for device to determine the sequence of RTTs based on logical unit priority,
command priority, internal optimization, etc.

10.7.13.1 Implementation

The following parameters are defined to implement data out transfer rules.

Table 10-58 — Parameters related to data out transfer rules

bMaxNumOfRTT

Defines the current maximum number of outstanding RTTs that are
allowed. This value can be set by the host.

bDeviceRTTCap

Defines the maximum number of outstanding RTTs supported by device

UTP Data Out
Mismatch Error Flag(D)

The D flag shall be set to ‘1’ to indicate that a Data Out mismatch error
occurred during the command transaction




2557
2558
2559

2560
2561

2562

2563
2564

2565
2566
2567
2568

2569
2570
2571

2572
2573
2574
2575

2576

JEDEC Standard No. 220C
Page 130

10.8  Logical Units
This section gives more details on the definition of logical unit in the UFS Standard.
10.8.1 UFS SCSI Domain

HOST DEVICE (Client) UFS DEVICE (Server)
SCSI Initiator SCSI Target

Device

Server | LUN |

Task Resources under the
Task control of Loglcal Unit

Manager (memory area, etc.)

1 .. M Application Clients
per Host

1 .. N Logical Units

Figure 10-8 — UFS SCSI domain

10.8.2 UFS Logical Unit Definition

A logical unit (LU) is an externally addressable, independent, processing entity that processes SCSI tasks
(commands) and performs task management functions.

Each logical unit is independent of other logical units in a device

UFS shall support the amount of logical units specified by bMaxNumberLU, in addition to the well known
logical units defined in 10.8.5.

Logical units may be used to store boot code, application code and mass storage data applications

Commands addressed to logical unit ‘i’ are handled by logical unit ‘i’ exclusively, not visible, handled or
processed by logical unit j’

A logical unit contains the following:

DEVICE SERVER: A conceptual object within a logical unit that processes SCSI commands.

TASK MANAGER: A conceptual object within a logical unit that controls the sequencing of commands
and performs task management functions.

TASK SET: A conceptual group of 1 or more commands (a list, queue, etc.)
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10.8.3 Well Known Logical Unit Definition

Well known logical units, as defined by SCSI, support very specific types of commands, usually only four
or five commands such as REPORT LUNS command to allow an application client to issue requests to
receive specific information usually relating to the entire device.

In this standard, additional well known logical units are defined for specific UFS functions, including
Boot and RPMB. Each well known logical unit has a well known logical unit number (W-LUN).

10.8.4 Logical Unit Addressing

The 8-bit LUN field in UPIU is used to provide either LUN or W-LUN. In particular, the most significant
bit of this field (WLUN_ID) shall be set according to the logical unit type as follows:

e WLUN_ID = 0b for logical unit,
e WLUN_ID = 1b for well known logical unit.

The remaining 7 bits of the LUN field (UNIT_NUMBER_ID) shall be set to either the LUN value or the
W-LUN value, depending on the logical unit type.

LUN Field in UPIU

7 6 5 4 S 2 1 0

WLUN_ID UNIT_NUMBER_ID

WLUN_ID specifies whether an logical unit or a well known logical unit is being addressed:

- avalue of zero indicates a logical unit is being addressed,
- avalue of one indicates an well known logical unit is being addressed.

UNIT_NUMBER_ID specifies the unit number (LUN or W-LUN)

Figure 10-9 — Logical Unit Addressing

Therefore, the encoding of the LUN field in UPIU supports up to 128 LUN’s and up to 128 W-LUN’s
(0 <= UNIT_NUMBER_ID <= 127)
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10.8.5 Well Known Logical Unit Defined in UFS

The following well known logical units are defined in this standard for SCSI and UFS specific functions:
REPORT LUNS, UFS Device, Boot, RPMB.

The REPORT LUNS well known logical unit is defined in [SPC] and provides the logical unit inventory.
The UFS Device well known logical unit provides UFS device level interaction (i.e., Power mode control,
Wipe Device). The Boot well known logical unit is a virtual reference to the actual logical unit containing
boot code, as designated by the host. The Boot well known logical unit is read at the system startup to
access the boot code. The RPMB well known logical unit supports the RPMB function with its own
independent processes and memory space as dictated by the RPMB security definition.

Each well known logical unit shall only process the commands listed in Table 10-59. If one of the four
well known logical units receives a command that is not listed in Table 10-59, then the command shall be
terminated with CHECK CONDITION status, with the sense key set to ILLEGAL REQUEST, and the
additional sense code set to INVALID COMMAND OPERATION CODE.

Table 10-59 — Well known logical unit commands

Well known logical unit | W-LUN L.UN Field Command name
in UPIU
REPORT LUNS o01h 81h INQUIRY, REQUEST SENSE,

TEST UNIT READY, REPORT LUNS

INQUIRY, REQUEST SENSE,
UFS Device 50h DOh TEST UNIT READY, START STOP
UNIT, FORMAT UNIT

INQUIRY, REQUEST SENSE,
Boot 30h BOh TEST UNIT READY,
READ (6), READ (10), READ (16)

INQUIRY,REQUEST SENSE,
RPMB 44h C4h TEST UNIT READY,
SECURITY IN, SECURITY OUT

NOTE If bBootEnable field in the Device Descriptor is set to zero or if the Boot well known logical is not mapped
to an enabled logical unit (see bLUEnable, bBootLunID and bBootLunEn), then the Boot well known logical unit
shall terminate TEST UNIT READY, READ (6), READ (10), and READ (16) commands with CHECK
CONDITION status.
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2624 10.8.6 Translation of 8-bit UFS LUN to 64-bit SCSI LUN Address

2625  The SCSI Architecture Model describes a 64-bit LUN addressing scheme. The value of C1h in the first 8
2626  bits of the 64-bit address indicates a well known LUN address in the SAM SCSI format. Examples of
2627  translation of the 8-bit LUN field value in UPIU to 64-bit SCSI address are shown in Table 10-60.

2628

2629 Table 10-60 — Examples of logical unit representation format
Logical unit
Logical Unit Name LUN field in UPIU LUN SAM LUN
Logical Unit 1 01h 01lh 00 01 00 00 00 00 00 00h
Logical Unit 6 06h 06h 00 06 00 00 00 00 00 00h

Well known logical unit

Logical Unit Name LUN field in UPIU W-LUN SAM LUN
Boot BOh 30h C1 30 00 00 00 00 00 00h
RPMB C4h 44h C1 44 00 00 00 00 00 00h

2630
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10.8.7 SCSI Write Command

The execution of a SCSI write command is composed by the following subsequent phases: command,
data, status. In the command phase a write command is sent to the device using COMMAND UPIU.

During the subsequent phase data is delivered to the UFS device using DATA OUT UPIU: the UFS
device paces the data delivery by sending a READY TO TRANSFER UPIU when it is ready for the next
DATA OUT UPIU. (The UFS device may send new READY TO TRANSFER UPIU’s before it receives
data for previous request.)

The write command terminates with a RESPONSE UPIU that contains the status.

Figure 10-10 shows an example of UPIU sequence for SCSI write command.

COMMAND UPIU
=% (WRITE CDB)

RTT UPIU
1" (omaconTEXT)

DATA OUT UPIU
=" (WRITEDATA)

:| nnn
<
m
RTT UPIU
) | (DMA CONTEXT)
DATA OUT UPIU
= WRITE DATA)
v
RESPONSE UPIU
1 (sTATUS INFO)

Figure 10-10 — SCSI Write
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10.8.8 SCSI Read Command

The execution of a SCSI read command is composed by the following subsequent phases: command,
data, status. In the command phase a read command is sent to the device using COMMAND UPIU.
During the subsequent phase the UFS device delivers data to the host using DATA IN UPIU. The read
command terminates with a RESPONSE UPIU that contains the status.

Figure 10-11 shows an example of UPIU sequence for SCSI read command.

COMMAND UPIU
(READ CDB)

DATA IN UPIU
(READ DATA)

JNIL

DATA IN UPIU
(READ DATA)

~_ ~ RESPONSE UPIU
€ (STATUS INFO)

Figure 10-11 — SCSI Read
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10.9  Application Layer and Device Manager Transport Protocol Services
10.9.1 UFS Initiator Port and Target Port Attributes

Table 10-61 — UFS Initiator Port and Target Port Attributes

Attribute Value
Maximum CDB Length 16 bytes
Command Identifier Size 16 bits

Task Attributes Supported

Simple, Head of Queue, Ordered, ACA (not
supported)

Maximum Data-In Buffer Size

FFFFh

Maximum Data-Out Buffer Size

FFFFh

Maximum CRN

Not Applicable

Command Priority Supported

Yes (field width = 1 bit)

Maximum Sense Data Length FFFFh
Status Qualifier Supported No
Additional Response Information Supported Yes
Bidirectional Commands Supported No

Task Management Functions Supported

Abort Task, Abort Task Set, Clear Task Set,
Logical Unit Reset, Query Task, Query Task Set
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10.9.2 Execute Command procedure call transport protocol services

All SCSI transport protocol standards shall define the SCSI transport protocol specific requirements for
implementing the Send SCSI Command request, the SCSI Command Received indication, the Send
Command Complete response, and the Command Complete Received confirmation SCSI transport
protocol services.

All SCSI initiator devices shall implement the Send SCSI Command request and the Command Complete
Received confirmation SCSI transport protocol services as defined in the applicable SCSI transport
protocol standards. All SCSI target devices shall implement the SCSI Command Received indication and
the Send Command Complete response SCSI transport protocol services as defined in the applicable
SCSI transport protocol standards.

Initiator device Target device
Send SCSI Command request SCSI Command Received indication
Command Complete Received confirmation Send Command Complete response

UFS Unit
DevServer

Send Command(
| T L QCDB, ..)
T_CO_DATA.req(
Command UPIU, EOM) T_CO_DATA.ind(
Command UPIU,
MsgStatus)
/' \ Command Received(
T_CO_DATA.cnf_L( I_T_L_Q,CDB,...)
LACPortResultCode ) / \
T_CO_DATA.rsp_L()
Execute
Send Command Complete Command
I_T_L_Q, Status,
Service Response,...)
T_CO_DATA.req(
T_CO_DATA.ind( Response UPIU)
Response UPIU,
Command Complete 4”l\l'liS:ails)/_—, \.
Servios Response, oy T_CO_DATA.cnf_L(
"/'—J" \' L4CPortResultCode )
T_CO_DATA.rsp_L()

Figure 10-12 — Command without Data Phase
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2672  10.9.3 SCSI Command transport protocol service

2673  An application client uses the Send Command transport protocol service request to request a UFS Initiator
2674  port transmit a COMMAND UPIU via UniPort

2675 e Send SCSI Command (IN (I_T_L_Q Nexus, CDB, Task Attribute, [Data-in Buffer Size], [Data-out

2676 Buffer], [Data-out Buffer Size], [CRN], [Command Priority], [First Burst Enabled]))
2677 Table 10-62 — Send SCSI Command transport protocol service
Argument Implementation

| specifies the initiator port to send the COMMAND UPIU
T specifies the target port to which the COMMAND UPIU is to be sent

I_T L Q Nexus » o
L specifies the LUN field in the COMMAND UPIU
Q specifies the Task Tag field in the COMMAND UPIU
CDB Specifies the CDB field in the COMMAND UPIU
Task Attribute Specifies the Flags.ATTR of the Flag field in the COMMAND UPIU

[Data-in Buffer Size] Expected Data Transfer Length

[Data-out Buffer] Internal to UFS Initiator port

[Data-out Buffer Size] | Expected Data Transfer Length

[CRN] Reserved

Specifies the Flags.CP of the Flag field in the COMMAND UPIU.

[Command Priority] The mapping of 16 levels in SCSI Command Priority to 2 levels in Flags.CP field
is left for implementation.

An argument specifying that a SCSI transport protocol specific number of bytes
from the Data-Out Buffer shall be delivered to the logical unit without waiting for
[First Burst Enabled] | the device server to invoke the Receive Data-Out SCSI transport protocol
service.

A non-zero value in the Data Segment Length field indicates First Burst Enabled.

2678
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2679  10.9.4 SCSI Command Received transport protocol

2680 A UFS target port uses the SCSI Command Received transport protocol service indication to notify a task
2681  manager that it has received a COMMAND UPIU.

2682 e SCSI Command Received (IN (I_T_L_Q Nexus, CDB, Task Attribute, [CRN], [Command Priority], [First
2683 Burst Enabled))

2684 Table 10-63 — SCSI Command Received transport protocol

Argument Implementation

| indicates the initiator port from which COMMAND UPIU was
received

| T L Q Nexus T indicates the target port which receives the COMMAND UPIU
L indicates the LUN field in the COMMAND UPIU
Q indicates the Task Tag field in the COMMAND UPIU

CDB Specifies the CDB field in the COMMAND UPIU
Task Attribute Specifies the Flags.ATTR of the Flag field in the COMMAND UPIU
[CRN] Reserved

Specifies the Flags.CP of the Flag field in the COMMAND UPIU.

[Command Priority] The mapping of 16 levels in SCSI Command Priority to 2 levels in
Flags.CP field is left for implementation.

An argument specifying that a SCSI transport protocol specific
number of bytes from the Data-Out Buffer shall be delivered to the
) logical unit without waiting for the device server to invoke the
[First Burst Enabled] | Receive Data-Out SCSI transport protocol service.

A non-zero value in the Data Segment Length field indicates First
Burst Enabled.

2685
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10.9.5 Send Command Complete transport protocol service

A device server uses the Send Command Complete transport protocol service response to request that a
UFS target port transmit a RESPONSE UPIU.

e Send Command Complete (IN (I_T_L_Q Nexus, [Sense Data], [Sense Data Length], Status, [Status
Qualifier], Service Response))

A device server shall only call Send Command Complete () after receiving SCSI Command Received ().
A device server shall not call Send Command Complete () for agiven |_T_L_Q nexus until:

a) all its outstanding Receive Data-Out () calls for that |_T_L_Q nexus have been responded to with
e Data-Out Received (); and

b) all its outstanding Send Data-In () calls for that |_T_L_Q nexus have been responded to with Data-In
Delivered ().

Table 10-64 — Send Command Complete transport protocol service

Argument Implementation

| specifies the initiator port to send the RESPONSE UPIU
T specifies the target port to which the RESPONSE UPIU is to be sent

I_T L Q Nexus » o

L specifies the LUN field in the RESPONSE UPIU

Q specifies the Task Tag field in the RESPONSE UPIU
[Sense Data] Specifies the Sense Data field in the RESPONSE UPIU

[Send Data Length] | Specifies the Sense Data Length field in the RESPONSE UPIU

Status Specifies the Status Length field in the RESPONSE UPIU

[Status Qualifier] Ignored

Service Response Specifies the Response field in the RESPONSE UPIU
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2699  10.9.6 Command Complete Received transport protocol service

2700 A UFS initiator port uses the Command Complete Received transport protocol service confirmation to
2701  notify an application client that it has received a response for its COMMAND UPIU.

2702 e Command Complete Received (IN (I_T_L Q Nexus, [Data-in Buffer], [Sense Data], [Sense Data Length],
2703 Status, [Status Qualifier], Service Response))

2704 Table 10-65 — Command Complete Received transport protocol service

Argument Implementation

| specifies the initiator port to send the RESPONSE UPIU

T specifies the target port to which the RESPONSE UPIU is to be sent
L specifies the LUN field in the RESPONSE UPIU

Q specifies the Task Tag field in the RESPONSE UPIU

I_ T L Q Nexus

A buffer containing command specific information returned by the

[Data-in Buffer] . : :
logical unit on command completion

[Sense Data] Specifies the Sense Data field in the RESPONSE UPIU

[Send Data Length] | Specifies the Sense Data Length field in the RESPONSE UPIU

Status Specifies the Status Length field in the RESPONSE UPIU

[Status Qualifier] Ignored

Service Response Specifies the Response field in the RESPONSE UPIU

2705
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10.9.7 Data transfer SCSI transport protocol services

The data transfer services provide mechanisms for moving data to and from the SCSI initiator port while
processing commands. All SCSI transport protocol standards shall define the protocols required to
implement these services.

The application client's Data-In Buffer and/or Data-Out Buffer each appears to the device server as a
single, logically contiguous block of memory large enough to hold all the data required by the command.

10.9.7.1 Send Data-In transport protocol service

A device server uses the Send Data-In transport protocol service request to request that a UFS target port
sends data.

e Send Data-In (IN (I_T_L_Q Nexus, Device Server Buffer, Application Client Buffer Offset, Request Byte
Count))
A device server shall only call Send Data-In () during a read operation.

A device server shall not call Send Data-In () for a given |_T_L_Q nexus after it has called Send
Command Complete () for that |_T_L_Q nexus (e.g., a RESPONSE UPIU with for that _T_L_Q nexus)
or called Task Management Function Executed for a task management function that terminates that task
(e.g., an ABORT TASK).

Table 10-66 — Send Data-In transport protocol service

Argument Implementation
I|_T L Q Nexus |_T_L_Q of the corresponding COMMAND UPIU
Device Server Buffer Internal to device server

Offset in bytes from the beginning of the application client's buffer to

Application Client Buffer Offset the first byte of transferred data.

Request Byte Count Specifies the length of the read data specified by the command

10.9.7.2 Data-In Delivered transport protocol service

This confirmation notifies the device server that the specified data was successfully delivered to the
application client buffer, or that a UniPro delivery subsystem error occurred while attempting to deliver
the data.

o Data-In Delivered (IN (I_T_L_Q Nexus, Delivery Result))

Table 10-67 — Data-In Delivered transport protocol service

Argument Implementation
I_T_L_Q Nexus I_T_L_Q of the corresponding COMMAND UPIU
DELIVERY SUCCESSFUL: The data was delivered successfully.
Delivery Result DELIVERY FAILURE: A UTP service delivery error occurred while
attempting to deliver the data.




2733

2734
2735

2736

2737

2738
2739

10.9.7.2 Data-In Delivered transport protocol service (cont’d)

Send Command(
LT LQ
CDB (Read CMD),...)

UTP copies
DataIn to
App Client
Buffer

JEDEC Standard No. 220C

Page 143
UFS Unit
DevServer
T_CO_DATA.req(
Command UPIU, EOM) T_CO_DATA.ind(
Command UPIU, ¢ dR ived
MsgStatus) | ‘_:I‘_m[";“ eceived(
T_CO_DATA.cnf_L( CDB (Read CMD),...)
L4CPortResultCode )
T_CO_DATA.rsp_L()
;;zo,;%ﬁ& And( / Send Data-In (
MsgStatus) I_T_L_Q, Device
T_CO_DATA.req( Server Buffer,
Data In UPIU, EOM) Application Client
Buffer Offset,
Request Byte Count))
T_CO_DATA.cnf_L(
L4CPortResultCode ) ExeCUte
Data-In Delivered ( Read
I_T L Q,
T_CO_DATA.rsp_L{() Delivery Result) CMD
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Figure 10-14 — Command + Read Data Phase 2/2
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10.9.7.3 Receive Data-Out transport protocol service

A device server uses the Receive Data-Out transport protocol service request to request that a UFS target
port receives data.

e Receive Data-Out (IN (I_T_L_Q Nexus, Application Client Buffer Offset, Request Byte Count, Device
Server Buffer))
A device server shall only call Receive Data-Out () during a write operation.

A device server shall not call Receive Data-Out () for a given I_T_L_Q nexus after a Send Command
Complete () has been called for that I_T_L_Q nexus or after a Task Management Function Executed ()
has been called for a task management function that terminates that command (e.g., an ABORT TASK).

Table 10-68 — Receive Data-Out transport protocol service

Argument Implementation

I|_T L Q Nexus |_T_L_Q of the corresponding COMMAND UPIU

Offset in bytes from the beginning of the application client's buffer to

Application Client Buffer Offset the first byte of transferred data

Device Server Buffer Internal to device server

Request Byte Count Number of bytes to be moved by this request

10.9.7.4 Data-Out Received transport protocol service

A UFS target port uses the Data-Out Received transport protocol service indication to notify a device
server that it has received data.

e Data-out Received (IN (I_T_L_Q Nexus, Delivery Result))

Table 10-69 — Data-Out Received transport protocol service

Argument Implementation

I T L Q Nexus I_T_L_Q of the corresponding COMMAND UPIU

DELIVERY SUCCESSFUL: The data was delivered successfully.

Delivery Result DELIVERY FAILURE: A UTP service delivery error occurred while
attempting to deliver the data.
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10.9.7.4 Data-Out Received transport protocol service (cont’d)
UFS Unit
DevServer
[ ——— | T _co_DATA.req
Send Command( Command UPIU, EOM) T_CO_DATA.ind(
::?;EL(T::::ite CMD),...) ‘,f";m&':t':;;‘""u’ Command Received|
PR 9 LTLQ,
T_CO_DATA.cnf_L( CDB (Write CMD),...)
L4CPortResultCode )
T_CO_DATA.rsp_L()
" CO_DATA.ind( -
Ready to Transfer IR?I.GT_W; Data-Out(
UPIU, MsgStatus) App Client Buffer Offs
Request Byte Count,
g‘arz’fgﬁhes UPIU, EOM) Device Server Buffer)
T_CO_DATA.cnf
from App T_CO_DATA.rsp_L() Pty iy
Client Buffer L4CPortResultCod Execute
T_CO_DATA.req( T_CO_DATA.ind ;
Data Out UPIU, EOM) Data Out UPIU, ( Write
MsgStatus) CM D
/ i UTP copies
T_CO_DATA.cnf_L( Data O X0 o
L4CPortResultCode ) T_CO_DATA.rsp_L
Data-Out Received (
LT L Q,
Delivery Result))
Figure 10-15 — Command + Write Data Phase %
UFS Unit
DevServer
Execute
Write
Send Command Complete( C M D

Command Complete
Received(l_T_L_Q, Status,

T_CO_DATA.ind(
Response UPIU,

| Megstaws)
—

T_CO_DATA.rsp_L()

T_CO_DATA.req(
Response UPIU, EOM)

-
T

T_CO_DATA.cnf_L(
L4CPortResultCode )

I_T_L_Q, Status,
Service Response,...)

Figure 10-16 — Command + Write Data Phase 2/2



2763

2764
2765

2766

2767

2768
2769

2770

JEDEC Standard No. 220C
Page 146

10.9.8 Task Management Function procedure calls

An application client requests the processing of a task management function by invoking the SCSI

transport protocol services:

e Service Response = Function name (IN (Nexus), OUT ([Additional Response Information])

Table 10-70 — Task Management Function procedure calls

Task Management Function (Function name) | Nexus argument
Abort Task |_ T L Q Nexus
Abort Task Set |_T L Nexus
Clear Task Set |_T L Nexus
Logical Unit Reset |_T L Nexus
Query Task |_ T L Q Nexus
Query Task Set |_T L Nexus

One of the following SCSI transport protocol specific service responses shall be returned:

Table 10-71 — SCSI transport protocol service responses

FUNCTION COMPLETE

A task manager response indicating that the requested function is
complete.

Unless another response is required, the task manager shall return
this response upon completion of a task management request
supported by the logical unit or SCSI target device to which the
request was directed.

FUNCTION SUCCEEDED

A task manager response indicating that the requested function is
supported and completed successfully. This task manager response
shall only be used by functions that require notification of success
(e.g., QUERY TASK, QUERY TASK SET)

FUNCTION REJECTED

A task manager response indicating that the requested function is not
supported by the logical unit or SCSI target device to which the
function was directed.

INCORRECT LOGICAL UNIT
NUMBER

A task router response indicating that the function requested
processing for an incorrect logical unit number.

SERVICE DELIVERY OR
TARGET FAILURE

The request was terminated due to a service delivery failure

SCSI target device malfunction. The task manager may or may not
have successfully performed the specified function.
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10.9.8.1 ABORT TASK
This function shall be supported by all logical units.

The task manager shall abort the specified command, if it exists. Previously established conditions,
including mode parameters, and reservations shall not be changed by the ABORT TASK function.

A response of FUNCTION COMPLETE shall indicate that the command was aborted or was not in the
task set. In either case, the SCSI target device shall guarantee that no further requests or responses are
sent from the command.

If the processing of the task that is requested to be aborted requires Data-Out data transfer, then Target
device shall wait until it receives all DATA OUT UPIUs related to any outstanding READY TO
TRANSFER UPIUs before sending the task management response.

All SCSI transport protocol standards shall support the ABORT TASK task management function.
Service Response = ABORT TASK (IN (1_T_L_Q Nexus))

10.9.8.2 ABORT TASK SET
This function shall be supported by all logical units.

The task manager shall abort all commands in the task set that were received on the specified | T L
nexus. Commands received on other |_T nexuses or in other task sets shall not be aborted. This task
management function performed is equivalent to a series of ABORT TASK requests.

All pending status and sense data for the commands that were aborted shall be cleared. Other previously
established conditions, including mode parameters, and reservations shall not be changed by the ABORT
TASK SET function.

If the processing of one or more tasks in the task set require Data-Out data transfer, then Target device
shall wait until it receives all DATA OUT UPIUs related to any outstanding READY TO TRANSFER
UPIUs before sending the task management response.

All SCSI transport protocol standards shall support the ABORT TASK SET task management function.
Service Response = ABORT TASK SET (IN (1_T_L Nexus))

10.9.8.3 CLEAR TASK SET
This function shall be supported by all logical units.
The task manager shall abort all commands in the task set.

If the processing of one or more tasks in the task set require Data-Out data transfer, then Target device
shall wait until it receives all DATA OUT UPIUs related to any outstanding READY TO TRANSFER
UPIUs before sending the task management response.

All pending status and sense data for the task set shall be cleared. Other previously established conditions,
including mode parameters, and reservations shall not be changed by the CLEAR TASK SET function.

All SCSI transport protocol standards shall support the CLEAR TASK SET task management function.
Service Response = CLEAR TASK SET (IN (1_T_L Nexus))
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10.9.8.4 LOGICAL UNIT RESET
This function shall be supported by all logical units.

Before returning a FUNCTION COMPLETE response, the logical unit shall perform the logical unit reset
functions.

If the processing of one or more tasks in the logical unit requires Data-Out data transfer, then Target
device shall wait until it receives all DATA OUT UPIUs related to any outstanding READY TO
TRANSFER UPIUs before sending the task management response.

All SCSI transport protocol standards shall support the LOGICAL UNIT RESET task management
function.

Service Response = LOGICAL UNIT RESET (IN (I_T_L Nexus))

10.9.8.5 QUERY TASK
UFS transport protocols shall support QUERY TASK.
The task manager in the specified logical unit shall:

1) If the specified command is present in the task set, then return a service response set to FUNCTION
SUCCEEDED; or

2) If the specified command is not present in the task set, then return a service response set to
FUNCTION COMPLETE.

Service Response = QUERY TASK (IN (1_T_L_Q Nexus))

10.9.8.6 QUERY TASK SET
UFS transport protocols shall support QUERY TASK SET.
The task manager in the specified logical unit shall:

1) If there is any command present in the task set specified |_T_L nexus, then return a service response
set to FUNCTION SUCCEEDED; or

2) If there is no command present in the task set specified |_T nexus, then return a service response set
to FUNCTION COMPLETE.

Service Response = QUERY TASK SET (IN (I_T_L Nexus))

10.9.8.7 Task Management SCSI Transport Protocol Services

UFS standard shall define the SCSI transport protocol specific requirements for implementing the Send
Task Management Request request, the Task Management Request Received indication, the Task
Management Function Executed response, and the Received Task Management Function Executed
confirmation SCSI transport protocol services.

A SCSI transport protocol standard may specify different implementation requirements for the Send Task
Management Request request SCSI transport protocol service for different values of the Function
Identifier argument.

All SCSI initiator devices shall implement the Send Task Management Request request and the Received
Task Management Function Executed confirmation SCSI transport protocol services as defined in the
applicable SCSI transport protocol standards.
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10.9.8.7 Task Management SCSI Transport Protocol Services (cont’d)

All SCSI target devices shall implement the Task Management Request Received indication and the Task
Management Function Executed response SCSI transport protocol services as defined in the applicable

SCSI transport protocol standards.
T_CO_DATA.ind(

T_CO_DATA.req(

Task Management

Request UPIU, EOM) Task Management
Request UPIU,

MsgStatus)

UFS Unit
Task Manager

Send Task Management
Request (Nexus,
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Figure 10-17 — Task Management Function
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10.9.8.8 Send Task Management Request SCSI transport protocol service request

An application client uses the Send Task Management Request SCSI transport protocol service request to
request that a SCSI initiator port send a task management function.

Send Task Management Request SCSI transport protocol service request:
Send Task Management Request (IN ( Nexus, Function Identifier ))

Table 10-72 — Send Task Management Request SCSI transport protocol service request
Argument Implementation

Nexus | Tnexus,| T Lnexus,orl T L Q nexus

Function Identifier: | Argument encoding the task management function to be performed.

10.9.8.9 Task Management Request Received SCSI transport protocol service indication

A task router uses the Task Management Request Received SCSI transport protocol service indication to
notify a task manager that it has received a task management function.

Task Management Request Received SCSI transport protocol service indication:
Task Management Request Received (IN ( Nexus, Function Identifier ))

Table 10-73 — Task Management Request Received SCSI transport protocol service indication
Argument Implementation

Nexus |_Tnexus, |_T_L nexus,orl_T_L_ Q nexus

Function Identifier: | Argument encoding the task management function to be performed.

10.9.8.10 Task Management Function Executed SCSI transport protocol service response

A task manager uses the Task Management Function Executed SCSI transport protocol service response
to request that a SCSI target port transmit task management function executed information.

Task Management Function Executed SCSI transport protocol service response:

Task Management Function Executed (IN ( Nexus, Service Response, [Additional Response Information]

)

Table 10-74 — Task Management Function Executed SCSI transport protocol service response
Argument Implementation

Nexus I_T nexus, |_T_L nexus, or I_T_L_Q nexus
FUNCTION COMPLETE

FUNCTION SUCCEEDED:

Service Response FUNCTION REJECTED

INCORRECT LOGICAL UNIT NUMBER
SERVICE DELIVERY OR TARGET FAILURE

Additional Response | The Additional Response Information output argument for the task
Information management procedure call
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10.9.8.11 Received Task Management Function Executed SCSI transport protocol service
confirmation

A SCSI initiator port uses the Received Task Management Function Executed SCSI transport protocol
service confirmation to notify an application client that it has received task management function
executed information.

Received Task Management Function Executed SCSI transport protocol service confirmation:

Received Task Management Function Executed (IN ( Nexus, Service Response, [Additional Response
Information] ))

Table 10-75 — Received Task Management Function Executed SCSI transport protocol service
confirmation
Argument Implementation
Nexus |_T nexus, |_T_L nexus, or |_T_L_Q nexus

FUNCTION COMPLETE

FUNCTION SUCCEEDED:

Service Response FUNCTION REJECTED

INCORRECT LOGICAL UNIT NUMBER

SERVICE DELIVERY OR TARGET FAILURE

Additional Response | The Additional Response Information output argument for the task management
Information procedure call
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10.9.9 Query Function transport protocol services

UFS defines Query Function to get/set UFS-specific device-level registers and parameters (not part of
SCSI definition).

10.9.9.1 Send Query Request UFS transport protocol service

An application client uses the Send Query Request UFS transport protocol service request to request that
a UFS initiator port send a Query Request function.

Send Query Request UFS transport protocol service request:

Send Query Request(l_T Nexus, Operation: Read|Write, Type: UFS|Vendor, Identifier:
Descriptor|Attribute|Flag,Length: n, [Index], [Selector], [WriteData])

Table 10-76 — Send Query Request UFS transport protocol service

Argument Implementation
Nexus I_T nexus
Operation Argument encoding the operation to be performed
Type Indicates UFS defined or vendor-specific operation
Identifier Identifier for descriptor type, attribute or flag
Length Number of bytes to read or write
Index Index reference for the descriptor, attribute or flag
Selector Reserved
WriteData Data to be written in a write query request
Manager

Query Request Received(
I_T Nexus, Operation:
Read|Write, Type:

Query Request UPIU, |UFS|Vendor, Identifier:
MsgStatus) Descriptor|Attribute|Flag,

‘—‘__‘_’_’_,_,_.-———-' ———.______‘__—_’ Length:n, [Index],
[Selector], [WriteData])

T_CO_DATA.req(
Query Request

UPIU, EOM) T_CO_DATA.ind(

Send Query Request(
I_T Nexus,

Operation: Read|Write,
Type: UFS|Vendor,

Identifier: T_CO_DATA.cnf_L(
Descriptor|Attribute|Flag, L4CPortResultCode ) \H
Length:n,
[index], T_CO_DATA.rsp_L()
[Selector],
[WriteData]) Execute
Query
T_CO_DATA.req( /
Query Response UPIU)
T_CO_DATA.ind( -— | ::‘1{"'?; fu":c‘“ed(
Query Response UPIU Service Résponse,
T_CO_DATA.cnf_L{ [ReadData])
‘_____/—""— _'_‘_~——-____‘___~ LACPortResultCode )
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T_CO_DATA.rsp_L()

Figure 10-18 — UFS Query Function
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10.9.9.2 Query Request Received UFS transport protocol service indication

A UFS target port uses the Query Request Received UFS transport protocol service indication to notify a
UFS device manager that it has received a query function.

Query Request Received UFS transport protocol service indication:

Query Request Received(l_T Nexus, Operation: Read|Write, Type: UFS|Vendor,
Identifier:Descriptor|Attribute|Flag,Length:n, [Index], [Selector], [WriteData])

Table 10-77 — Query Request Received UFS transport protocol service indication

Argument | Implementation

Nexus I_T nexus

Operation Argument encoding the operation to be performed

Type Indicates UFS defined or vendor-specific operation
Identifier Identifier for descriptor type, attribute or flag
Length Number of bytes to read or write

Index Index reference for the descriptor, attribute or flag
Selector Reserved

WriteData Data to be written in a write query request

10.9.9.3 Query Function Executed UFS transport protocol service response

A device manager uses the Query Function Executed UFS transport protocol service response to request
that a UFS target port transmit query function executed information.

Query Function Executed UFS transport protocol service response:
Query Executed(l_T Nexus, Service Response,[ReadData])

Table 10-78 — Query Function Executed UFS transport protocol service response

Argument Implementation

Nexus I_T nexus

FUNCTION SUCCEEDED

Service Response
FUNCTION FAILED

ReadData Data to be returned in a read query request
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10.9.9.4 Received Query Function Executed UFS transport protocol service confirmation

A UFS initiator port uses the Received Query Function Executed UFS transport protocol service
confirmation to notify an application client that it has received task management function executed
information.

Received Query Function Executed UFS transport protocol service confirmation:
Received Query Executed(l_T Nexus, Service Response,[ReadData])

Table 10-79 — Received Query Function Executed UFS transport protocol service confirmation

Argument Implementation

Nexus I_T nexus

FUNCTION SUCCEEDED

Service Response
FUNCTION FAILED

ReadData Data to be returned in a read query request
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11 UFS APPLICATION (UAP) LAYER - SCSI COMMANDS

11.1  Universal Flash Storage Command Layer (UCL) Introduction
This chapter defines the mandatory commands set supported by the UFS device.
Commands may belong to the UFS Native command set or to the UFS SCSI command set.

This version of the standard does not define UFS native commands.These command set may be defined in
the future to support specific flash storage or UFS native basic needs.

The UFS SCSI command set (USC) consists of a selection of commands from SCSI Primary Commands
— 4 [SPC], and SCSI Block Commands — 3 [SBC]. Both command types share similar command
descriptor block (CDB) format.

UFS SCSI

UFS Native )
command set Future expansion...

(SPC-2, SBC-3)

command set

UFS Transport Protocol layer

UFS Interconnects layer
(MIPI UniPro and M-PHY)

Figure 11-1 — UFS Command Layer
11.1.1 The Command Descriptor Block (CDB)

SCSI commands are communicated by sending the SCSI Command Descriptor Block (CDB) to the
device. There are only fixed length CDB format for UFS, unlike SCSI which has additional Variable
Length CDB format.

All UFS CDBs shall have an OPERATION CODE field as their first byte and these values shall be
defined by each SCSI and UFS. Detail SCSI CDB usages and structure are defined in SPC-4, 4.3, The
Command Descriptor Block (CDB).

The General Common CDB fields are defined in SPC-4, 4.3.5, Common CDB fields.
Operation code

The first byte of a SCSI and USC CDB shall contain an operation code identifying the operation being
requested by the CDB.

The OPERATION CODE of the CDB contains a GROUP CODE field and COMMAND CODE field.
The GROUP CODE field provides eight groups of command codes and the COMMAND CODE provides
thirty-two command codes in each group, see [SPC] for further details.

11.2  Universal Flash Storage Native Commands (UNC)

The UFS Native commands are not defined in this version of the standard, they may be defined in future
versions if needed.
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2947  11.3  Universal Flash Storage SCSI Commands

2948  The Basic Universal Flash Storage (UFS) SCSI commands are compatible with SCSI Primary Commands
2949 - 4[SPC] and SCSI Block Commands - 3 [SBC].

2950  If enabled (bLUEnable = 01h), each logical unit shall support the commands defined as mandatory in
2951  Table 11-1.

2952 Table 11-1 — UFS SCSI Command Set

Command name Opcode Command Support

FORMAT UNIT 04h M

INQUIRY 12h M

MODE SELECT (10) 55h M

MODE SENSE (10) 5Ah M

PRE-FETCH (10) 34h M

PRE-FETCH (16) 90h o

READ (6) 08h M

READ (10) 28h M

READ (16) 88h @)

READ BUFFER 3Ch @)

READ CAPACITY (10) 25h M

READ CAPACITY (16) 9Eh M

REPORT LUNS AOh M

REQUEST SENSE 03h M

SECURITY PROTOCOL IN A2h M

SECURITY PROTOCOL OUT B5h M

SEND DIAGNOSTIC 1Dh M

START STOP UNIT 1Bh M

SYNCHRONIZE CACHE (10) 35h M

SYNCHRONIZE CACHE (16) 91h @)

TEST UNIT READY 00h M

UNMAP 42H M

VERIFY (10) 2Fh M

WRITE (6) 0Ah M

WRITE (10) 2Ah M

WRITE (16) 8Ah @)

WRITE BUFFER 3Bh M

M: mandatory, O: optional, R: RPMB

NOTE 1 SECURITY PROTOCOL IN command and SECURITY PROTOCOL
OUT command are supported by the RPMB well known logical unit.

2953
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11.3.1 General information about SCSI commands in UFS

The remaining part of this section describes the SCSI commands used in UFS devices. A dedicated
paragraph for each command provides: CDB table, brief command description, relevant command fields,
details about mandatory and optional features, and some other fundamental information.

Fields that are not supported by UFS should be set to zero, and are documented using the notation
“=00h” (e.g., RDPROTECT = 000b). The device may ignore values in fields that are not supported by
UFS.

NOTE The values enclosed in parenthesis are defined in SCSI standards and are not UFS specific
(e.g., OPERATION CODE (12h)).

In the following some information that apply to all SCSI commands used in UFS.
CONTROL

The CONTROL byte is present in several CDB and it is defined in [SAM]. The CONTROL byte is not
used in this standard: the CONTROL byte should be set to zero and it shall be ignored by UFS device. No
vendor specific interpretation and Normal ACA are assumed.

Auto contingent allegiance (ACA)

Establishing an ACA condition the application client may request that the device server alter command
processing when a command terminates with a CHECK CONDITION status.

UFS device does not support ACA.
11.3.2 INQUIRY Command

The INQUIRY command (see Table 11-2) is a request for information regarding the logical units and
UFS target device be sent to the application client. Refer to [SPC] for more details regarding the
INQUIRY command.

Table 11-2 — INQUIRY command

Bit
7 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (12h)

1 Reserved Obsolete EVPD

2 PAGE CODE

3 (MSB)

ALLOCATION LENGTH* —]

4 (LSB)

5 CONTROL = 00h
* Allocation Length = Number of response bytes to return

11.3.21 VITAL PRODUCT DATA

When EVPD = 1, the device server shall return the vital product data specified by the PAGE CODE field
as defined in [SPC]. Support for all vital product data except Mode Page Policy VPD is optional for UFS.
Mode Page Policy VPD shall be supported by UFS device to provide information about Mode pages
which are applicable to Device level or logical unit level. See [SPC] for data format definition of Mode
Page Policy VPD page.
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11.3.2.2 STANDARD INQUIRY DATA

When EVPD =0 and Page Code = 0, the Standard INQUIRY DATA is responded to INQUIRY
command. The standard INQUIRY data format is shown on Table 11-3, INQUIRY data shall contain at
least 36 bytes. Table 11-4 defines the INQUIRY response data for UFS.

The INQUIRY command requests that information regarding the logical unit and SCSI target device be
sent to the Application Client.

The INQUIRY command may be used by an Application Client after a hard reset or power on condition
to determine information about the device for system configuration. If a INQUIRY command is received
with a pending UNIT ATTENTION condition (i.e., before the device server reports CHECK
CONDITION status), the device server shall perform the INQUIRY command.

INQUIRY information is returned in standard INQUIRY RESPONSE data structure (described below)

o Client requests number of bytes to return
e First 36 bytes are defined for UFS as standard

¢ Requesting zero byte is valid

e Requesting 36 bytes will result in the device returning the complete record

e Requesting more bytes than defined will result in truncation to max number device has defined

The Device Server should process the INQUIRY command even when an error occurs that prohibits
normal command completion

o Whenin UNIT ATTENTION
e During other conditions that may affect medium access

The Command CDB shall be sent in a single COMMAND UPIU
Table 11-3 — Standard INQUIRY data format

Bit
Byte 7 6 5 4 3 2 1 0
0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE
1 RMB ‘ Reserved
2 VERSION
3 | Obsolete | Obsolete | NORMACA | HISUP | RESPONSE DATA FORMAT
4 ADDITIONAL LENGTH (n-4)
5 SCCS ACC TPGS 3PC Reserved PROTECT
6 Obsolete | ENCSERV VS MULTIP | Obsolete | Obsolete | Obsolete | ADDR16
Obsolete Obsolete WBUS16 SYNC Obsolete | Obsolete | CMDQUE VS
(MSB)
VENDOR IDENTIFICATION
15 (LSB)
16 (MSB)
PRODUCT IDENTIFICATION EEE——
31 (LSB)
32 (MSB)
PRODUCT REVISION LEVEL _—
35 (LSB)
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11.3.2.3 Inquiry Command Data Response

e Data returned from an INQUIRY command will be transferred to the Application Client in a
single DATA IN UPIU

e The Device Server will transfer up to 36 bytes of Response Data in the Data Segment area of a
DATA IN UPIU

o Return 36 bytes if Allocation Length in CDB >= 36
o Return Allocation Length bytes if Allocation Length in CDB < 36

o An Allocation Length of zero specifies that no data shall be transferred. This condition shall
not be considered as an error, and DATA IN UPIU shall not be generated.

o Data will be returned in the indicated Response Data Format described below
o No DATA IN UPIU will be transferred if an error occurs
11.3.2.4 Inquiry Response Data
Table 11-4 —Standard INQUIRY Response Data

Byte Bit Value Description

0 7:5 000b PERIPHERAL QUALIFIER: 0

PERIPHERAL DEVICE TYPE:
0 4:0 00h/1Eh 00h: Direct Access Device for logical unit (non well known)
1Eh: Well known logical unit

1 7 0b RMB: Medium not removable

1 6:0 0000000b RESERVED

2 7:0 06h VERSION: Conformance to [SPC]

3 74 0000b N/A

3 3:0 0010b RESPONSE DATA FORMAT: Type 2

4 7:0 31d ADDITIONAL LENGTH: 31 bytes

5 7:0 00h N/A

6 7:0 00h N/A

7 7:2 000000b N/A

7 1:1 1b CMDQUE: Support command management (SAM)

7 0:0 Ob N/A
8:15 7:0 ASCII VENDOR IDENTIFICATION: Left justified (e.g., “Micron *)
16:31 70 ASCII I\P/g\(g)_l))(U(:)T IDENTIFICATION: Left justified (e.g., “UFS MSD
32:35 7:0 ASCII PRODUCT REVISION LEVEL: Left justified (e.g., “1.23")

NOTE 1 The fields marked with N/A are not applicable for UFS, and their values shall be zero.

The 4-byte PRODUCT REVISION LEVEL in the Inquiry Response Data shall identify the firmware
version of the UFS device and shall be uniquely encoded for any firmware modification implemented by
the UFS device vendor.
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11.3.2.5 Inquiry Command Status Response

11.3.3
MODE

STATUS response will be sent in a single RESPONSE UPIU

If the requested data is successfully transferred, the INQUIRY command will terminate with a
STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

When the INQUIRY command fails a STATUS response of CHECK CONDITION will be
returned along with an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

o HARDWARE ERROR (hardware failure)

Will not fail due to a pending UNIT ATTENTION condition
MODE SELECT (10) Command

SELECT command provides a means for the application client to specify medium, logical unit, or

peripheral device parameters to the device server.

Parameters are managed by means of parameter pages called mode pages
o UFS devices shall support the following mode pages
= CONTROL, CACHING, READ-WRITE ERROR RECOVERY

o UFS devices may support vendor specific mode pages
o See 11.4 for further details.

Writes parameters to one or more mode pages in a list

o The Application Client can specify a single, multiple or all supported pages in a single
command

Complementary command to the MODE SENSE command

The Command CDB shall be sent in a single COMMAND UPIU

Table 11-5 — MODE SELECT (10) command

Bit
Byte 7 6 5 4 3 2 1 0
OPERATION CODE (55h)
Reserved PF=1b ‘ Reserved SP
Reserved

PARAMETER LIST LENGTH

Ol |IN|OoO |0 || W|IN|[FL]| O

CONTROL = 00h
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11.3.3.1 Mode Select Command Parameters

Table 11-6 — Mode Select Command Parameters

Byte

Bit

Description

4:4

PF: PAGE FORMAT. A page format bit set to zero specifies that all parameters after the
block descriptors are vendor specific. A PF bit set to one specifies that the MODE SELECT
parameters following the header and block descriptor(s) are structured as pages of related
parameters as defined in the SCSI standard.

0:0

SP: SAVE PAGES. A save pages (SP) bit set to zero specifies that the device server shall
perform the specified MODE SELECT operation, and shall not save any mode pages. If
the logical unit implements no distinction between current and saved mode pages and the
SP bit is set to zero, the command shall be terminated with CHECK CONDITION status,
with the sense key set to ILLEGAL REQUEST. An SP bit set to one specifies that the
device server shall perform the specified MODE SELECT operation, and shall save to a
nonvolatile vendor specific location all the saveable mode pages including any sent in the
Data-Out Buffer. Mode pages that are saved are specified by the parameter saveable (PS)
bit that is returned in the first byte of each mode page when read via the MODE SENSE
command. If the PS bit is set to one in the MODE SENSE data, then the mode page shall
be saveable when issuing a MODE SELECT command with the SP bit set to one. If the
logical unit does not implement saved pages and the SP bit is set to one, the command
shall terminate with a CHECK CONDITION status and a sense key set to ILLEGAL
REQUEST.

7:8

7:0

PARAMETER LIST LENGTH: Specifies length in bytes of the mode parameter list that the
Application Client will transfer to the Device Server. A PARAMETER LIST LENGTH of zero
specifies that no data shall be transferred, this shall not be considered an error and in this
case the device shall not send RTT UPIU.

11.3.3.2 Mode Select Command Data Transfer

The Device Server requests to transfer the mode parameter list from the Application Client data-out
buffer by issuing one or more READY TO TRANSFER UPIU’s (RTT).

The mode parameter list is delivered in one or more segments sending DATA OUT UPIU packets, as
indicated in the RTT requests,.

Zero or an incomplete number of segments may be requested, if an error occurs before the entire data
transfer is complete.

Mode parameters are changed as specified in the received mode parameter list if the command completes
succefully.

See 11.4.1.2, Mode parameter list format, for details about the mode parameter list.
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3059  11.3.3.3 Mode Select Command Status Response

3060 e STATUS response will be sent in a single RESPONSE UPIU

3061 o |f the requested data is successfully transferred and written, the MODE SELECT command will
3062 terminate with a STATUS response of GOOD

3063 e If the unit is not ready to accept a new command (e.g., still processing previous command) a
3064 STATUS response of BUSY will be returned

3065 o Failure can occur for numerous reasons. When the MODE SELECT command fails a STATUS
3066 response of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such
3067 as

3068 o ILLEGAL REQUEST (CDB or parameter errors)

3069 o MEDIUM ERROR (medium failure, ECC, etc.)

3070 o HARDWARE ERROR (hardware failure)

3071 o UNIT ATTENTION (reset, power-on, etc.)

3072 11.3.4 MODE SENSE (10) Command

3073 The MODE SENSE command provides a means for a Device Server to report parameters to an
3074  Application Client

3075 e Parameters are managed by means of parameter pages called Mode Pages

3076 o UFS devices shall support the following mode pages

3077 = CONTROL, READ-WRITE ERROR RECOVERY, CACHING
3078 o UFS devices may support vendor specific mode pages

3079 o See 11.4 for further details

3080 e Reads parameter pages in a list

3081 o The Application Client may request any one or all of the supported pages from the
3082 Device Server

3083 o If all pages requested, they will be returned in ascending page order
3084 e Mode Sense returns DEVICE-SPECIFIC PARAMETER in header

3085 o See paragraph 11.4.1.3, Mode Parameter Header for details.

3086 e Complementary command to the MODE SELECT command

3087  The Command CDB shall be sent in a single COMMAND UPIU
3088
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11.3.4 MODE SENSE (10) Command (cont’d)
Table 11-7 — MODE SENSE (10) command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (5Ah)
DBD
1 Reserved =000b LL_BAA Reserved = 000b
=0b =1b
2 PC PAGE CODE
3 SUBPAGE CODE
4
5 Reserved
6
7 (MSB)
ALLOCATION LENGTH
8 (LSB)
9 CONTROL = 00h

11.3.4.1 Mode Sense Command Parameters

Table 11-8 — Mode Sense Command Parameters

Byte | Bit | Description
> 7.6 PC: The page control (PC) field specifies the type of mode parameter values to be
' returned in the mode pages. See Table 11-9 for its definition.
> 5.0 PAGE CODE: Specifies which mode page to return. The Page and Subpage code specify
' the page to return.
3 7:0 | SUBPAGE CODE: Specifies which subpage mode page to return
. . ALLOCATION LENGTH: Specifies the maximum number of bytes the Device Server will
7:8 7:0 C .
transfer to the Application Client
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11.3.4.2 Page Control Function
Table 11-9 — Page Control Function

Page
Control Description Use
(PC)
Current .
00b values Return the current operational mode page parameter values.
Return a bit mask denoting values that are changeable. Changeable bits in
Changeable : 1 :
01b the mode parameters will have a value of ‘1, non-changeable will have a
Values 0
value of ‘0'.
10b Default Values | Return the default values of the mode parameters.
11b Saved Values | Return the saved values of the mode parameters.

11.3.4.3 Mode Sense Command Data Transfer

The Device Server will transfer up to Allocation Length number of data bytes of Mode Parameter Data to
the Application Client.

e Less than Allocation Length will be transferred if Device Server contains less bytes
The Device Server will transfer the data as indicated by the Mode Parameter Layout

o Header (8 bytes)
o Block Descriptor (0 bytes for UFS)
o Page Data (N bytes, dependent up page requested)

Data will be transferred from the Device Server to the Application Client via a series of DATA IN
UPIU’s

e The data transferred from the Device Server will be contained within the Data Segment of the
DATA IN UPIU

Zero or an incomplete number of DATA IN UPIU’s will be transferred if an error occurs before the entire
data transfer is complete.

11.3.4.4 Mode Sense Command Status Response

e STATUS response will be sent in a single RESPONSE UPIU

o |f the requested data is successfully transferred and written, the MODE SENSE command will
terminate with a STATUS response of GOOD

o If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

o Failure occurs when a requesting a page or subpage that is not supported. A STATUS response of
CHECK CONDITION will be returned with a SENSE KEY indicating ILLEGAL REQUEST

e Failure can occur for numerous reasons. When the MODE SENSE command fails a STATUS
response of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such
as

o ILLEGAL REQUEST (CDB errors)
o HARDWARE ERROR (hardware failure)
o UNIT ATTENTION (reset, power-on, etc.)
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11.3.5 READ (6) Command

The READ (6) command (see Table 11-10) requests that the Device Server read from the medium the
specified number of logical block(s) and transfer them to the Application Client.

The Command CDB shall be sent in a single COMMAND UPIU.
Table 11-10 — READ (6) command

Bit| 7 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (08h)

1 Reserved (MSB)

2

LOGICAL BLOCK ADDRESS S

3 (LSB)

4 TRANSFER LENGTH

5 CONTROL = 00h

11.3.5.1 Read (6) Command Parameters
e LOGICAL BLOCK ADDRESS: Address of first block

e TRANSFER LENGTH: Number of contiguous logical blocks of data that shall be read and
transferred. A transfer length of zero specifies that 256 logical blocks shall be read. Any other
value specifies the number of logical blocks that shall be read.

11.3.5.2 Read (6) Command Data Transfer
e The Device Server will read the specified logical block(s) from the medium and transfer them to
the Application Client in a series of DATA IN UPIU’s

e The data segment of each DATA IN UPIU shall contain an integer number of logical blocks

e Zero or an incomplete number of DATA IN UPIU’s could be transferred if a read error occurs
before the entire data transfer is complete

11.3.5.3 Read (6) Command Status Response
e  Status response will be sent in a single RESPONSE UPIU

o If all requested data is successfully read and transferred, the READ command will terminate with
a STATUS response of GOOD

o If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

e Failure can occur for numerous reasons. When the READ command fails a STATUS response of
CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

ILLEGAL REQUEST (range or CDB errors)
MEDIUM ERROR (medium failure, ECC, etc.)
HARDWARE ERROR (hardware failure)
UNIT ATTENTION (reset, power-on, etc.)

etc.

O O O O O
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3155 11.3.6 READ (10) Command

3156  The READ (10) command (see Table 11-11) requests that the Device Server read from the medium the
3157  specified number of logical block(s) and transfer them to the Application Client.

3158  The Command CDB shall be sent in a single COMMAND UPIU

3159 Table 11-11 — READ (10) command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (28h)
RDPROTECT FUA_NV
1 — 000b DPO FUA Reserved — Ob Obsolete
2 (MSB)
3
LOGICAL BLOCK ADDRESS
4
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH E——
8 (LSB)
9 CONTROL = 00h
3160
3161 e The RDPROTECT field is set to zero for UFS.

3162
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11.3.6.1 Read (10) Command Parameters

DPO = Disable Page Out

“0” = specifies that the retention priority shall be determined by the RETENTION PRIORITY
fields in the Caching mode page

“1” = specifies that the device server shall assign the logical blocks accessed by this command
the lowest retention priority for being fetched into or retained by the cache. A DPO bit set to one
overrides any retention priority specified in the Caching mode page.

FUA: Force Unit Access

‘0’ = The Device Server may read the logical blocks from the cache and/or the medium.

‘1’ = The Device Server shall read the logical blocks from the medium. If a cache contains a
more recent version of a logical block, then the device server shall write the logical block to the
medium before reading it.

FUA_NV is defined per SBC. Since non-volatile cache support is not currently defined in this
standard, the FUA_NV parameter value in the CDB is ignored by the UFS Device Server.
LOGICAL BLOCK ADDRESS: Address of first block

TRANSFER LENGTH: Number of contiguous logical blocks of data that shall be read and

transferred. A transfer length of zero specifies that no logical blocks will be read. This condition
shall not be considered an error.

GROUP NUMBER: Noatifies the Target device that the data linked to a ContextID:

GROUP NUMBER Value Function

00000b Default, no Context ID is associated with the read operation.

00001b to 01111b (OXXXXb) Context ID. (XXXX from 0001b to 1111b - Context ID value)

10000b to 11111b Reserved

In case the GROUP NUMBER is set to a reserved value, the operation shall fail and a status
response of CHECK CONDITION will be returned along with the sense key set to ILLEGAL
REQUEST.

11.3.6.2 Read (10) Command Data Transfer

The Device Server will read the specified logical block(s) from the medium and transfer them to
the Application Client in a series of DATA IN UPIU’s
The data segment of each DATA IN UPIU shall contain an integer number of logical blocks

Zero or an incomplete number of DATA IN UPIU’s could be transferred if a read error occurs
before the entire data transfer is complete.

11.3.6.3 Read (10) Command Status Response

Status response will be sent in a single RESPONSE UPIU

If all requested data is successfully read and transferred, the READ command will terminate with
a STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Failure can occur for numerous reasons. When the READ command fails a STATUS response of
CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

MEDIUM ERROR (medium failure, ECC, etc.)

HARDWARE ERROR (hardware failure)

UNIT ATTENTION (reset, power-on, etc.)

o
o)
o)
o etc.
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11.3.7 READ (16) Command
The READ (16) command (see Table 11-12) requests that the Device Server read from the medium the

specified number of logical block(s) and transfer them to the Application Client
The Command CDB shall be sent in a single COMMAND UPIU

Table 11-12 — READ (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (88h)
1 RDZ%(SJE cT DPO FUA Reserved FU:Aag)\l v Reserved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
14 Reserved Reserved GROUP NUMBER
15 CONTROL = 00h

e The RDPROTECT field is set to zero for UFS.
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11.3.7.1 Read (16) Command Parameters

DPO = Disable Page Out

“0” = specifies that the retention priority shall be determined by the RETENTION PRIORITY
fields in the Caching mode page

“1” = specifies that the device server shall assign the logical blocks accessed by this command
the lowest retention priority for being fetched into or retained by the cache. A DPO bit set to one
overrides any retention priority specified in the Caching mode page.

FUA: Force Unit Access

‘0’ = The Device Server may read the logical blocks from the cache and/or the medium. ‘1’ = The
Device Server shall read the logical blocks from the medium. If a cache contains a more recent
version of a logical block, then the device server shall write the logical block to the medium
before reading it.

FUA_NV is defined per SBC. Since non-volatile cache support is not currently defined in this
standard, the FUA_NV parameter value in the CDB is ignored by the UFS Device Server.

LOGICAL BLOCK ADDRESS: Address of first block

TRANSFER LENGTH: Number of contiguous logical blocks of data that shall be read and
transferred. A transfer length of zero specifies that no logical blocks will be read. This condition
shall not be considered an error.

GROUP NUMBER: See Read (10) Command.

11.3.7.2 Read (16) Command Data Transfer

The Device Server will read the specified logical block(s) from the medium and transfer them to
the Application Client in a series of DATA IN UPIU’s

The data segment of each DATA IN UPIU shall contain an integer number of logical blocks

Zero or an incomplete number of DATA IN UPIU’s could be transferred if a read error occurs
before the entire data transfer is complete

11.3.7.3 Read (16) Command Status Response

Status response will be sent in a single RESPONSE UPIU

If all requested data is successfully read and transferred, the READ command will terminate with
a STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Failure can occur for numerous reasons. When the READ command fails a STATUS response of
CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)
o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o eftc.
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11.3.8 READ CAPACITY (10) Command

The READ CAPACITY (10) command provides a means for the application client to discover the logical

unit capacity. Refer to [SBC] for more details regarding the READ CAPACITY (10) command.

e The READ CAPACITY (10) command requests that the device server transfer 8 bytes of
parameter data describing the capacity and medium format of the direct-access block device

The Command CDB shall be sent in a single COMMAND UPIU

Table 11-13 — READ CAPACITY (10) command

Bit
Byte

0 OPERATION CODE (25h)

1 Reserved Ob_solete
=0b

2 (MSB)

LOGICAL BLOCK ADDRESS

° (LSB)

6 Reserved

7 Reserved
PMI

8 Reserved s

9 CONTROL = 00h

e PMI =0 for UFS
e Logical Block Address = 0 for UFS
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11.3.8.1 Read Capacity (10) Data Response

e Data returned from a READ CAPACITY (10) command will be transferred to the Application
Client in a single DATA IN UPIU

e The Device Server will transfer 8 bytes of Capacity Data in the Data Segment area of a DATA IN
UPIU

o Data will be returned in the indicated Read Capacity Parameter format described below
o No DATA IN UPIU will be transferred if an error occurs

11.3.8.2 Read Capacity (10) Parameter Data

Table 11-14 — Read Capacity (10) Parameter Data

Bit
Byte

7 6 5 4 3 2 1 0

0

(MSB)

1

RETURNED LOGICAL BLOCK ADDRESS

2

(LSB)

(MSB)

LOGICAL BLOCK LENGTH IN BYTES

(LSB)

¢ RETURNED LOGICAL BLOCK ADDRESS: last addressable block on medium under control of
logical unit (LU)

O

If the number of logical blocks exceeds the maximum value that is able to be specified in the
RETURNED LOGICAL BLOCK ADDRESS field, then the device server shall set the
RETURNED LOGICAL BLOCK ADDRESS field to FFFF FFFFh. The application client
should then issue a READ CAPACITY (16) command to request that the device server
transfer the READ CAPACITY (16) parameter data to the data-in buffer.

e LOGICAL BLOCK LENGTH IN BYTES: size of block in bytes

O

For UFS minimum size shall be 4096 bytes
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11.3.8.3 Read Capacity (10) Status Response

11.3.9

STATUS response will be sent in a single RESPONSE UPIU

If the requested data is successfully transferred, the READ CAPACITY command will terminate
with a STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Failure can occur for a number of reasons. When the READ CAPACITY command fails a
STATUS response of CHECK CONDITION will be returned along with an appropriate SENSE
KEY, such as

o ILLEGAL REQUEST (range or CDB errors)
o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)
o efc.

READ CAPACITY (16) Command

The READ CAPACITY (16) command provides a means for the application client to discover the logical
unit capacity. Refer to [SBC] for more details regarding the READ CAPACITY (16) command.

The READ CAPACITY (16) command requests that the device server transfer 32 bytes of
parameter data describing the capacity and medium format of the direct-access block device

The Command CDB shall be sent in a single COMMAND UPIU.

Table 11-15 — READ CAPACITY (16) command

Byte Bit) 6 5 4 3 2 1 0
0 OPERATION CODE (9Eh)
1 Reserved SERVICE ACTION (10h)
2 (MSB)
LOGICAL BLOCK ADDRESS
9 ~ (sB) |
10 (MSB)
ALLOCATION LENGTH
13 (LSB)
14 Reserved :PIB/ItI)
15 CONTROL =00h

e PMI =0 for UFS

e Logical Block Address = 0 for UFS

o Allocation Length = the maximum number of bytes that the application client has allocated for the
returned parameter data.
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11.3.9.1 Read Capacity (16) Data Response

e Data returned from a READ CAPACITY (16) command will be transferred to the Application
Client in a single DATA IN UPIU

e The Device Server will transfer 32 bytes of Capacity Data in the Data Segment area of a DATA
IN UPIU

o Data will be returned in the indicated Read Capacity Parameter format described below
o No DATA IN UPIU will be transferred if an error occurs
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3311 11.3.9.2 Read Capacity (16) Parameter Data

3312 Table 11-16 — Read Capacity (16) Parameter Data
Byte Bit 7 6 5 4 3 2 1 0
0 (MSB)
RETURNED LOGICAL BLOCK ADDRESS
7 (LSB)
8 (MSB)

LOGICAL BLOCK LENGTH IN BYTES

11 (LSB)

12 Reserved P_TYPE PROT_EN

LOGICAL BLOCKS PER PHYSICAL

13 P_I_EXPONENT BLOCK EXPONENT

14 TPE TPRZ (MSB) LOWEST ALIGNED LOGICAL

15 BLOCK ADDRESS (LSB)

16

Reserved

31
3313 e RETURNED LOGICAL BLOCK ADDRESS: last addressable block on medium under control of
3314 logical unit (LU)
3315 o LOGICAL BLOCK LENGTH IN BYTES: size of block in bytes
3316 o For UFS minimum size shall be 4096 bytes
3317 e P TYPE, PROT EN are set to ‘0’ for UFS
3318 e The P_I_EXPONENT field can be ignored for PROT_EN = ‘0’
3319 o Logical Blocks per Physical Block Exponent (vendor-specific information)
3320 o 0: one or more physical blocks per logical block
3321 o n>0: 2" logical blocks per physical block
3322 e TPE is setto ‘0’ if bProvisioningType parameter in UFS Configuration Descriptor is set to 00h.
3323 TPE is set to “1” if bProvisioningType is set to 02h or 03h.
3324 e TPRZ value is set by bProvisioningType parameter in UFS Configuration Descriptor. If the thin
3325 provisioning read zeros (TPRZ) bit is set to one, then, for an unmapped LBA specified by a read
3326 operation, the device server shall send user data with all bits set to zero to the data in buffer. If the
3327 TPRZ bit is set to zero, then, for an unmapped LBA specified by a read operation, the device
3328 server shall send user data with all bits set to any value to the data in buffer. Lowest Aligned
3329 Logical Block Address indicates the LBA of the first logical block that is located at the beginning

3330 of a physical block (vendor-specific information)
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11.3.9.3 Read Capacity (16) Status Response

STATUS response will be sent in a single RESPONSE UPIU

If the requested data is successfully transferred, the READ CAPACITY command will terminate
with a STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Failure can occur for a number of reasons. When the READ CAPACITY command fails a
STATUS response of CHECK CONDITION will be returned along with an appropriate SENSE
KEY, such as

o ILLEGAL REQUEST (range or CDB errors)
o HARDWARE ERROR (hardware failure)
o UNIT ATTENTION (reset, power-on, etc.)

o etc.
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11.3.10 START STOP UNIT Command

The START STOP UNIT command requests that the device server change the power condition of the
logical unit or load or eject the medium.

Enable or disable the direct-access block device for medium access operations by controlling
power

The Command CDB shall be sent in a single COMMAND UPIU.

Table 11-17 — START STOP UNIT command

Byte Bit 7 6 5 4 3 2 1 0
0 OPERATION CODE (1Bh)
1 Reserved IMMED
2 Reserved
3 Reserved POWER CONDITION MODIFIER = 0h
4 POWER CONDITIONS Reserved | NO_FLUSH L:OOEb‘] START
5 CONTROL = 00h

IMMED =0 : Return STATUS (RESPONSE UPIU) after operation is completed
IMMED = 1: Return STATUS after CDB is decoded

11.3.10.1 START STOP UNIT Parameters
Power Condition Modifier shall be set to ‘0’ (reserved) in UFS spec.

Use of the other parameters is defined in the Power Mode section.
11.3.10.2 Start Stop Unit Data Response

The START STOP UNIT command does not have a data phase
No DATA IN or DATA OUT UPIU’s are transferred

11.3.10.3 Start Stop Unit Status Response

STATUS response will be sent in a single RESPONSE UPIU

If IMMED =1 in the CDB, the STATUS response will be sent to the Application Client before
the device operations have been completed

o Usually used for shutting down

If the requested operation is successful, the START STOP UNIT command will terminate with a
STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Failure can occur for few reasons. When the START STOP UNIT command fails a STATUS
response of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such
as

o ILLEGAL REQUEST (range or CDB errors)

o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION



JEDEC Standard No. 220C
Page 177

3375 11.3.11 TEST UNIT READY Command

3376  The TEST UNIT READY command provides a means to check if the logical unit is ready. This is not a
3377  request for a self-test.

3378 o If the logical unit is able to accept an appropriate medium-access command without returning
3379 CHECK CONDITION status, this command shall return a GOOD status.
3380 e If the logical unit is unable to become operational or is in a state such that an Application Client
3381 action (e.g., START UNIT command) is required to make the logical unit ready, the command
3382 shall be terminated with CHECK CONDITION status, with the sense key set to NOT READY
3383 (02h).
3384  The Command CDB shall be sent in a single COMMAND UPIU
3385 Table 11-18 — TEST UNIT READY command
Bt 5 6 5 4 3 2 1 0
Byte

0 OPERATION CODE (00h)

1 Reserved

2 Reserved

3 Reserved

4 Reserved

5 CONTROL = 00h

3386 11.3.11.1 Test Unit Ready Data Response

3387 e The TEST UNIT READY command does not have a data response

3388 e No DATA IN or DATA OUT UPIU’s are transferred

3389  11.3.11.2 Test Unit Ready Status Response

3390 e STATUS response will be sent in a single RESPONSE UPIU.

3391 e If the command succeeds without error, the TEST UNIT READY command will terminate with a
3392 STATUS response of GOOD

3393 e If the unit is not ready to accept a new command (e.g., still processing previous command) a
3394 STATUS response of BUSY will be returned

3395 o Failure can occur for numerous reasons. When the TEST UNIT READY command fails a
3396 STATUS response of CHECK CONDITION will be returned along with an appropriate SENSE
3397 KEY, such as

3398 o ILLEGAL REQUEST (CDB errors)

3399 o HARDWARE ERROR (hardware failure)

3400 o UNIT ATTENTION (reset, power-on, etc.)

3401 o etc.
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11.3.12 REPORT LUNS Command

The REPORT LUNS command requests that the peripheral device logical unit inventory be sent to the
Application Client.

The logical unit inventory is a list that shall include the logical unit numbers of all logical units
accessible to a UFS Application Client

If a REPORT LUNS command is received with a pending unit attention condition (i.e., before the
device server reports CHECK CONDITION status), the device server shall perform the REPORT
LUNS command

The Command CDB shall be sent in a single COMMAND UPIU

Table 11-19 — REPORT LUNS command

Bit
7 6 5 4 3 2 1 0
Byte

0 OPERATION CODE (AOh)
1 Reserved
2 SELECT REPORT
3 (MSB)

Reserved
5 (LSB)
6 (MSB)

ALLOCATION LENGTH

9 (LSB)
10 Reserved
11 CONTROL =00h
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11.3.12.1 Report LUNS Command Parameters

Table 11-20 — Report LUNS Command Parameters

Byte Bit | Description
> 70 SELECT REPORT: Specifies the type of logical unit addresses that shall be reported. The
' report types available are listed in the table below. UFS will support all report types.
69 7:0 ALLOCATION LENGTH: Specifies the maximum number of bytes of buffer space that the

Application Client has allocated for data reception.

11.3.12.2 Report LUNS Command Select Report Field Values

Table 11-21 — SELECT REPORT field

CODE DESCRIPTION

The list shall contain all accessible logical units using the single level LUN structure

00h using the peripheral device addressing method, if any. If there are no logical units,
the LUN LIST LENGTH field shall be zero.
The list shall contain all accessible well known logical units, if any using the well

01h known logical unit extended addressing format. If there are no well known logical
units, the LUN LIST LENGTH field shall be zero.

02h The list shall contain all accessible logical units using their respective addressing
format.

03h-FFh Reserved

NOTE The well known logical units are not included in the list when the SELECT REPORT field is set to zero.
11.3.12.3 Report LUNS Data Response

Data returned from a REPORT LUNS command will be transferred to the Application Client in a
one or more DATA IN UPIU’s

Most likely one DATA IN UPIU

The Device Server will transfer less than or equal to Allocation Length data bytes to the
Application Client.

Less if Device Server has less total data than requested

Data will be returned in the indicated Parameter Data Format described below

Each reportable logical unit will produce 8 bytes of data in a format described below
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11.3.12.4 Report LUNS Parameter Data Format

Table 11-22 — Report LUNS Parameter Data Format

Byte Description
LUN LIST LENGTH: Length = N — 7. This field shall contain the length in bytes of the LUN list
0:3 that is available to be transferred. The LUN list length is the number of logical unit numbers in
the logical unit inventory multiplied by eight.
4:7 RESERVED: 00000000h
8:15 FIRST LUN RECORD: 8 hyte record that contains the first LUN
... next LUN record ...
N-7:N LAST LUN RECORD: 8 hyte record that contains the last LUN

e Total List Length = LUN LIST LENGTH + 8 (i.e., 8*number of LUN’s + 8)
Each LUN record is 8 bytes in length

o The single level LUN structure using peripheral device addressing method

Table 11-23 — Single level LUN structure using peripheral device addressing method

UFS uses two formats:

o The well known logical unit extended addressing format
11.3.12.5 Report LUNS LUN Addressing Formats

Peripheral Device Addressing Method

Byte

7 6 5

4

3

00b

000000b

LUN

NULL (0000h)

NULL (0000h)

NULL (0000h)

Format used for standard Logical Unit addressing

LUN = Logical Unit Number
o For UFS: 00h <= LUN <= 7Fh

NOTE The expected value is the SCSI LUN and not the LUN field in UPIU.
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11.3.12.5 Report LUNS LUN Addressing Formats (cont’d)
Table 11-24 — Well Known Logical Unit Extended Addressing Format
Well Known Logical Unit Extended Addressing Format
Byte 7 6 5 4 3 2 1 0
0 11b 00b 0001b
1 W-LUN
2
NULL (0000h)
3
4
NULL (0000h)
5
6
NULL (0000h)
7

Format used for well known logical unit addressing
W-LUN = Well Known Logical Unit Number
o For UFS: 00h <= W-LUN <= 7Fh
NOTE The expected value is the SCSI LUN and not the LUN field in UPIU.

11.3.12.6 Report LUNS Status Response

Status response will be sent in a single RESPONSE UPIU

If all requested data is successfully read and transferred, the REPORT LUNS command will
terminate with a STATUS response of GOOD

The REPORT LUNS command will succeed when a pending UNIT ATTENTION condition
exists

Failure can occur for very few reasons, mainly for illegal values in the CDB. When the REPORT
LUNS command fails a STATUS response of CHECK CONDITION will be returned along with
an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (CDB errors)




3460
3461

3462
3463

3464
3465

3466
3467

3468
3469
3470

3471
3472

3473

3474

JEDEC Standard No. 220C
Page 182

11.3.12.7 UFS LUN Format
Table 11-25 — Format of LUN field in UPIU

7 6 5 4 3 2 1 0

WLUN_ID UNIT_NUMBER_ID

The UFS 8-bit LUN field in UPIU supports two types of LUN addressing:

o If WLUNL_ID bit = ‘0’ then the UNIT_NUMBER_ID field addresses a standard logical unit
(LUN)

e [f WLUN_ID bit = ‘1’ then the UNIT_NUMBER_ID field addresses a well known logical unit
(W-LUN)

Up to 128 LUN’s and up to 128 W-LUN’s
e 0<=UNIT_NUMBER_ID <= 127
e 0<=UNIT_NUMBER_ID <= 127

The following table defines the logical unit number for UFS well known logical units (WLUN_ID bit set
to ‘17)
Table 11-26 — Well known logical unit numbers

Well known logical unit WLUN_ID UNIT_NUMBER_ID LUN Field in UPIU
REPORT LUNS 1b 01h 81h
UFS Device 1b 50h DOh
RPMB 1b 44h Cah
BOOT 1b 30h BOh
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3475  11.3.13 VERIFY (10) Command

3476  The VERIFY command requests that the UFS device verify that the specified logical block(s) and range
3477  onthe medium can be accessed.

3478 e Logical units that contain cache shall write referenced cached logical blocks to the medium for
3479 the logical unit before verification
3480  The Command CDB shall be sent in a single COMMAND UPIU.
3481
3482 Table 11-27 — VERIFY (10) command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (2Fh)
1 VRPROTECT DPO Reserved BYTCHK | Obsolete
= 000b =0b =0b =0b
2 (MSB)
3
LOGICAL BLOCK ADDRESS
4
5 (LSB)
6 Reserved GROUP NUMBER = 00000b
7 (MSB)
VERIFICATION LENGTH —
8 (LSB)
9 CONTROL = 00h

3483

3484  UFS device is required to support only the value zero for the byte check (BYTCHK) bit. Therefore the
3485 BYTCHK bit should be set to zero, and the device shall perform a medium verification with no data
3486  comparison and not transfer any data from the data-out buffer for any mapped LBA specified by the
3487  command.

3488
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11.3.13.1 Verify Command Parameters

Table 11-28 — Verify Command Parameters

Byte Bit Description
2:5 7:0 LOGICAL BLOCK ADDRESS: Address of first block
VERIFICATION LENGTH: Number of contiguous logical blocks of data that shall be
7.8 7:0 verified, starting with the logical block specified by the LOGICAL BLOCK ADDRESS
' ' field. A transfer length of zero specifies that no logical blocks will be verified. This
condition shall not be considered an error.

11.3.13.2 Verify Command Data Transfer

The VERIFY command does not have a data response

No DATA IN or DATA OUT UPIU’s are transferred

11.3.13.3 Verify Command Status Response
STATUS response will be sent in a single RESPONSE UPIU

If all requested data is successfully verified against the medium, the VERIFY command will
terminate with a STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Other failures can occur for numerous reasons. When the WRITE command fails a STATUS
response of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such

as:

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)
o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o eftc.
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11.3.14 WRITE (6) Command

The WRITE (6) UFS command requests that the Device Server transfer the specified number of logical
blocks(s) from the Application Client and write them to the medium.

The Command CDB shall be sent in a single COMMAND UPIU.
Table 11-29 — WRITE (6) command

Bit
7 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (0Ah)

1 Reserved (MSB)

2

LOGICAL BLOCK ADDRESS E—

3 (LSB)

4 TRANSFER LENGTH

5 CONTROL = 00h

11.3.14.1 Write (6) Command Parameters
e LOGICAL BLOCK ADDRESS: Address of first block

o TRANSFER LENGTH: Number of contiguous logical blocks of data that shall be transferred and
written. A transfer length of zero specifies that 256 logical blocks shall be written. Any other
value specifies the number of logical blocks that shall be written.

11.3.14.2 Write (6) Command Data Transfer

The Device Server requests to transfer the specified logical block(s) from the Application Client data-out
buffer by issuing one or more READY TO TRANSFER UPIU’s (RTT).

The data is delivered in one or more segments sending DATA OUT UPIU packets, as indicated in the
RTT requests. The data contained in DATA OUT UPIU is written.

The number of bytes requested and the Data Buffer Offset field in each RTT shall both be integer
multiples of the Logical Block Size (bLogicalBlockSize).

The data segment of each DATA OUT UPIU shall contain an integer number of logical blocks.

Zero or an incomplete number of segments may be requested, if an error occurs before the entire data
transfer is complete.
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11.3.14.3 Write (6) Command Status Response

STATUS response will be sent in a single RESPONSE UPIU

If all requested data is successfully transferred and written, the WRITE command will terminate
with a STATUS response of GOOD

If the logical blocks are transferred directly to a cache then the Device Server may complete the
command with a GOOD status prior to writing the logical blocks to the medium

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Failure can occur for numerous reasons. When the WRITE command fails a STATUS response
of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)

o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o DATA PROTECT (permanent, power-on, secure write protect, etc.)

o etc.
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3548  11.3.15 WRITE (10) Command

3549  The WRITE (10) UFS command requests that the Device Server transfer the specified number of logical
3550  blocks(s) from the Application Client and write them to the medium.

3551  The Command CDB shall be sent in a single COMMAND UPIU.

3552 Table 11-30 — WRITE (10) command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (2Ah)
WRPROTECT FUA_NV
1 ~ 000b DPO FUA Reserved — Ob Obsolete
2 (MSB)
3
LOGICAL BLOCK ADDRESS
4
5 (LSB)
6 Reserved GROUP NUMBER
7 (MSB)
TRANSFER LENGTH —
8 (LSB)
9 CONTROL = 00h
3553
3554 e The WRPROTECT field is set to zero for UFS.

3555
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11.3.15.1 Write (10) Command Parameters

DPO: Disable Page Out

“0” = specifies that the retention priority shall be determined by the RETENTION PRIORITY
fields in the Caching mode page

“1” = specifies that the device server shall assign the logical blocks accessed by this command
the lowest retention priority for being fetched into or retained by the cache. A DPO bit set to one
overrides any retention priority specified in the Caching mode page.

FUA: Force Unit Access
o ‘0’ =The Device Server shall write the logical blocks to the cache and/or the medium.

o ‘1’ =The Device Server shall write the logical blocks to the medium, and shall not complete
the command with GOOD status until all the logical blocks have been written on the medium
without error.

FUA_NV is defined per SBC. Since non-volatile cache support is not currently defined in this
standard, the FUA_NV parameter value in the CDB is ignored by the UFS Device Server.

LOGICAL BLOCK ADDRESS: Address of first block

TRANSFER LENGTH: Number of contiguous logical blocks of data that shall be transferred
and written. A transfer length of zero specifies that no logical blocks will be written. This
condition shall not be considered an error.

GROUP NUMBER: Noatifies the Target device that the data has System Data characteristics or
linked to a ContextID:

GROUP NUMBER Value Function

Default, no Context ID or System Data characteristics is

00000b associated with the write operation.

00001b to 01111b (OXXXXb) | Context ID. (XXXX from 0001b to 1111b - Context ID value)

10000b Data has System Data characteristics

10001b to 11111b Reserved

In case the GROUP NUMBER is set to a reserved value, then the operation shall fail and a status
response of CHECK CONDITION will be returned along the sense key set to ILLEGAL
REQUEST.
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11.3.15.2 Write(10) Command Data Transfer

The Device Server requests to transfer the specified logical block(s) from the Application Client data-out
buffer by issuing a series of READY TO TRANSFER UPIU’s (RTT).

The data is delivered in one or more segments sending DATA OUT UPIU packets, as indicated in the
RTT requests. The data contained in DATA OUT UPIU is written.

The number of bytes requested and the Data Buffer Offset field in each RTT shall both be integer
multiples of the Logical Block Size (bLogicalBlockSize).

The data segment of each DATA OUT UPIU shall contain an integer number of logical blocks.

Zero or an incomplete number of segments may be requested, if an error occurs before the entire data
transfer is complete.

11.3.15.3 Write (10) Command Status Response
e STATUS response will be sent in a single RESPONSE UPIU.

o If all requested data is successfully transferred and written, the WRITE command will terminate
with a STATUS response of GOOD.

o If the logical blocks are transferred directly to a cache then the Device Server may complete the
command with a GOOD status prior to writing the logical blocks to the medium.

o If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned.

e Failure can occur for numerous reasons. When the WRITE command fails a STATUS response
of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)

o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o DATA PROTECT (permanent, power-on, secure write protect, etc.)

o etc.
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11.3.16 WRITE (16) Command

The WRITE (16) UFS command requests that the Device Server transfer the specified number of logical
blocks(s) from the Application Client and write them to the medium.

The Command CDB shall be sent in a single COMMAND UPIU.
Table 11-31 — WRITE (16) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (8Ah)
1 WR:%gngCT DPO FUA Reserved FU:A&I)\I v Reserved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
TRANSFER LENGTH
13 (LSB)
14 Reserved® Reserved GROUP NUMBER
15 CONTROL = 00h
NOTE 1 Bit 7 of byte 14 shall be ignored.

e The WDPROTECT field is set to zero for UFS.
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11.3.16.1 Write (16) Command Parameters

DPO: Disable Page Out

“0” = specifies that the retention priority shall be determined by the RETENTION PRIORITY
fields in the Caching mode page

“1” = specifies that the device server shall assign the logical blocks accessed by this command
the lowest retention priority for being fetched into or retained by the cache. A DPO bit set to one
overrides any retention priority specified in the Caching mode page.

FUA: Force Unit Access
‘0’ = The Device Server shall write the logical blocks to the cache and/or the medium.

‘1’ = The Device Server shall write the logical blocks to the medium, and shall not complete
the command with GOOD status until all the logical blocks have been written on the
medium without error.

FUA_NV is defined per SBC. Since non-volatile cache support is not currently defined in this
standard, the FUA_NV parameter value in the CDB is ignored by the UFS Device Server.

LOGICAL BLOCK ADDRESS: Address of first block

TRANSFER LENGTH: Number of contiguous logical blocks of data that shall be transferred
and written. A transfer length of zero specifies that no logical blocks will be written. This
condition shall not be considered an error.

GROUP NUMBER: See Write (10) Command.

11.3.16.2 Write (16) Command Data Transfer

The Device Server requests to transfer the specified logical block(s) from the Application Client data-out
buffer by issuing a series of READY TO TRANSFER UPIU’s (RTT).

The data is delivered in one or more segments sending DATA OUT UPIU packets, as indicated in the
RTT requests. The data contained in DATA OUT UPIU is written.

The number of bytes requested and the Data Buffer Offset field in each RTT shall both be integer
multiples of the Logical Block Size (bLogicalBlockSize).

The data segment of each DATA OUT UPIU shall contain an integer number of logical blocks.

Zero or an incomplete number of segments may be requested, if an error occurs before the entire data
transfer is complete.
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11.3.16.3 Write (16) Command Status Response

STATUS response will be sent in a single RESPONSE UPIU

If all requested data is successfully transferred and written, the WRITE command will terminate
with a STATUS response of GOOD.

If the logical blocks are transferred directly to a cache then the Device Server may complete the
command with a GOOD status prior to writing the logical blocks to the medium.

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned.

Failure can occur for numerous reasons. When the WRITE command fails a STATUS response
of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)

o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o DATA PROTECT (permanent, power-on, secure write protect, etc.)

o etc.
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11.3.17 REQUEST SENSE Command

The REQUEST SENSE Command requests that the Device Server transfer parameter data containing
sense data information to the Application Client.

Sense Data describes error or exception condition and/or current operational status of device

o i.e., get the device “status”

UFS devices will return a fixed format data record of 18 bytes of sense data as described below.
Three tiered error code for detailed status

o Sense Key: main indicator
o ASC: Additional Sense Code
o ASCQ: Additional Sense Code Qualifier

If a REQUEST SENSE command is received with a pending UNIT ATTENTION condition (i.e.,
before the device server reports CHECK CONDITION status), the device server shall perform the
REQUEST SENSE command and clear the UNIT ATTENTION condition.

The Command CDB shall be sent in a single COMMAND UPIU

Table 11-32 — REQUEST SENSE command

Bit

7 6 5 4 3 2 1 0
Byte

0 OPERATION CODE (03h)

DESC
1 Reserved

=0b
2 (MSB)

Reserved

3 (LSB)
4 ALLOCATION LENGTH
5 CONTROL = 00h

UFS devices are not required to support descriptor format sense data.

11.3.17.1 Request Sense Data Response

Data returned from a REQUEST SENSE command will be transferred to the Application Client
in a single DATA IN UPIU.

The Device Server will transfer up to 18 bytes of Response Data in the Data Segment area of a
DATA IN UPIU.

o Return 18 bytes if Allocation Length in CDB >= 18.

o Return Allocation Length bytes if Allocation Length in CDB < 18.

o An Allocation Length of zero specifies that no data shall be transferred. This condition shall
not be considered as an error, and DATA IN UPIU shall not be generated.

Data will be returned in the indicated Sense Data Format described in 11.3.17.2.
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11.3.17.2 Sense Data
See Table 10-17.

11.3.17.3 Sense Key
See Table 10-18.

11.3.17.4 Request Sense Status Response

STATUS response will be sent in a single RESPONSE UPIU.

If the requested data is successfully transferred, the REQUEST SENSE command will terminate
with a STATUS response of GOOD.

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned.

Failure is very rare. When the REQUEST SENSE command fails a STATUS response of
CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors).

Will not fail due to a pending UNIT ATTENTION condition.

If the REQUEST SENSE command was received with a pending unit attention condition, the
returned sense data will indicate the cause of the unit attention condition, and the unit attention
condition within the device server will be cleared.

If a REQUEST SENSE command is terminated with CHECK CONDITION status, then the
device server shall not clear the pending unit attention condition.
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11.3.18 FORMAT UNIT Command

The FORMAT UNIT command requests that the Device Server format the medium into Application
Client accessible logical blocks as specified in the parameter lists. The Device Server may also certify the
medium and create control structures for the management of the medium and defects. The degree that the
medium is altered by the command is vendor specific.

A FORMAT UNIT command sent to the Device well known logical unit requests the device format all
enabled logical units except the RPMB well known logical unit (see in 12.2.3.4, Wipe Device).

If the medium is write-protected, then the command shall be terminated with CHECK CONDITION
status with the sense key set to DATA PROTECT.

Following a successful format operation all LBAS:
a) shall be mapped on a fully provisioned logical unit (bProvisioningType set to 00h)
b) shall be unmapped on a thin provisioned logical unit (bProvisioningType set to 02h or 03h)
For a LBA in a formatted logical unit specified by a read operation, the device server shall send user data
with all bits set to zero to the data in buffer.
The Command CDB shall be sent in a single COMMAND UPIU.
Table 11-33 — FORMAT UNIT command

Bit
7 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (04h)

1 FMTPINFO = 00b LONGLIST FMI%STA CMPLST | DEFECT LIST FORMAT= 000b

2 Vendor Specific = 00b

3

Obsolete
4
5 CONTROL = 00h
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11.3.18.1 Format Unit Command Parameters

Table 11-34 — Format Unit Command Parameters

Byte Bit | Description
1 76 FMTPINFO: Specifies the FORMAT PROTECTION INFORMATION as detailed in
' [SBC].

LONGLIST: If set to ‘0’ then the parameter list, if any, will use the SHORT parameter

1 5 list header as defined in [SBC]. If set to ‘1’ then the parameter list uses the LONG
format.

1 4 FMTDATA: If set to ‘1’ specifies that parameter list data shall be transferred from the
data-out buffer.

1 3 CMPLST: Complete List. ‘0’ indicates that the parameter list contains a partial growing
list of defects. A ‘1’ indicates the list is complete. See [SBC].
DEFECT LIST FORMAT: If the FMTDATA bit is set to one, then the DEFECT LIST

1 2:0 | FORMAT field specifies the format of the address descriptors in the defect list. See
[SBC].

2 7:0 | VENDOR SPECIFIC: Vendor specified field.

11.3.18.2 Format Unit Command Data Transfer

If needed, the Device Server requests to transfer the FORMAT UNIT parameter list from the
Application Client data-out buffer by issuing a series of READY TO TRANSFER UPIU’s (RTT).
The FORMAT UNIT parameter list is delivered in one or more segments sending DATA OUT UPIU
packets, as indicated in the RTT requests.

Zero or an incomplete number of segments may be requested if an error occurs before the entire data
transfer is complete.

11.3.18.3 Format Unit Command Status Response

STATUS response will be sent in a single RESPONSE UPIU.

If the requested format of the medium is performed successfully then the command will terminate
with a STATUS response of GOOD.

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned.

Other failures can occur for numerous reasons. When the FORMAT UNIT command fails, a
STATUS response of CHECK CONDITION will be returned along with an appropriate SENSE
KEY, such as:

ILLEGAL REQUEST (range or CDB errors)

MEDIUM ERROR (medium failure, ECC, etc.)

HARDWARE ERROR (hardware failure)

UNIT ATTENTION (reset, power-on, etc.)

DATA PROTECT (permanent, power-on, secure write protect, etc.)
etc.

O O OO0 OO
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3754  11.3.19 PRE-FETCH (10) Command

3755  The PRE-FETCH (10) command shall require the device server to transfer the logical blocks for the
3756  mapped LBAs specified by the command from the medium to the volatile cache (if such cache exists) and
3757  for any unmapped LBAs specified by the command to update the volatile cache to prevent retrieval of
3758  stale data as defined in [SBC].

3759  The Command CDB shall be sent in a single COMMAND UPIU.

3760 Table 11-35 — PRE_ FETCH command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (34h)
1 Reserved IMMED Ob;sg:)ete
2 (MSB)
3
LOGICAL BLOCK ADDRESS
4
5 (LSB)
6 Reserved GROUP NUMBER = 00000b
7 (MSB)
PREFETCH LENGTH
8 (LSB)
9 CONTROL= 00h

3761
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11.3.19.1 PRE-FETCH (10) Command Parameters

Table 11-36 — PRE-FETCH Command Parameters

Byte

Bit

Description

IMMED: An immediate (IMMED) bit set to zero specifies that the device server shall
not return status until the operation has been completed. An IMMED bit set to one
specifies that the device server shall return status as soon as the CDB has been
validated. If the IMMED bit is set to one, and the device server does not support the
IMMED bit, then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.

2:5

7:0

LOGICAL BLOCK ADDRESS: The LOGICAL BLOCK ADDRESS field specifies the
LBA of the first logical block accessed by this command. If the specified LBA
exceeds the capacity of the medium, then the device server shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL
REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT
OF RANGE.

4:0

GROUP NUMBER: The GROUP NUMBER field specifies the group into which
attributes associated with the command should be collected. A GROUP NUMBER
field set to zero specifies that any attributes associated with the command shall not
be collected into any group. The use of GROUP NUMBER field for PRE-FETCH
command is not defined in this standard therefore this field should be set to zero.

7:8

7:0

PREFETCH LENGTH: The PREFETCH LENGTH field specifies the number of
contiguous logical blocks that shall be pre-fetched, starting with the logical block
specified by the LOGICAL BLOCK ADDRESS field. A NUMBER OF LOGICAL
BLOCKS field set to zero specifies that all logical blocks starting with the one
specified in the LOGICAL BLOCK ADDRESS field to the last logical block on the
medium shall be pre-fetched. If the LBA plus the prefetch length exceeds the
capacity of the medium, then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the
additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

The device server is not required to transfer logical blocks that already are contained
in the cache.

7:0

CONTROL: The CONTROL byte is not used in this standard:
the CONTROL byte should be set to zero and it shall be ignored by UFS device.
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3765 11.3.19.2 PRE-FETCH Command Data Transfer
3766  The PRE-FETCH command does not have a data transfer phase
3767 e No DATA IN or DATA OUT UPIU’s are transferred
3768  11.3.19.3 PRE-FETCH Command Status Response
3769 e STATUS response will be sent in a single RESPONSE UPIU
3770 o If the command is performed successfully then it will terminate with a STATUS response of
3771 GOOD
3772 o If the unit is not ready to accept a new command (e.g., still processing previous command) a
3773 STATUS response of BUSY will be returned
3774 e Other failures can occur for numerous reasons. When the PRE-FETCH command fails, a
3775 STATUS response of CHECK CONDITION will be returned along with an appropriate SENSE
3776 KEY, such as:
3777 o ILLEGAL REQUEST (range or CDB errors)
3778 o MEDIUM ERROR (medium failure, ECC, etc.)
3779 o HARDWARE ERROR (hardware failure)
3780 o UNIT ATTENTION (reset, power-on, etc.)
3781 o etc.

3782
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3783  11.3.20 PRE-FETCH (16) Command
3784  See PRE-FETCH (10) command for details.

3785 Table 11-37 — PRE-FETCH (16) command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (90h)
1 Reserved IMMED Reserved
2 (MSB)

LOGICAL BLOCK ADDRESS

9 (LSB)

10 (MSB)

PREFETCH LENGTH

13 (LSB)
14 Reserved GROUP NUMBER = 00000b
15 CONTROL= 00h

3786
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Table 11-38 — SECURITY PROTOCOL IN command

Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (A2h)
1 SECURITY PROTOCOL
2
SECURITY PROTOCOL SPECIFIC
3
4 INC_512 Reserved
5 Reserved
6 (MSB)
ALLOCATION LENGTH —_—
9 (LSB)
10 Reserved
11 CONTROL =00h

11.3.21.1 SECURITY PROTOCOL IN Command Parameter

The SECURITY PROTOCOL field specifies which security protocol is being used.
UFS devices shall support the following value:

o ECh: JEDEC UFS application
Support of other SECURITY PROTOCOL values is device specific.

A INC_512 bit set to one specifies that the ALLOCATION LENGTH is expressed in increments

of 512 bytes.

11.3.21.2 SECURITY PROTOCOL IN Command Data Transfer
The Device Server transfers security protocol data to the Application Client using one or more

DATA IN UPIU’s.

11.3.21.3 SECURITY PROTOCOL IN Command Status Response
Status response shall be sent in a single RESPONSE UPIU
If the command is successfully executed, it shall terminate with a STATUS response of GOOD

Failure can occur for numerous reasons. When the command fails a STATUS response of
CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

ILLEGAL REQUEST (range or CDB errors)
HARDWARE ERROR (hardware failure)
UNIT ATTENTION (reset, power-on, etc.)

etc.
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3810 11.3.22 SECURITY PROTOCOL OUT Command

3811 The SECURITY PROTOCOL OUT command is used to send data to the logical unit. The data sent
3812  specifies one or more operations to be performed by the logical unit. The format and function of the
3813  operations depends on the contents of the SECURITY PROTOCOL field. See [SPC] for details.

3814 Table 11-39 — SECURITY PROTOCOL OUT command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (B5h)
1 SECURITY PROTOCOL
2
SECURITY PROTOCOL SPECIFIC
3
4 INC 512 Reserved
5 Reserved
6 (MSB)
TRANSFER LENGTH EmE—
9 (LSB)
10 Reserved
11 CONTROL = 00h

3815 11.3.22.1 SECURITY PROTOCOL OUT Command Parameter

3816 e The SECURITY PROTOCOL field specifies which security protocol is being used.
3817 UFS devices shall support the following value:

3818 o ECh: JEDEC UFS application

3819 Support of other SECURITY PROTOCOL values is device specific.

3820 e A INC 512 bit set to one specifies that the TRANSFER LENGTH is expressed in increments of
3821 512 bytes.

3822 11.3.22.2 SECURITY PROTOCOL OUT Command Data Transfer

3823  The Device Server requests to transfer data from the Application Client data-out buffer by issuing a series
3824 of READY TO TRANSFER UPIU’s (RTT).

3825  The data is delivered in one or more segments sending DATA OUT UPIU packets, as indicated in the
3826  RTT requests.

3827  Zero or an incomplete number of segments may be requested, if an error occurs before the entire data
3828 transfer is complete.

3829
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11.3.22.3 SECURITY PROTOCOL OUT Command Status Response

Status response shall be sent in a single RESPONSE UPIU
If the command is successfully executed, it shall terminate with a STATUS response of GOOD

Failure can occur for numerous reasons. When the command fails a STATUS response of
CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as

ILLEGAL REQUEST (range or CDB errors)
HARDWARE ERROR (hardware failure)
UNIT ATTENTION (reset, power-on, etc.)

etc.
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11.3.23 SEND DIAGNOSTIC Command

The SEND DIAGNOSTIC command requests the Device Server to perform diagnostic operations on the
SCSI target device, on the logical unit or on both. Logical units shall implement, at a minimum, the
default self-test feature (i.e., the SELFTEST bit equal to one and a parameter list length of zero).

The Command CDB shall be sent in a single COMMAND UPIU.

Table 11-40 — SEND DIAGNOSTIC command

Bit
' 7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (1Dh)
1 SELF-TEST CODE PF Re'j%rged SELFTEST | DEVOFFL | UNITOFFL
2 Reserved
3 (MSB)
PARAMETER LIST LENGTH
4 (LSB)
5 CONTROL = 00h

11.3.23.1 Send Diagnostic Parameters

Table 11-41 — Send Diagnostic Parameters

Byte Bit Description

1 75 SELF-TEST CODE: Specifies the self-test code as defined in SPCA4.

1 4 PF: Specifies the format of any parameter list sent by the Application Client

1 SELFTEST: Specifies the device server shall perform a self test.
DEVOFFL: If set to ‘0’, the device server will perform a self-test without exhibiting

1 1 any effects on the logical unit. If set to ‘1’, the device server may perform a self-test
that affects the logical unit.
UNITOFFL: If set to ‘0’, the device server will perform a self-test without exhibiting

1 0 any effects on the user accessible medium of the logical unit. If set to ‘1°, the device
server may perform operations that affect the user accessible medium.
PARAMETER LIST LENGTH: Specifies the length in bytes that shall be transferred

1 5 from the Application Client to the device server. A parameter list length of zero
specifies that no data shall be transferred.

11.3.23.2 Send Diagnostic Command Data Transfer

The SEND DIAGNOSTIC command will transfer out the number of bytes specified by the Parameter List
Length. If that value is zero then no data out transfer will occur.

The Device Server will request the transfer the specified bytes from the Application Client by issuing a
series READY TO TRANSFER UPIU (RTT) followed by a DATA OUT UPIU containing the number of
bytes to transfer.
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11.3.23.3 Send Diagnostic Command Status Response

STATUS response will be sent in a single RESPONSE UPIU.

If the requested diagnostics are performed successfully then the command will terminate with a
STATUS response of GOOD.

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned.

Other failures can occur for numerous reasons. When the SEND DIAGNOSTIC command fails, a
STATUS response of CHECK CONDITION will be returned along with an appropriate SENSE
KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)
o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o etc.



3869

3870
3871

3872

3873

JEDEC Standard No. 220C
Page 206

11.3.24 SYNCHRONIZE CACHE (10) Command

The SYNCHRONIZE CACHE (10) command requests that the device server ensure that the specified

logical blocks have their most recent data values recorded on the medium.
Table 11-42 — SYNCHRONIZE CACHE (10) command

Bit
7 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (35h)

1 Reserved SYNC_NV | IMmED | OPS0E

2 (MSB)

3

LOGICAL BLOCK ADDRESS

4

5 (LSB)

6 Reserved GROUP NUMBER = 00000b

7 (MSB)

NUMBER OF LOGICAL BLOCKS
8 (LSB)
9 CONTROL = 00h
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11.3.24.1 Synchronize Cache Command Parameters

Table 11-43 — Synchronize Cache Command Parameters

Byte

Bit

Description

SYNC_NV: SYNC_NV is defined per SBC. Since non-volatile cache support is not
currently defined in this standard, the SYNC_NV parameter value in the CDB is
ignored by the UFS Device Server.

IMMED: An immediate (IMMED) bit set to zero specifies that the device server shall
not return status until the operation has been completed. An IMMED bit set to one
specifies that the device server shall return status as soon as the CDB has been
validated. If the IMMED bit is set to one, and the device server does not support the
IMMED bit, then the device server shall terminate the command with CHECK
CONDITION status with the sense key set to ILLEGAL REQUEST and the additional
sense code set to INVALID FIELD IN CDB.

2:5

7:0

LOGICAL BLOCK ADDRESS: The LOGICAL BLOCK ADDRESS field specifies the
LBA of the first logical block accessed by this command. If the specified LBA
exceeds the capacity of the medium, then the device server shall terminate the
command with CHECK CONDITION status with the sense key set to ILLEGAL
REQUEST and the additional sense code set to LOGICAL BLOCK ADDRESS OUT
OF RANGE.

4:0

GROUP NUMBER: The use of GROUP NUMBER field for SYNCHRONIZE CACHE
command is not defined in this standard therefore this field should be set to zero.

7:8

7:0

NUMBER OF LOGICAL BLOCKS: The NUMBER OF LOGICAL BLOCKS field
specifies the number of logical blocks that shall be synchronized, starting with the
logical block specified by the LOGICAL BLOCK ADDRESS field. A NUMBER OF
LOGICAL BLOCKS field set to zero specifies that all logical blocks starting with the
one specified in the LOGICAL BLOCK ADDRESS field to the last logical block on the
medium shall be synchronized. If the LBA plus the number of logical blocks exceeds
the capacity of the medium, then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the
additional sense code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

A logical block within the range that is not in cache is not considered an error.

7:0

CONTROL: The CONTROL byte is not used in this standard: the CONTROL byte
should be set to zero and it shall be ignored by UFS device.
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11.3.24.2 Synchronize Cache Command Data Transfer
The SYNCHRONIZE CACHE command does not have a data transfer phase.

No DATA IN or DATA OUT UPIU’s are transferred.

11.3.24.3 Synchronize Cache Command Status Response

STATUS response will be sent in a single RESPONSE UPIU.

If the command is performed successfully then it will terminate with a STATUS response of
GOOD.

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned.

Other failures can occur for numerous reasons. When the SYNCHRONIZE CACHE command
fails, a STATUS response of CHECK CONDITION will be returned along with an appropriate
SENSE KEY, such as

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)
o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o etc.
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11.3.25 SYNCHRONIZE CACHE (16) Command
See SYNCHRONIZE CACHE (10) command for details.
Table 11-44 — SYNCHRONIZE CACHE (16) Command Descriptor Block
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (91h)
1 Reserved SYNC_NV | IMMED | Reserved
2 (MSB)
LOGICAL BLOCK ADDRESS
9 (LSB)
10 (MSB)
NUMBER OF LOGICAL BLOCKS
13 (LSB)
14 Reserved GROUP NUMBER = 00000b
15 CONTROL = 00h
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11.3.26 UNMAP Command

The UNMAP command shall require the device server to cause one or more LBAS to be unmapped (de-
allocated).

UFS defines that a logical unit shall be either Full Provisioning or Thin Provisioning as described in SCSI
SBC. To use UNMAP command, SCSI SBC requires that a logical unit to be thin-provisioned and
support logical block provisioning management. UNMAP command is not supported in a full-provisioned
logical unit.

In UFS, a thin provisioned logical unit shall have sufficient physical memory resources to support the
logical block address space when the device is configured by the user. Mapped State and De-Allocated
State are mandatory in a UFS thin provisioned logical unit.

Table 11-45 — UNMAP command

Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (42h)
1 Reserved AN_CHOR
=0b
2 (MSB)
3
Reserved
4
5 (LSB)
6 Reserved GROUP NUMBER = 00000b
7 (MSB)
PARAMETER LIST LENGTH
8 (LSB)
9 CONTROL = 00h

e GROUP NUMBER = ‘0’

e ANCHOR = 0 for UFS. If ANCHOR = 1, the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense
code set to INVALID FIELD IN CDB.

e The PARAMETER LIST LENGTH field specifies the length in bytes of the UNMAP parameter data
that are sent from the application client to the device server.
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3917  11.3.26.1 UNMAP parameter list

3918 The UNMAP parameter list contains the data sent by an application client along with an UNMAP
3919  command. Included in the data are an UNMAP parameter list header and block descriptors for LBA
3920  extents to be processed by the device server for the UNMAP command. The LBAs specified in the block
3921  descriptors may contain overlapping extents, and may be in any order.

3922 Table 11-46 — UNMAP parameter list
Bit
7 6 5 4 3 2 1 0
Byte
0 (MSB)
UNMAP DATA LENGTH (n-1) EE—
1 (LSB)
2 (MSB)
UNMAP BLOCK DESCRIPTOR DATA LENGTH (n-7) EE—
3 (LSB)
4 (MSB)
Reserved
. (LSB)

UNMAP block descriptors

8 (MSB)
UNMAP block descriptor (first)
23 (LSB)
n-15 (MSB)
UNMAP block descriptor (last)
n (LSB)
3923 e The UNMAP DATA LENGTH field specifies the length in bytes of the following data that is
3924 available to be transferred from the data-out buffer. The unmap data length does not include the
3925 number of bytes in the UNMAP DATA LENGTH field.
3926 e The UNMAP BLOCK DESCRIPTOR DATA LENGTH field specifies the length in bytes of the
3927 UNMAP block descriptors that are available to be transferred from the data-out buffer. The unmap
3928 block descriptor data length should be a multiple of 16. If the unmap block descriptor data length is
3929 not a multiple of 16, then the last unmap block descriptor is incomplete and shall be ignored. If the
3930 UNMAP BLOCK DESCRIPTOR DATA LENGTH is set to zero, then no unmap block descriptors

3931 are included in the UNMAP parameter data. This condition shall not be considered an error.
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11.3.26.2 UNMAP block descriptor

Table 11-47 — UNMAP block descriptor

Bit
! 7 6 5 4 3 2 1 0
Byte
0 (MSB)
UNMAP LOGICAL BLOCK ADDRESS
. (LSB)
8 (MSB)
NUMBER OF LOGICAL BLOCKS
11 (LSB)
12
Reserved
15

The UNMAP LOGICAL BLOCK ADDRESS field contains the first LBA of the UNMAP block
descriptor to be unmapped.

The NUMBER OF LOGICAL BLOCKS field contains the number of LBAs to be unmapped
beginning with the LBA specified by the UNMAP LOGICAL BLOCK ADDRESS field.

To minimize performance degradation, the entire LBA region to be unmapped should be aligned with
the bOptimalWriteBlockSize value in the Unit Descriptor where possible (but not required).

If the NUMBER OF LOGICAL BLOCKS is set to zero, then no LBAs shall be unmapped for this
UNMAP block descriptor. This condition shall not be considered an error.

If the LBA specified by the UNMAP LOGICAL BLOCK ADDRESS field plus the number of logical
blocks exceeds the capacity of the medium, then the device server shall terminate the command with
CHECK CONDITION status with the sense key set to ILLEGAL REQUEST and the additional sense
code set to LOGICAL BLOCK ADDRESS OUT OF RANGE.

If the UFS device does not support Block Limits VPD page then MAXIMUM UNMAP LBA COUNT
value and MAXIMUM UNMAP BLOCK DESCRIPTOR COUNT value are defined as in the
following:

o MAXIMUM UNMAP LBA COUNT = LBA count reported in READ CAPACITY

o MAXIMUM UNMAP BLOCK DESCRIPTOR COUNT =1

If Vital Product Data Page is supported by the device, the MAXIMUM UNMAP LBA COUNT and
MAXIMUM UNMAP BLOCK DESCRIPTOR COUNT are set by the device manufacturer in the
Block Limits VPD page. If the total number of logical blocks specified in the UNMAP block
descriptor data exceeds the value indicated in the MAXIMUM UNMAP LBA COUNT field in the
Block Limits VPD page or if the number of UNMAP block descriptors exceeds the value of the
MAXIMUM UNMAP BLOCK DESCRIPTOR COUNT field in the Block Limits VPD page, then the
device server shall terminate the command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.
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11.3.26.3 UNMAP parameter list transfer

The Device Server requests to transfer the UNMAP parameter list from the Application Client data-
out buffer by issuing a series of READY TO TRANSFER UPIU’s (RTT).

The UNMAP parameter list is delivered in one or more segments sending DATA OUT UPIU
packets, as indicated in the RTT requests.

Zero or an incomplete number of segments may be requested, if an error occurs before the entire data
transfer is complete.

11.3.27 READ BUFFER Command
The READ BUFFER command is used in conjunction with the WRITE BUFFER command for

testing logical unit buffer memory
testing the integrity of the service delivery subsystem
Downloading microcode

Retrieving error history and statistics

The READ BUFFER command transfers a specified number of data bytes from a specified offset within a
specified buffer in the Device Server to a buffer in the Application Client.

The Command CDB shall be sent in a single COMMAND UPIU.
Table 11-48 — READ BUFFER command
Bit
7 6 5 4 3 2 1 0
Byte
0 OPERATION CODE (3Ch)
1 Reserved MODE
2 BUFFER ID
3 (MSB)
4 BUFFER OFFSET
5 (LSB)
6 (MSB)
7 ALLOCATION LENGTH
8 (LSB)
9 CONTROL = 00h
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11.3.27.1 Read Buffer Command Parameters

Table 11-49 — Read Buffer Command Parameters

Byte Bit Description

MODE: Specifies the function of this command. DATA MODE (02h) shall be

1 40 used to transfer UFS specific data. See table below for more detail.

BUFFER ID: Specifies a buffer within the logical unit. Buffer 0 shall be
2 7:0 supported. If more than one buffer is supported, then additional BUFFER ID
codes shall be assigned contiguously, beginning with one.

3.5 7:0

BUFFER OFFSET: Specifies the byte offset within the specified buffer from
which data shall be transferred.

6:8 7:0

ALLOCATION LENGTH: Specifies the maximum number of bytes of buffer
space that the Application Client has allocated for data reception.

11.3.27.2 Read Buffer Command Mode Field Values

Table 11-50 — Read Buffer Command Mode Field Values
MODE DESCRIPTION

00h Not used in UFS
01h Vendor Specific
02h Data
03h-1Ch | Not used in UFS
1Dh-1Fh | Reserved

The device shall support the MODE value of 02h, indicating Data Mode. The BUFFER ID field
specifies a buffer from which data shall be transferred. The BUFFER OFFSET field contains the
byte offset from which data shall be transferred.

The definition and structure of the data being transferred in Data Mode is device specific.

11.3.27.3 Read Buffer Command Data Transfer

The Device Server will read up to Allocation Length number of data bytes from the specified
Buffer Offset within a buffer specified by the Buffer ID in the Device Server and transfer them to
a buffer in the Application Client

o Less than Allocation Length will be transferred if Device Server contains less bytes

Data will be transferred from the Device Server to the Application Client via a series of DATA
IN UPIU’s

o The data transferred from the Device Server will be contained within the Data Segment of the
DATA IN UPIU

Zero or an incomplete number of DATA IN UPIU’s will be transferred if an error occurs before
the entire data transfer is complete
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11.3.27.4 Read Buffer Command Status Response

Status response will be sent in a single RESPONSE UPIU

If all requested data is successfully read and transferred, the READ BUFFER command will
terminate with a STATUS response of GOOD

If the unit is not ready to accept a new command (e.g., still processing previous command) a
STATUS response of BUSY will be returned

Failure can occur for numerous reasons. When the READ BUFFER command fails a STATUS
response of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such
as:

o ILLEGAL REQUEST (range or CDB errors)

o MEDIUM ERROR (medium failure, ECC, etc.)
o HARDWARE ERROR (hardware failure)

o UNIT ATTENTION (reset, power-on, etc.)

o etc.
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4014 11.3.28 WRITE BUFFER Command
4015 The WRITE BUFFER command is used in conjunction with the READ BUFFER command for

4016 e testing logical unit buffer memory

4017 e testing the integrity of the service delivery subsystem
4018 e Field Firmware Update
4019 e Retrieving error history and statistics

4020 The WRITE BUFFER command transfers a specified number of data bytes from a buffer in the
4021  Application Client to a specified buffer in the Device Server at a specified buffer offset

4022  The Command CDB shall be sent in a single COMMAND UPIU

4023 Table 11-51 — WRITE BUFFER command
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (3Bh)
1 Reserved MODE
2 BUFFER ID
3 (MSB)
4 BUFFER OFFSET
5 (LSB)
6 (MSB)
7 PARAMETER LIST LENGTH
8 (LSB)
9 CONTROL = 00h

4024
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11.3.28.1 Write Buffer Command Parameters

Table 11-52 — Write Buffer Command Parameters

Byte | Bit | Description
1 4:0 | MODE: Specifies the function of this command. See Table 11-53 for more detail.
BUFFER ID: Specifies a buffer within the logical unit. Buffer 0 shall be supported. If more
2 7:0 | than one buffer is supported, then additional BUFFER ID codes shall be assigned
contiguously, beginning with one.
35 7:0 BUFFER OFFSET: Specifies the byte offset within the specified buffer from which data
' ' shall be transferred.
68 7:0 PARAMETER LIST LENGTH: Specifies the maximum number of bytes the Application

Client buffer will transfer to the Device Server.

11.3.28.2 Write Buffer Command Mode Field Values

Table 11-53 — Write Buffer Command Mode Field Values

MODE DESCRIPTION

00h Not used in UFS
01h Vendor Specific
02h Data
03h Not used in UFS
04h Not used in UFS
05h Not used in UFS
06h Not used in UFS
07h Not used in UFS
08h-0Dh Not used in UFS
OEh Download microcode with offsets, save and defer active
OFh Not used in UFS

10h-1Ch Not used in UFS

1Dh-1Fh Reserved

The device shall support the MODE value of 02h, indicating Data Mode. The BUFFER ID field
specifies a buffer to which data shall be transferred. The BUFFER OFFSET field specifies the
location to which the data is written.

The definition and structure of the data being transferred in Data Mode is device specific.

UFS device shall support a MODE value of OEh for microcode download as defined in section Field
Firmware Update.
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11.3.28.2.1 Field Firmware Update
UFS Field Firmware Update (FFU) is based on microcode download definition in [SPC].

[SPC] describes multiple operation modes for microcode download which are selected using the MODE
field in the WRITE BUFFER command. UFS supports only the MODE field value OEh: “Download

microcode with offsets, save, and defer active”.

The deferred microcode shall be activated and no longer considered deferred when a power on or a hard
reset occurs. Note that in UFS, START STOP UNIT command, FORMAT UNIT command or WRITE
BUFFER command (MODE=0Fh) will not activate the microcode.

UFS FFU uses the following mechanism:

1) Host delivers the microcode using one or more WRITE BUFFER commands through any logical unit
which supports the WRITE BUFFER command. The host specifies: MODE = OEh, BUFFER
OFFSET, which should be aligned to 4 Kbyte, BUFFER ID = 00h, and the PARAMETER LIST
LENGTH field indicating the number of bytes to be transferred.

All WRITE BUFFER commands should be sent to the same logical unit with task attribute set to
simple or ordered. In the sequence of WRITE BUFFER commands used to deliver the microcode, the
BUFFER OFFSET values should be in increasing order and it should start from zero.

2) bFFUTimeout indicates the maximum time in which the device may handle the WRITE BUFFER
command. Within this time access to the device is limited or not possible.

3) Following a successful delivery of the microcode, the host activates the new firmware using a
hardware reset or a power cycle. The UFS device shall use new firmware upon hard reset or power
up. Host should be aware that the first initialization flow after a successful delivery of the microcode
may be longer than usual.

4) After device initialization, the host should read bDeviceFFUStatus attribute and verify that the new
firmware was updated successfully.

Other modes of WRITE BUFFER command are not supported by the UFS device for FFU process.
11.3.28.3 Write Buffer Command Data Transfer

The Device Server requests to transfer the buffer data from the Application Client data-out buffer by
issuing a series of READY TO TRANSFER UPIU’s (RTT).

The buffer data is delivered in one or more segments sending DATA OUT UPIU packets, as indicated in
the RTT requests.

Zero or an incomplete number of segments may be requested, if an error occurs before the entire data
transfer is complete.

The received data is written to the location specified by the BUFFER OFFSET field within the buffer
specified by the BUFFER ID field.
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4071  11.3.28.4 Write Buffer Command Status Response
4072 e STATUS response will be sent in a single RESPONSE UPIU
4073 o If the requested data is successfully transferred and written, the WRITE BUFFER command will
4074 terminate with a STATUS response of GOOD
4075 o If the unit is not ready to accept a new command (e.g., still processing previous command) a STATUS
4076 response of BUSY will be returned
4077 e Failure can occur for numerous reasons. When the WRITE BUFFER command fails a STATUS
4078 response of CHECK CONDITION will be returned along with an appropriate SENSE KEY, such as:
4079 o ILLEGAL REQUEST (range or CDB errors)
4080 o MEDIUM ERROR (medium failure, ECC, etc.)
4081 o HARDWARE ERROR (hardware failure)
4082 o UNIT ATTENTION (reset, power-on, etc.)
4083 o etc.

4084
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114

Mode Pages

This section describes the mode pages used with MODE SELECT command and MODE SENSE
command. Subpages are identical to mode pages except that they include a SUBPAGE CODE field that
further differentiates the mode page contents.

11.4.1 Mode Page Overview
11.4.1.1 Mode Page/Subpage Codes
e Mode pages and subpages are selected by Page Code field and the Subpage Code field

o UFS devices are not required to support subpages (subpage = 0)

Table 11-54 — Mode page code usage

Page Code Subpage Code | Description Page Format
00h Vendor specific | Vendor specific page Vendor specific format
00h Device specific STANDARD Page 0 format
page (subpage 0)
01h to 1Fh 01hto DFh Device specific SUBPAGE Subpage format
(SCsI EOh to FEh Vendor specific SUBPAGE Subpage Format
SPECIFIC)
Return all SUBPAGES for the | Page 0 format for subpage 00h,
FFh specified device specific subpage format for subpages 01h to
mode page FEh
00h Vendor specific STANDARD Page 0 format
page (subpage 0)
20h to 3Eh -
01h to FEh Vendor specific SUBPAGE Subpage format
(VENDOR
SPECIFIC) Return all SUBPAGES for the | Page 0 format for subpage 00h,
FFh specified vendor specific subpage format for subpages 01h to
mode page FEh
00h Return all STANDARD pages Page 0 format
(subpage 0)
3Fh
01h to FEh Reserved NA
(Return ALL
pages) Page 0 format for subpage 00h,
FFh Return all subpages for all sub_page format for subpages 01h

mode pages

to FEh
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4095 11.4.1.2 Mode parameter list format
4096  General format for reading or writing mode pages.
4097  UFS will not implement Block Descriptor field
4098 Table 11-55 — UFS Mode parameter list
Bit
7 6 5 4 3 2 1 0
Byte

Mode Parameter Header

Block Descriptor(s)

Mode Page(s) or Subpages or Vendor specific pages

4099 11.4.1.3 Mode Parameter Header

4100  The mode parameter header that is used by the MODE SELECT (10) command and the MODE SENSE
4101  (10) command is defined in the following table.

4102 Table 11-56 — UFS Mode parameter header (10)
Bit
7 6 5 4 3 2 1 0
Byte
0 (MSB)
MODE DATA LENGTH —

1 (LSB)
2 MEDIUM TYPE = 00h

DEVICE SPECIFIC PARAMETER
3

WP Reserved = 00b DPOFUA Reserved = 0000b

4 Reserved = 00h LO';ICO;:;BA
5 Reserved = 00h
6 (MSB) BLOCK DESCRIPTOR LENGTH
7 =0000h (LSB)

4103  When using the MODE SENSE command, the MODE DATA LENGTH field indicates the length in
4104  bytes of the following data that is available to be transferred. The mode data length does not include the
4105 number of bytes in the MODE DATA LENGTH field. When using the MODE SELECT command, this
4106  field is reserved.

4107
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11.4.1.4 Mode Parameter Header Detail

Table 11-57 — Mode Parameter Header Detail

Byte | Bit | Description
MODE DATA LENGTH: Indicates the length in bytes of data following this field that is

0:1 7:0 | available to transfer. This value does not include the size of this field (2 bytes). For MODE
SENSE 10-byte CDB, this value will be calculated as 6 + page data bytes.

. MEDIUM TYPE: Indicates the medium type of the device. For UFS this value shall be set
2 7:0 A )
to 00h, indicating Data Medium.
DEVICE SPECIFIC PARAMETER: Direct access device specific value.
When used with the MODE SELECT command, the write protect (WP) bit is reserved.
When used with the MODE SENSE command, a WP bit set to one indicates that the
medium is write-protected, a WP bit set to zero indicates that the medium is not write-
. . protected .
' When used with the MODE SELECT command, the DPOFUA bit is reserved.

When used with the MODE SENSE command, a DPOFUA bit set to zero indicates that the
device server does not support the DPO and FUA bits.
When used with the MODE SENSE command, a DPOFUA bit set to one indicates that the
device server supports the DPO and FUA bits
BLOCK DESCRIPTOR LENGTH: Length of block descriptor in parameter list. For UFS

6:7 7:0 | this value shall be 00h indicating that there is no block descriptor(s) used in the parameter
list.

NOTE 1 The WP bit shall be set to one when the logical unit is write-protected by any method, including any one of
the following:

e the software write protect (SWP) bit in the Control mode page is set to one

e the logical unit is configured as permanently write protected and fPermanentWPEn = 1

e the logical unit is configured as power on write protected and fPowerOnWPEN =1

e the device is write-protected by vendor-specific electrical or mechanical mechanism.
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11.4.1.5 Page_ 0 mode page format
Table 11-58 — Page 0 mode page format
Bit
7 6 5 4 3 2 1 0
Byte
SPF
0 PS (Ob) PAGE CODE
1 PAGE LENGTH (n—1)
2
Mode Parameters
n
Table 11-59 — Page 0 Format parameters
Byte | Bit | Description
PS: Indicates the page parameters can be saved. When using the MODE SENSE
command, the PS bit set to one indicates that the mode page may be saved by the logical
0 7:7 | unitin a nonvolatile, vendor specific location. A PS bit set to zero indicates that the device
server is not able to save the supported parameters. When using the MODE SELECT
command, the PS bit is reserved.
0 66 SPF: Indicates SUBPAGE format. When set to zero indicates that the PAGE 0 format is
' being used. When set to one, indicates the SUBPAGE mode page format is being used.
0 5:0 | PAGE CODE: Indicates the format and parameters for particular mode page.
1 7:0 | PAGE LENGTH: Indicates the size in bytes of the following mode page parameters.
2:N 7:0 | MODE PARAMETERS: The contents of the indicated mode page.
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11.4.1.6 Sub_page mode page format

Table 11-60 — Sub_page mode page format

Bit
7 6 5 4 3 2 1 0
Byte
PS SPF (1b) PAGE CODE
SUBPAGE CODE
(MSB)
PAGE LENGTH (n —3) —
(LSB)
Mode Parameters
Table 11-61 — Subpage Format parameters
Byte | Bit | Description
PS: Indicates the page parameters can be saved. When using the MODE SENSE command,
the PS bit set to one indicates that the mode page may be saved by the logical unitin a
0 7:7 | nonvolatile, vendor specific location. A PS bit set to zero indicates that the device server is
not able to save the supported parameters. When using the MODE SELECT command, the
PS bit is reserved.
0 66 SPF: Indicates SUBPAGE format. When set to zero indicates that the PAGE 0 format is
"~ | being used. When set to one, indicates the SUBPAGE mode page format is being used.
0 5:0 PAGE CODE: Page and Subpage code indicates the format and parameters for particular
"~ | mode page.
1 7:0 SUBPAGE CODE: Page and subpage code indicates the format and parameters for
"~ | particular mode page.
2:3 | 7:0 | PAGE LENGTH: Indicates the size in bytes of the following mode page parameters.
4:N | 7:0 | MODE PARAMETERS: The contents of the indicated mode page.
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Table 11-62 shows the mode pages supported by UFS device. This standard does not define any

additional subpages.

Table 11-62 — UFS Supported Pages

PAGE SUBPAGE
PAGE NAME DESCRIPTION
CODE CODE
CONTROL 0Ah 00h Return CONTROL mode page
READ-WRITE
ERROR 01lh 00h Return READ-WRITE ERROR RECOVERY mode page
RECOVERY
CACHING 08h 00h Return CACHING mode page
ALL PAGES 3Fh 00h Return all mode pages (not including subpages)
ALL SUBPAGES 3Fh FFh Return all mode pages and subpages

If the device has more than one logical unit, host should read Mode Page Policy VPD in order to know
whether the logical unit maintains its own copy of the mode page and subpage or all logical units share
the mode page and subpage.
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11.4.2.1 Control Mode Page

The Control mode page provides controls over SCSI features that are applicable to all device types (e.g.,
task set management and error logging).

Table 11-63 defines the Control mode page default value (PC = 10b).
Table 11-63 — Control Mode Page default value

Bit
7 6 5 4 3 2 1 0
Byte

0 PS SPF (0) PAGE CODE (0Ah)
1 PAGE LENGTH (0Ah)

_ TMF_ONL DPICZ D_SENS GLTSD RLEC
2 TST = 000b Y ~ Ob E —0b - 0b

=0b B =0b B B
3 QUEUE ALGORITHM MODIFIER NUAR QERR Obsolete
=0001b =0b = 00b =0b
4 VS RAC UA_INTLCK_CTRL SWP Obsolete
=0b =0b =00b =0b = 000b
5 ATO TAS ATMPE RWWP Reserved AUTOLOAD MODE
=0b =0b =0b =0b =0b = 000b
6 Obsolete
7 = 0000h
8 (MSB)
BUSY TIMEOUT PERIOD
9 (LSB)
10 (MSB)
EXTENDED SELF-TEST COMPLETION TIME

11 (LSB)

NOTE 1 Default values for PS bit, BUSY TIMEOUT PERIOD field and EXTENDED SELF-TEST COMPLETION

TIME field are device specific.

The following Control mode page field shall be changeable: SWP. The following Control mode page
fields are not changeable: TST and BUSY TIMEOUT PERIOD. Other fields may or may not be
changeable, refer to the vendor datasheet for details.
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114211 Control Mode Page Parameters
Table 11-64 — Control Mode Page Parameters
Byte | Bit | Description
TST: Indicates Task Set Type.
1 7:5 | 000b indicates the logical unit maintains one task set for all |_T nexuses.
Others: reserved.
SWP: A software write protect (SWP) bit set to one specifies that the logical unit shall
4 33 inhibit writing to the medium after writing all cached or buffered write data, if any. When
' SWP is one, all commands requiring writes to the medium shall be terminated with CHECK
CONDITION status, with the sense key set to DATA PROTECT
BUSY TIMEOUT PERIOD: The BUSY TIMEOUT PERIOD field specifies the maximum
8:9 7:0 time, in 100 milliseconds increments, that the application client allows for the device server
’ ' to return BUSY status for commands from the application client. A 0000h value in this field
is undefined. An FFFFh value in this field is defined as an unlimited period.

NOTE 1

In addition to the software write protection, logical units may be configured as permanently write protected
or power on write protected. A logical unit is writeable if all types of write protection are disabled. Logical units may be
write protected setting SWP to one or using one of the methods described in 12.3, Device Data Protection.
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4147 11.4.2.2 Read-Write Error Recovery Mode Page

4148  The Read-Write Error Recovery mode page specifies the error recovery parameters the device server shall
4149  use during any command that performs a read or write operation to the medium (e.g., READ command,
4150  WRITE command, or VERIFY command).

4151  Table 11-65 defines the Read-Write Error Recovery mode page default value (PC = 10b).

4152 Table 11-65 — Read-Write Error Recovery Mode Page default value
Bit
7 6 5 4 3 2 1 0
Byte
0 PS SPF (Ob) PAGE CODE (01h)
1 PAGE LENGTH (0Ah)
> AWRE ARRE B RC EER PER DTE DCR
=1b =0b =0b =0b =0b =0b =0b =0b

3 READ RETRY COUNT
4 Obsolete = 00h
5 Obsolete = 00h
6 Obsolete = 00h

TPERE _ Restricted for MMC-6
7 — Ob Reserved = 00000b — 00b
8 WRITE RETRY COUNT
9 Reserved = 00h
10 (MSB)

RECOVERY TIME LIMIT EE—
11 (LSB)
NOTE 1 Default values for PS field, READ RETRY COUNT field, WRITE RETRY COUNT field and RECOVERY
TIME LIMIT are device specific

4153

4154  This standard does not define which Read-Write Error Recovery mode page fields are changeable, refer to
4155  vendor datasheet for details.

4156
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11.4.2.2.1 Read-Write Error Recovery Parameters
Table 11-66 — Read-Write Error Recovery Parameters
Byte Bit | Description
. READ RETRY COUNT: The READ RETRY COUNT field specifies the number of times
3 7:0 . : . . g
that the device server shall attempt its recovery algorithm during read operations.
. WRITE RETRY COUNT: The WRITE RETRY COUNT field specifies the number of times
8 7:0 ) . . ; ; .
that the device server shall attempt its recovery algorithm during write operations.
RECOVERY TIME LIMIT: The RECOVERY TIME LIMIT field specifies in milliseconds the
10111 | 70 maximum time duration that the device server shall use for data error recovery
' ' procedures. When both a retry count and a recovery time limit are specified, the field that
specifies the recovery action of least duration shall have priority.
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4160 11.4.2.3 Caching Mode Page
4161  The Caching mode page defines the parameters that affect the use of the cache. A UFS device shall
4162  implement support for following parameters.
4163  Table 11-67 defines the Caching mode page default value (PC = 10b).
4164 Table 11-67 — Caching Mode Page default value
Bit
7 6 5 4 3 2 1 0
Byte
0 PS SPF (Ob) PAGE CODE (08h)
1 PAGE LENGTH (12h)
2 IC ABPF CAP DISC SIZE WCE MF RCD
=0b =0b =0b =0b =0b =1b =0b =0b
3 DEMAND READ RETENTION PRIORITY WRITE RETENTION PRIORITY
=0000b = 0000b
4 (MSB) DISABLE PRE-FETCH TRANSFER LENGTH
5 = 0000h (LSB)
6 (MSB) MINIMUM PRE-FETCH
7 = 0000h (LSB)
8 (MSB) MAXIMUM PRE-FETCH
9 = 0000h (LSB)
10 (MSB) MAXIMUM PRE-FETCH CEILING
11 = 0000h (LSB)
12 FSwW LBCSS DRA Vendor Specific Reserved NV_DIS
=0b =0b =0b =00b =00b =0b
13 NUMBER OF CACHE SEGMENTS = 00h
14 (MSB) CACHE SEGMENT SIZE
15 = 0000h (LSB)
16 Reserved = 00h
17
18 Obsolete = 000000h
19
4165  The following Caching mode page fields shall be changeable: WCE and RCD. Other fields may or may
4166  not be changeable, refer to the vendor datasheet for details.

4167
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Caching Mode Page Parameters
Table 11-68 — Caching Mode Page Parameters

Byte

Bit

Description

2:2

WCE: WRITE BACK CACHE ENABLE. A writeback cache enable bit set to zero specifies
that the device server shall complete a WRITE command with GOOD status only after
writing all of the data to the medium without error. A WCE bit set to one specifies that the
device server may complete a WRITE command with GOOD status after receiving the
data without error and prior to having written the data to the medium.

0:0

RCD: READ CACHE DISABLE. A read cache disable bit set to zero specifies that the
device server may return data requested by a READ command by accessing either the
cache or medium. A RCD bit set to one specifies that the device server shall transfer all of
the data requested by a READ command from the medium (i.e., data shall not be
transferred from the cache).

NOTE 1 Fields that are not supported by UFS should be set to zero, and are documented assigning a value of zero
to them (e.g., PS=0b). The device may ignore values in fields that are not supported by UFS.
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11.5 Vital product data parameters
11.5.1 Overview

The vital product data (VPD) pages are returned by an INQUIRY command with the EVPD bit set to one
and contain vendor specific product information about a logical unit and SCSI target device.

A UFS device shall support the following VPD pages:
e Supported VPD Pages
o Mode Page Policy;
Support for other VPD pages is optional.
11.5.2 VPD page format
Table 11-69 shows the VPD page structure.
Table 11-69 — VPD page format

Bit
7 6 5 4 3 2 1 0
Byte

0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE
1 PAGE CODE
2 (MSB)

PAGE LENGTH (n-3) —
3 (LSB)
4 (MSB)

VPD parameters EE—

n (LSB)

The PERIPHERAL QUALIFIER field and the PERIPHERAL DEVICE TYPE field are the same as
defined for standard INQUIRY data (see 11.3.2.2).

The PAGE CODE field identifies the VPD page and contains the same value as in the PAGE CODE field
in the INQUIRY CDB (see 11.3.2).

The PAGE LENGTH field indicates the length in bytes of the VPD parameters that follow this field.
See [SPC] for further details.
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4190 11.5.3 Supported VPD Pages VPD page

4191  The Supported VDP Pages VPD page contains a list of the VPD page codes supported by the logical unit
4192  (see Table 11-70).

4193
4194 Table 11-70— Supported VPD Pages VPD page
Bit 7 6 5 4 3 2 1 0
Byte
0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE
1 PAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n-3) —_—]
3 (LSB)
4
Supported VPD page list
n
4195

4196  The supported VVPD page list shall contain a list of all VPD page codes implemented by the logical unit in
4197  ascending order beginning with page code 00h.
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4198 1154 Mode Page Policy VPD page

4199  The Mode Page Policy VPD page (see Table 11-71) indicates which mode page policy is in effect for
4200  each mode page supported by the logical unit.

4201 Table 11-71 — Mode Page Policy VPD page
Bit
7 6 5 4 3 2 1 0
Byte
0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE
1 PAGE CODE (87h)
2 (MSB)

PAGE LENGTH (n-3) —
3 (LSB)

Mode page policy descriptor list

Mode page policy descriptor [first]

n-3

Mode page policy descriptor [last]
n

4202  Each mode page policy descriptor (see Table 11-72) contains information describing the mode page
4203  policy for one or more mode pages or subpages.

4204 Table 11-72 — Mode page policy descriptor
Bit
7 6 5 4 3 2 1 0
Byte
0 Reserved POLICY PAGE CODE
1 POLICY SUBPAGE CODE
2 MLUS Reserved MODE PLAGE POLICY
=00b
3 Reserved

4205 The POLICY PAGE CODE field and POLICY SUBPAGE CODE field indicate the mode page and
4206  subpage to which the descriptor applies. See [SPC] for further details.

4207
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11.5.4 Mode Page Policy VPD page (cont’d)

If more than one logical unit are configured in the device, a multiple logical units share (MLUS) bit set to
one indicates the mode page and subpage identified by the POLICY PAGE CODE field and POLICY
SUBPAGE CODE field is shared by more than one logical unit.

A MLUS bit set to zero indicates the logical unit maintains its own copy of the mode page and subpage
identified by the POLICY PAGE CODE field and POLICY SUBPAGE CODE field.

Table 11-73 describes the mode page policies.
Table 11-73 — MODE PAGE POLICY field

Code Description
00b Shared
01b Per target port
10b Obsolete
11b Per |_T nexus

NOTE This standard defines only one target port and one initator port.
MODE PAGE POLICY field shall be set to zero (Shared).
See [SPC] for further details about Mode Page Policy VPD page.
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12 UFS SECURITY

This section summarizes UFS device security features and the implementation details. These features
include: Secure mode operation, data and register protection, RPMB and reset.

12.1  UFS Security Feature Support Requirements
The security features defined in this standard are mandatory for all devices.

The following security features are defined: replay protected memory block (RPMB), secure mode and
different types of logical unit write protection.

12.2  Secure Mode
12.2.1 Description

UFS devices will be used to store user’s personal and/or corporate data information. The UFS device
provides a way to remove the data permanently from the device when requested, ensuring that it cannot
be retrieved using reverse engineering on the memory device.

The UFS device shall support a secure and insecure mode of operation. In the secure mode all operations
that result in the removal or retiring of information on the device will purge this information in a secure
manner, as outlined in 12.2.2.1, Secure Removal.

The secure mode is applied at the logical unit level, so different logical unit may have different secure
modes.
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12.2.2 Requirements
12.2.2.1 Secure Removal

The way in which data is removed securely from the device is dependent on the type of memory
technology that is used to implement the UFS device. Three common methods that apply to most memory
types implemented at the time of this spec are:

1) The device controller shall issue an erase operation to the addressed location.

2) The device controller shall overwrite the addressed locations with a single character and erase the
device.

3) The device controller shall overwrite the addressed locations with a character, its complement, then a
random character

UFS devices shall support at least one secure removal method.
12.2.2.2 Erase Operation

Erase is an operation that moves data from the mapped address space to the unmapped address space.
The regions in the mapped address space where erase was applied will be set to the erased value of zero.
This operation places no requirement on what the device is required to do with the data in the unmapped
address space. After an erase is executed, software on the host should not be able to retrieve the erased
data.

The minimum data range that an erase operates on is the smallest region that can be written.
12.2.2.3 Discard Operation

Discard is a non-secure variant of the erase functionality. The distinction between discard and erase is the
device behavior where the device is not required to guarantee that host would not retrieve the original
data from one or more LBA’s that were marked for discard when a read operation is directed to the
LBA’s.

12.2.2.4 Purge Operation

The Purge operation operates on the unmapped address space. When the operation is executed it results in
removing all the data from the unmapped address space. This is done in accordance with the
bSecureRemovalType parameter value of the Device Descriptor. This mode allows the host system to
protect against die level attacks.
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12.2.3 Implementation
12.2.3.1 Erase

The erase functionality is implemented using the UNMAP command and it is enabled if the
bProvisioningType parameter in the Unit Descriptor is set to 03h (TPRZ = 1).

The device behavior shall comply with the UNMAP definition in [SBC] when the TPRZ bit in the READ
CAPACITY(16) parameter data is set to one.

As defined in [SBC],

e The UNMAP command causes a mapped LBA to transition from mapped state to deallocated state if
an unmap operation completes without error.

e Since the TPRZ bit is set to one if the erase functionality is enabled, a READ command specifying a
deallocated LBA shall return zero.

e The device server may maintain a deallocated LBA in deallocated state until a write operation
specifying that LBA is completed without error.

e Or, the device server may transition a deallocated LBA from deallocated state to mapped state at any
time (autonomous state transition). For UFS, if TPRZ bit is set to one and an autonomous transition to
the mapped state occurs, the LBA shall be mapped to a physical block(s) containing data with all bits
set to zero.

LBA’s to be erased may be aligned to multiples of the dEraseBlockSize parameter value, where it is
possible, to minimize performance impact. dEraseBlockSize is a parameter included in the Unit
Descriptor.

12.2.3.2 Discard

The discard functionality is implemented using the UNMAP command and it is enabled if the
bProvisioningType parameter in the Unit Descriptor is set to 02h (TPRZ = 0). The device behavior shall
comply with the UNMAP definition in [SBC] when the TPRZ bit in the READ CAPACITY(16)
parameter data is set to zero.

As defined in [SBC],

e The UNMAP command causes a mapped LBA to transition from mapped state to deallocated state if
an unmap operation completes without error.

e Since the TPRZ bit is set to zero if the discard functionality is enabled, a READ command specifying
a deallocated LBA may return any data..

e The device server may maintain a deallocated LBA in deallocated state until a write operation
specifying that LBA is completed without error.

e Or, the device server may transition a deallocated LBA from deallocated state to mapped state at any
time (autonomous state transition). For UFS, if TPRZ bit is set to zero and an autonomous transition
to the mapped state occurs, the LBA shall be mapped to a physical block(s) containing any data
including the original data before UNMAP operation.

LBA’s to be discarded may align to multiples of the dEraseBlockSize where possible to minimize
performance impact. dEraseBlockSize is a parameter included in the Unit Descriptor.
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12.2.3.3 Purge operation

The purge operation is implemented via Query Functions with Attributes and Flags. In particular, the
fPurgeEnable flag allows to enable or disable the execution of a purge operation, and the bPurgeStatus
attribute provides information about the operation status.

fPurgeEnable flag

O

@)

O

O

O

Write only volatile flag, set to zero after power on or reset.
Purge operation is enabled when this flag is equal to one, otherwise it is disabled.
This flag can only be set when the command queue of all logical units are empty.

This flag is automatically cleared by the UFS device when the operation completes or an error
condition occurs.

This flag can be cleared by the host to interrupt an ongoing purge operation.

bPurgeStatus attribute

O

O

Read only attribute.

This attribute can be set to one of the following values:

- 00h: Idle (purge operation disabled).

- 01h: Purge operation in progress.

- 02h: Purge operation stopped prematurely by the host.

- 03h: Purge operation completed successfully.

- 04h: Purge operation failed due to logical unit queue not empty
- 05h: Purge operation general failure.

Other values are reserved and shall not be set.

bPurgeStatus is set to 00h (Idle) after power on or reset.

When the host enables the purge operation setting fPurgeEnable flag to one, and if all logical unit
command queue are empty, the bPurgeStatus will be set to 0lh to indicate that the purge
operation is in progress. The bPurgeStatus shall be set to 03h if the operation is completed
successfully, or to 05h if a failure occurred.

If the host attempts to enable the purge operation when there is at least one logical unit with
command queue not empty, the setting of fPurgeEnable flag shall fail, Query Response field in
the QUERY RESPONSE UPIP shall be set to FFh (“General Failure”), the purge operation shall
not start, and the bPurgeStatus shall be set to 04h.

If an ongoing purge operation is interrupted by the host setting the fPurgeEnable flag to zero, the
bPurgeStatus shall be set to 02h.

When the bPurgeStatus is equal to the values 02h, 03h, 04h or 05h, the bPurgeStatus shall be
automatically cleared to 00h (Idle) the first time that it is read. The bPurgeStatus values of 00h
and 01h shall not be modified as a result of a read.
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12.2.3.3 Purge operation (cont’d)

If a purge operation is in progress (bPurgeStatus = 01h) commands sent to any logical units or to the
RPMB well known logical unit will fail. The device shall return the sense key “NOT READY” to
show that the command failed because a purge operation was in progress. Descriptors, attributes and
flags may be read when a purge operation is in progress, while only fPurgeEnable flag may be
written. A query request to write descriptors, attributes or flags (except fPurgeEnable) shall be
terminated with Query Response field set to “General Failure”.

If the host needs to execute a command urgently when a purge operation is in progress, it may
interrupt the purge operation. In particular, before issuing any command, the host sets fPurgeEnable
flag to zero, waits until the device interrupts the operation, and then sets the bPurgeStatus attribute to
02h (purge operation stopped prematurely).

If a power failure occurs the fPurgeEnable flag and bPurgeStatus attribute shall be reset to zero. In
this case the device will not indicate that operation failed.

Figure 12-1 shows the Purge operation state machine. There are two states: “Idle” and “Purge Op. in
progress”.

After power on, the purge operation state is “Idle”, and the purge operation is disabled.

To enable the execution of a purge operation, the host sets fPurgeEnable flag to one sending a QUERY
REQUEST UPIU. If the setting is executed successfully, the state will transition to “Purge Op. in
progress” and the purge operation will start (bPurgeStatus = 01h). If there is a least one logical unit with
command queue not empty, the setting of fPurgeEnable flag shall fail, the purge operation shall not start,
the state shall remain “Idle”, and bPurgeStatus shall be set to 04h.

When the purge operation is completed, the state will transition automatically to “Idle”, and bPurgeStatus
shall be set to 03h if the operation is completed successfully, or 05h in case of failure.

State bPurgeStatus
Power-on
Idle 00h, 02h, 03h, 04h, 05h
Set fPurgeEnable / Purge o
Fail in ge op. 01h
progress

@

Transition | Description

Set fPurgeEnable and LU
command queues not empty
Set fPurgeEnable and LU
command queues empty

Set fPurgeEnable / \ 3 Clear fPurgeEnable
Success

1

2

()]

Automatic transition when the
4 purge operation completes
successfully or with failure

~ Clear fPurgeEnable /
Success Input / Output

/@

Purge op.
Purge op. completed / in progress

Success or Fail

NOTE 1 On each transition the input event (triggering the state transition) and the output of the transition itself are mentioned.

Figure 12-1 — Purge operation state machine

The host may interrupt an ongoing purge operation clearing the fPurgeEnable flag, when the operation
has been interrupted the state will transition to “Idle” and bPurgeStatus will be set to 02h.
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12.2.3.4 Wipe Device

The wipe device operation is fulfilled issuing the FORMAT UNIT command to all enabled logical units.
If the logical unit is write protected using one of the methods described in 12.3, Device Data Protection,
or if the SWP bit in Control Mode Page is one, then the FORMAT UNIT command shall fail and the
content of the medium shall not be altered.

A FORMAT UNIT command sent to the Device well known logical unit requests the device format all
enabled logical units except the RPMB well known logical unit. If any logical unit is write protected
when the FORMAT UNIT command is issued to Device well known logical unit, the FORMAT UNIT
command shall fail and the content of the medium shall not be altered.

The fields of the FORMAT UNIT command should be set as described in the following:

e The Format data (FMTDATA) bit shall be set to zero to specify that no parameter list will be provided.
e The DEFECT LIST FORMAT shall be set to 000b.

e The format protection information (FMTPINFO) shall be set to 00b.

e The vendor specific byte shall be set to 00h.

The UFS device shall ignore CMPLST and LONGLIST bits since FMTDATA is set to zero.

12.2.3.5 DbProvisioningType Parameter

Logical units can be configured in secure mode using bProvisioningType parameter of the Unit
Descriptor. This parameter allows to enable thin provisioning and define TPRZ bit value in the READ
CAPACITY parameter data.

The secure mode is enabled if thin provisioning is enabled and TPRZ bit is equal to one. In this mode all
operations shall be performed using the mode defined by bSecureRemovalType parameter in the Device
Descriptor. Only one type of removal type can be defined for an entire device.

bProvisioningType parameter can be set to the following values:
e (0h: to disable thin provisioning

e 02h: to enable thin provisioning and set TPRZ to zero

e 03h: to enable thin provisioning and set TPRZ to one

TPRZ bit value of zero indicates the device is in normal mode.

As all other Unit Descriptor configurable parameters, the bProvisioningType value is set writing the
Configuration Descriptor. See 14.1.4.3, Configuration Descriptor, for details.
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12.2.3.6 bSecureRemovalType Parameter

The bSecureRemovalType parameter within the Device Descriptor defines how information is removed
from the physical memory during a Purge operation. This parameter may be set during system integration
writing the Configuration Descriptors. bSecureRemovalType values are defined as follows:

Value of ‘03h’ will result in the information being removed using a vendor defined mechanism.

Value of 02h” will result in all information being removed by overwriting the addressed locations
with a character, its complement, then a random character.

Value of ‘01h” will result in all information being removed by overwriting the addressed locations
with a single character followed by an erase.

Value of ‘00h’ will result in all information being removed by an erase of the physical memory
(default).

Other values are reserved for future use and shall not be set.

Device manufacturers are only required to support the mechanism required by their memory array
technology.

For additional information please refer to the http://www.killdisk.com/dod.htm or to the following
documents for more details:

o DoD 5220.22-M (http://www.dtic.mil/whs/directives/corres/pdf/522022m.pdf) and
o NIST SP 800-88 (http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_revl.pdf)
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12.3  Device Data Protection
12.3.1 Description and Requirements

UFS device data content can be protected at the logical unit level. The following protection modes shall
be available:

e Permanent write protection (permanent: once enabled it cannot be reversed)

e Power on write protection (write protection can be cleared with a power cycle or a hardware reset
event)

e Secure write protection (write protection can only be configured and enabled/disabled using secure
authenticated methods)

These modes of write protections are not implemented in the RPMB well known logical unit.
There shall also be a method to read the protection mode that is currently enabled for a logical unit.
12.3.2 Implementation

The protection mode can be defined at logical unit level configuring the bLUWriteProtect parameter of
the Unit Descriptor. The write protection modes are encoded as shown below:

00h: Logical unit not write protected (or secure write protected if one or more secure write protect
entry is set)

01h: Logical unit power on write protected
02h: Logical unit permanently write protected

A power on write protected logical unit (bLUWriteProtect = 01h) can be written only if fPowerOnWPEnN
flag is equal to zero. The fPowerOnWPEN flag is set to zero after a power cycle or hardware reset event,
once it is set to one it cannot be toggled or cleared by the host.

The fPermanentWPEN flag shall be set to one to enable the write protection of all permanently write
protected logical unit (bLUWriteProtect = 02h); logical unit can be written if fPermanentWPEn flag is
equal to Ob. The fPermanentWPEnN flag is write once: it cannot be toggled or cleared once it is set. The
fPermanentWPERN flag shall be zero after device manufacturing.

LBA areas within logical units may be write protected using the secure write protection mode.

Secure write protect areas are configured setting the Secure Write Protect Configuration Block, and they
may only be created in logical units configured as “not write protected” (bLUWTiteProtect=00h).

One logical unit may have up to four secure write protect areas. However the total number of secure write
protect areas in a device shall not be more than bNumSecureWPArea.

A secure write protect area can be written only if write protection is disabled in the related Secure Write
Protect Entry (WPF flag = 0b). See 12.4.3.1 for more details.

It is recommended to set fPowerOnWPEN flag, fPermanentWPEnN flag or WPF flag when all command
gueues are empty, and wait device query response before enqueuing write command.

If an LBA is write protected, then otherwise valid commands that request unmap, format or alteration of
the medium related to that LBA shall be rejected with CHECK CONDITION status with the sense key set
to DATA PROTECT.
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124 RPMB
12.4.1 Introduction

A signed access to a Replay Protected Memory Block is provided. This function provides means for the
system to store data to the specific memory area in an authenticated and replay protected manner. This is
provided by first programming authentication key information to the UFS device memory (shared secret).

As the system cannot be authenticated yet in this phase the authentication key programming have to take
in a secure environment like in an OEM production. Further on the authentication key is utilized to sign
the read and write accesses made to the replay protected memory area with a Message Authentication
Code (MAC).

Usage of random number generation and count register are providing additional protection against replay
of messages where messages could be recorded and played back later by an attacker.

12.4.2 RPMB Well Known Logical Unit Description

The RPMB is contained in a unique well known logical unit whose size is defined in the RPMB Unit
Descriptor. RPMB well known logical unit size shall be a multiple of 128 Kbytes, therefore its minimum
size is 128 Kbytes. The contents of the RPMB well known logical unit can only be read or written via
successfully authenticated read and write accesses. The data may be overwritten by the host but can never
be erased.

All accesses to the RPMB will reference the specific RPMB well known logical unit number (W-LUN).
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12.4.3 Requirements
12.43.1 RPMB Resources
e Authentication Key
o Type: Write once, not erasable or readable
o Size: 32 bytes

o Description: Authentication key register which is used to authenticate accesses when
MAC is calculated.

o Write Counter
o Type: Read only
o Size: 4 bytes

o Description: Counter value for the total amount of successful authenticated data write
requests made by the host. The initial value of this register after production is 0000
0000h. The value will be incremented by one automatically by the UFS device along
with each successful programming access. The value cannot be reset. After the counter
has reached the maximum value of FFFF FFFFh, it will not be incremented anymore
(overflow prevention).

e RPMB Data Area
o Type: Readable and writable
o Size: Multiples of 128 Kbytes defined in RPMB Unit Descriptor
= 128 Kbytes minimum, 16 Mbytes maximum.

o Description: Data which can only be read and written via successfully authenticated
read/write access. This data may be overwritten by the host but can never be erased.

e Secure Write Protect Configuration Block
o Type: Readable and writable
o Size: 256 Bytes

o Description: This block is used for configuring secure write protect areas in logical units.
There is one Secure Write Protect Configuration Block for each logical unit. Each Secure
Write Protect Configuration Block has up to four Secure Write Protect Entries. Each
entry represents one secure write protect area. If an entry is not used, then the related
fields shall contain a value of zero. The Secure Write Protect Configuration Block is
structured as shown in Table 12-1.
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4510 12.4.3.1 RPMB Resources (cont’d)

4511 Table 12-1 — Secure Write Protect Configuration Block
Bit
" 7 6 5 4 3 2 1 0
Byte
0 (228) LUN
1(229) DATA LENGTH
2 (230)
Reserved

15 (243)
16 (244)

Secure Write Protect Entry O

31 (259)

32 (260)

Secure Write Protect Entry 1

47 (275)

48 (276)

Secure Write Protect Entry 2

63 (291)

64 (292)

Secure Write Protect Entry 3

79 (307)

80 (308)

Reserved

255 (483)

NOTE 1 Values in parenthesis indicates the byte number in the RPMB Message Data Frame.

4512
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12.4.3.1 RPMB Resources (cont’d)

a)

b)

)

LUN

The LUN field indicates the logical unit to which secure write protection shall apply. Valid values are
from 0 to the number of LU specified by bMaxNumberLU.

DATA LENGTH

The DATA LENGTH field specifies the length in bytes of the Secure Write Protect Entries (16 for
one entry, 32 for two entries, etc.). In a write request, the device shall ignore the bytes from DATA
LENGTH + 16 to 255 and set these bytes of the Secure Write Protect Configuration Block to zero.

Secure Write Protect Entry 0 to Entry 3

The Secure Write Protect Configuration Block may contain only the Entry 0, the Entries 0 and 1, the
Entries 0, 1 and 2, or all four Entries.

Table 12-2 defines the structure of Secure Write Protect Entry.

Table 12-2 — Secure Write Protect Entry

Bit
Byte a 7 6 5 4 3 2 1 0

0 Reserved WPT WPF
1 Reserved

2 Reserved

3 Reserved

4 (MSB)

LOGICAL BLOCK ADDRESS
11 (LSB)
12 (MSB)
NUMBER OF LOGICAL BLOCKS
15 (LSB)
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12.4.3.1 RPMB Resources (cont’d)
d) WPT (Write Protect Type)

€)

9)

The write protect type field (WPT) specifies how WPF bit may be modified.
Table 12-3 — Write Protect Type field

Code Definition

NV-type

00b | WPF pit is persistent through power cycle and hardware reset. WPFlag value may
only be changed writing to Secure Write Protect Configuration Block.

o1b P-type
WPF bit is automatically cleared to Ob after power cycle or hardware reset.
NV-AWP-type

10b P

WPF bit is automatically set to 1b after power cycle or hardware reset.

11b Reserved

WPF (Write Protect Flag)
Ob : Secure Write Protection is disabled.
1b : Secure Write Protection is enabled.

A WPF set to one specifies that the logical unit shall inhibit alteration of the medium for LBA within
the range indicated by LOGICAL BLOCK ADDRESS field and NUMBER OF LOGICAL BLOCKS
field. Commands requiring writes to the medium shall be terminated with CHECK CONDITION
status, with the sense key set to DATA PROTECT, and the additional sense code set to WRITE
PROTECTED.

Logical units that contain cache shall write all cached logical blocks to the medium (e.g., as they
would do in response to a SYNCHRONIZE CACHE command with the LOGICAL BLOCK
ADDRESS field and the NUMBER OF LOGICAL BLOCKS field set to the values indicated in the
Secure Write Protect Entry) prior to enabling the write protection.

A WPF bit set to zero specifies that the logical unit may allow writing to the medium, depending on
other write inhibit mechanisms implemented by the logical unit.

WPF shall be set to zero after device manufacturing.
LOGICAL BLOCK ADDRESS

This field specifies the LBA of the first logical block of the Secure Write Protect area.
NUMBER OF LOGICAL BLOCKS

This field specifies the number of contiguous logical blocks that belong to the Secure Write Protect
area.

If the NUMBER OF LOGICAL BLOCKS field is set to zero, then the secure write protection shall
apply to the entire logical unit. In that case, only Entry-0 needs to be configured to enable secure
write protection for the entire logical unit.
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4555  12.4.3.2 Algorithm and Key for MAC Calculation

4556  The message authentication code (MAC) is calculated using HMAC SHA-256 as defined in [HMAC-
4557  SHA]. The HMAC SHA-256 calculation takes as input a key and a message. The resulting MAC is 256
4558  bits (32 bytes), which are embedded in the data frame as part of the request or response.

4559  The key used for the MAC calculation is always the 256-bit Authentication Key stored in the UFS device.
4560  The message used as input to the MAC calculation is the concatenation of the fields in the RPMB packet.

4561

4562  12.4.3.3 RPMB Message Components

4563  Each RPMB message includes specific components. These components are displayed in Table 12-4.
4564 Table 12-4 — RPMB Message Components

Component Name Length Request Response | Description

This component indicates the

Request Message Type 2 bytes Yes Yes request message type. See
12.4.3.4.
This component indicates the
Response Message Type 2 bytes No Yes response message type. See
12.4.3.5.
This component is used only when
Authentication Key 32 bytes Yes No programming the Authentication
Key.
MAC 32 bytes Yes Yes Message Authentication Code
Result 2 bytes No Yes This component provides the

operation result. Seel12.4.3.6.

Total amount of successful

Write Counter 4 bytes Yes Yes authenticated data write operations.
Logical block address of data to be
Address 2 bytes Yes Yes programmed to or read from the

RPMB.

Random number generated by the
Nonce 16 bytes Yes Yes host for the requests and copied to
response by the RPMB engine.

Data to be written or read by signed

Data 256 bytes Yes Yes
access.

Number of 256-byte logical blocks
Block Count 2 bytes Yes Yes requested to be read or
programmed.




JEDEC Standard No. 220C
Page 250

4565  12.4.3.4 Request Message Types

4566  The following request message types are defined to support RPMB. These messages are sent from the
4567  host to the device.

4568 e Authentication Key programming request

4569 o Write Counter read request

4570 e Authenticated data write request

4571 e Authenticated data read request

4572 e Result read request

4573 e Secure Write Protect Configuration Block write request
4574 e Secure Write Protect Configuration Block read request

4575  Table 12-5 defines the Request Message Type codes for the various messages.
4576 Table 12-5 — Request Message Types
Code | Request Message Types

0001h | Authentication Key programming request

0002h | Write Counter read request

0003h | Authenticated data write request

0004h | Authenticated data read request

0005h | Result read request

0006h | Secure Write Protect Configuration Block write request

0007h | Secure Write Protect Configuration Block read request

Others | Reserved

4577
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The following response message types are defined to support RPMB. These messages are sent from the
device to the host.

Authentication Key programming response

Write Counter read response

Authenticated data write response

Authenticated data read response

Secure Write Protect Configuration Block write response

Secure Write Protect Configuration Block read response

Table 12-6 defines the Response Message Type codes for the various messages.

Table 12-6 — Response Message Types

Code Response Message Types

0100h Authentication Key programming response

0200h Write Counter read response

0300h Authenticated data write response

0400h Authenticated data read response

0500h Reserved

0600h Secure Write Protect Configuration Block write response
0700h Secure Write Protect Configuration Block read response
Others Reserved
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12.4.3.6 RPMB Operation Result

Result component of an RPMB message is composed of two bytes. The most significant byte is
reserved and shall be set to zero.

Bit 7 of Result field shall indicate if the write counter has expired (i.e., reached its maximum
value) or not

O

O

Value of one will represent an expired write counter

Value of zero will represent a valid write counter

The other bits shall indicate the operation status

©)

O

O

Operation Okay (00h)

General Failure (01h)

Authentication Failure (02h)

= MAC comparison not matching, MAC calculation failure
Counter Failure (03h)

= Counters not matching in comparison, counter incrementing failure
Address Failure (04h)

= Address out of range, wrong address alignment

Write Failure (05h)

= Data, Counter or Result write failure

Read Failure (06h)

= Data, Counter or Result write failure

Authentication key not yet programmed (07h)

= This value is the only valid result until the Authentication Key has been programmed,
after which it can never occur again

Secure Write Protect Configuration Block access failure (08h).
= Secure Write Protect Configuration read or write failure.
Invalid Secure Write Protect Block Configuration parameter (09h).

= Invalid LUN (or logical unit not enabled), DATA LENGTH, LOGICAL BLOCK
ADDRESS, NUMBER OF LOGICAL BLOCKS, or overlapped areas.

Secure Write Protection not applicable (OAh).

= Logical unit configured with other write protection modes (permanent or power-on)
Table 12-7 — Result data structure

Bit[15:8] Bit[7] Bit[6:0]

Reserved Write Counter Status | Operation Status
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12.4.3.6 RPMB Operation Result (cont’d)

Table 12-8 — Result code definition

Code

Description

0000h (0080h)

Operation OK

0001h (0081h)

General failure

0002h (0082h)

Authentication failure

« MAC comparison not matching, MAC calculation failure

0003h (0083h)

Counter failure

« Counters not matching in comparison, counter incrementing failure

0004h (0084h)

Address failure

» Address out of range, wrong address alignment

0005h (0085h)

Write failure

« Data / Counter / Result write failure

0006h (0086h)

Read failure

» Data / Counter / Result read failure

0007h

Authentication Key not yet programmed.

+ This value is the only valid Result value until the Authentication Key has been
programmed. Once the key is programmed, this value will no longer be used.

0008h (0088h)

Secure Write Protect Configuration Block access failure

« Secure Write Protect Configuration read or write failure

0009h (0089h)

Invalid Secure Write Protect Block Configuration parameter

+ Invalid LUN or logical unit not enabled, DATA LENGTH, LOGICAL BLOCK
ADDRESS, NUMBER OF LOGICAL BLOCKS, or overlapped areas

000Ah
(008Ah)

Secure Write Protection not applicable

+ Logical unit configured with other write protection modes (permanent or power-on)

NOTE The values in parenthesis are valid when Write Counter has expired.
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4627  12.4.4 Implementation

4628 12.4.4.1 RPMB Message

4629  An RPMB Message may be composed of one or more RPMB Message Data Frames.
4630 RPMB Message Data Frame size is 512 bytes and it is organized as shown in Table 12-9.

4631 Table 12-9 — RPMB Message Data Frame
Bit
7 5 4 3 2 0
Byte
0 (MSB)

Stuff Bytes
195 (LSB)
196 (MSB)

Key / MAC
227 (LSB)
228 Data [255]
483 Data [0]
484 (MSB)

Nonce
499 (LSB)
500 (MSB)
Write Counter
503 (LSB)
504 (MSB)
Address

505 (LSB)
506 (MSB)

Block Count
507 (LSB)
508 (MSB)

Result
509 (LSB)
510 (MSB)
Request Message Type / Response Message Type

511 (LSB)

4632
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12.4.4.2 MAC Calculation

The key used for the MAC calculation is always the 256 bit Authentication Key stored in the device.
Input to the MAC calculation is the concatenation of the fields in the RPMB Message Data Frames from
byte 228 to byte 511 (stuff bytes and the MAC are excluded).

If RPMB Message is composed by several RPMB Message Data Frames then the input message to MAC
is the concatenation of bytes [228:511] of each data frame in the order in which the data frames are sent.
The MAC is valid only in the last data frame.

12.4.4.3 RPMB Message Data Frame Delivery

The RPMB messages are delivered using SCSI security protocol commands:

e SECURITY PROTOCOL IN is used to send request messages to the device

e SECURITY PROTOCOL OUT is used to request to the device the sending of response messages.

12.45 SECURITY PROTOCOL IN/OUT Commands

SECURITY PROTOCOL IN command and SECURITY PROTOCOL OUT command defined in [SPC]
are used to encapsulate and deliver data packets of any security protocol between host and device without
interpreting, dis-assembling or re-assembly the data packets for delivery.

The SECURITY PROTOCOL IN command and SECURITY PROTOCOL OUT command contain a
SECURITY PROTOCOL field. A unique security protocol ID is assigned by T10 for JEDEC UFS
application.

e SECURITY PROTOCOL = ECh (JEDEC Universal Flash Storage)

This standard assigns a unique identifier to the SECURITY PROTOCOL SPECIFIC field of both the
SECURITY PROTOCOL IN command and SECURITY PROTOCOL OUT command.

e RPMB Protocol ID = 0001h
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12.45.1 CDB format of SECURITY PROTOCOL IN/OUT commands
Table 12-10 — CDB format of SECURITY PROTOCOL IN/OUT commands

Bit
7 6 5 4 3 2 1 0

Byte

0 OPERATION CODE @

1 SECURITY PROTOCOL

2

SECURITY PROTOCOL SPECIFIC
3
INC_512

4 — b Reserved

5 Reserved

6 (MSB)

ALLOCATION / TRANSFER LENGTH @ _

9 (LSB)

10 Reserved

11 CONTROL = 00h
NOTE 1 OPERATION CODE = A2h for SECURITY PROTOCOL IN command, OPERATION CODE = B5h for
SECURITY PROTOCOL OUT command.
NOTE 2 ALLOCATION LENGTH for SECURITY PROTOCOL IN command, TRANSFER LENGTH for
SECURITY PROTOCOL OUT command.

The RPMB well known logical unit shall support the following SECURITY PROTOCOL field values:
e 00h: Security protocol information

e ECh: JEDEC Universal Flash Storage (security protocol ID assigned for JEDEC UFS application)
Other values are invalid.

SECURITY PROTOCOL IN/OUT commands shall consider the unique Security Protocol ID assigned to
JEDEC UFS application as the only valid Security Protocol ID.

INC 512 bit shall be set to zero to specify that the ALLOCATION LENGTH or the TRANSFER
LENGTH field expresses the number of bytes to be transferred.

If the ALLOCATION LENGTH field in a SECURITY PROTOCOL IN command is not equal to an
integer multiple of 512, then the command shall be terminated with CHECK CONDITION status.

If the TRANSFER LENGTH field in a SECURITY PROTOCOL OUT command is not equal to an
integer multiple of 512, then the command shall be terminated with CHECK CONDITION status.
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4673  12.45.2 Security Protocol Information Description

4674  As required by [SPC], the SECURITY PROTOCOL value of 00h (security protocol information) shall be
4675  supported if the SECURITY PROTOCOL IN command is supported by the device. The security protocol
4676  information security protocol (i.e., the SECURITY PROTOCOL field set to 00h in a SECURITY
4677 PROTOCOL IN command) is used to transfer security protocol related information from the logical unit.

4678  When the SECURITY PROTOCOL field is set to 00h in a SECURITY PROTOCOL IN command, the
4679  two bytes SECURITY PROTOCOL SPECIFIC field shall contain a numeric value as defined in Table
4680  12-11.

4681 Table 12-11 — Security Protocol specific field values
Security Protocol Specific Field Value
Description Support
CDB Byte 2 CDB Byte 3
00h 00h Supported security protocol list Mandatory
00h 01h Certificate data Mandatory
Other values Reserved

4682
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12.4.5.3 Supported security protocols list description

According to [SPC], if the SECURITY PROTOCOL field is set to 00h and the SECURITY PROTOCOL
SPECIFIC field is set to 0000h in a SECURITY PROTOCOL IN command, the parameter data shall have
the format shown in Table 12-12.

Table 12-12 — Sup

orted security protocols SECURITY PROTOCOL IN parameter data

Bit
7 6 5 4 3 2 1 0
Byte
0
Reserved
5
6 (MSB)
SUPPORTED SECURITY PROTOCOL LIST LENGTH (m-7)
7 (LSB)
8 SUPPORTED SECURITY PROTOCOL (first] (00h)
m SUPPORTED SECURITY PROTOCOL [last]
m+1

n

Pad Bytes (optional)

Security protocol information (00h) and the JEDEC Universal Flash Storage (ECh) are the only valid
security protocol ID’s supported by the RPMB well known logical unit, therefore Table 12-12 shall be
implemented as defined in Table 12-13.

Table 12-13 — UFS Supported security protocols SECURITY PROTOCOL IN parameter data

Bit
' 7 6 5 4 3 2 1 0
Byte
0
Reserved
5
6 (MSB)
0002h (SUPPORTED SECURITY PROTOCOL LIST LENGTH)
7 (LSB)
8 00h (Security protocol information)
9 ECh (JEDEC Universal Flash Storage)
10

Pad bytes (optional)
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12.45.4 Certificate data description

If the SECURITY PROTOCOL field is set to 00h and the SECURITY PROTOCOL SPECIFIC field is
set to 0001h in a SECURITY PROTOCOL IN command, the parameter data shall have the format shown
in Table 12-14.

Table 12-14 — Certificate data SECURITY PROTOCOL IN parameter data

Bit
7 6 5 4 3 2 1 0
Byte
0
Reserved
1
2 (MSB)
CERTIFICATE LENGTH (m-3) — ]
3 (LSB)
4
CERTIFICATE
m
m+1
Pad bytes (optional)
n

The Device Server does not have a certificate to transfer, the CERTIFICATE LENGTH field shall be set
to 0000h. therefore Table 12-14 shall be implemented as defined in Table 12-15.

Table 12-15 — UFS certificate data SECURITY PROTOCOL IN parameter data

Bit
7 6 5 4 3 2 1 0
Byte
0
Reserved
1
2 (MSB)
0000h (CERTIFICATE LENGTH) —
3 (LSB)
4
Pad bytes (optional)
n
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12.4.6 RPMB Operations
12.4.6.1 Request Type Message Delivery

Only one RPMB operation can be executed at any time.

Host sends request type message to RPMB well known logical unit to request the execution of an
operation by the RPMB well known logical unit.

To deliver a request type message, the host sends a SECURITY PROTOCOL OUT command in a
COMMAND UPIU in the command phase of a SCSI transaction.

For an authenticated data write request, the data to be written into the RPMB data area is included in
the request message. The maximum data size in a single Authenticated Data Write request is equal to
bRPMB_ReadWriteSize x 256 bytes; multiple Authenticated Data Write operations should be
executed if the desired data size exceeds this value.

For SECURITY PROTOCOL OUT command, the Flags.W in the COMMAND UPIU is set to one
since data is transferred from the host to the device.

Table 12-16 defines the Expected Data Transfer Length field value in the COMMAND UPIU for the
various cases.

Table 12-16 — Expected Data Transfer Length value for Request Type Messages
RPMB Data Frame Value

Authentication Key programming request,
Result read request,

Write Counter read request,
Authenticated data read request, 512

Secure Write Protect Configuration Block write
request,

Secure Write Protect Configuration Block read
request

Authenticated data write request 512 x Block Count

NOTE Block Count is equal to the data size divided by 256.

The device indicates to the host that it is ready to receive the request type message sending READY
TO TRANSFER UPIU. If the Expected Data Transfer Length is 512 byte, then Data Buffer Offset
field shall be set to a value of zero and Data Transfer Count field shall be set to a value of 512.

The number of bytes requested in a single READY TO TRANSFER UPIU shall not be greater than
the value indicated by bMaxDataOutSize attribute.

In response to each READY TO TRANSFER UPIU, the host delivers the requested portion of the
message sending DATA OUT UPIU. See 10.7.13 for details about data transfer.

To complete the operation, the device returns a RESPONSE UPIU with the status of the operation in
the status phase.
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Host requests the RPMB well known logical unit to send a response type message to read the result of
a previous operation, to read the Write Counter, to read data from the RPMB data area, or to read the

contents of a Secure Write Protect Configuration Block.

To request the delivery of a response type message, the host sends a SECURITY PROTOCOL IN
command in a COMMAND UPIU in the command phase of a SCSI transaction.

For an authenticated data read the data from the RPMB data area is included in the response message.
For SECURITY PROTOCOL IN command, the Flags.R in the COMMAND UPIU is set to one since

data is transferred from the device to the host.

Table 12-17 defines the Expected Data Transfer Length field value in the COMMAND UPIU for the

various cases.

Table 12-17 — Expected Data Transfer Length value for Response Type Messages

- Secure Write Protect Configuration Block write
response

Write Counter read response

Secure Write Protect Configuration Block read response

RPMB Data Frame Value
Response for Result read request
- Authentication Key programming response
- Authenticated data write response
512

Authenticated data read response

512 x Block Count

NOTE Block Count is equal to the data size divided by 256.

The device returns the result or data requested in the RPMB message.
delivered by sending one or more DATA IN UPIU in the data phase.

The RPMB message is

The data size in DATA IN UPIU shall not exceed the value indicated by bMaxDatalnSize attribute.

To complete the operation, the device sends a RESPONSE UPIU with the status of the operation in

the status phase.
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12.4.6.3 Authentication Key Programming

The Authentication Key programming is initiated by a SECURITY PROTOCOL OUT command

The RPMB data frame delivered from the host to the device includes the Request Message Type =
0001h and the Authentication Key

The device returns GOOD status in status response when Authentication Key programming is
completed

Host initiates the Authentication Key programming verification process by issuing a SECURITY
PROTOCOL OUT command with delivery of a RPMB data frame contains the Request Message
Type = 0005h

The device returns GOOD status in status response when the verification result is ready for retrieval
Host retrieves the verification result by issuing a SECURITY PROTOCOL IN command

Device returns the RPMB data frame containing the Response Message Type = 0100h and the Result
code

If programming of Authentication Key fails then returned result is 0005h (Write failure). If some
other error occurs during Authentication Key programming then returned result is 0001h (General
failure).

Access to RPMB data area is not possible before the Authentication Key is programmed. The state of the
device can be checked by trying to write/read data to/from the RPMB data area: if the Authentication Key
is not programmed then the Result field in the response message will be set to 0007h (Authentication Key
not yet programmed).
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12.4.6.3 Authentication Key Programming (cont’d)
Bl
Authentication Key
Authentication key Programming Request
programming request Offset Field Name Value
SECURITY PROTOCOL OUT COMMAND UPIU 01195 |Swffbytes |0..00h
196:227 |MAC / Key Key
READY TO TRANSFER UPIU 228:483 |Data 0...00h
484:499 |Nonce 0...00h
DATA OUT UPIU 500:503 |Write counter |0...00h
504:505 | Address 0000h
506:507 |Block Count |0000h
RESPONSE RESPONSE UPIU 508:509 | Result 0000h
____________________ 510:511 |Req./Resp. 0001h
Result read reques% Result Read Request
Offset Field Name  Value
SECURITY PROTOCOL OUT COMMAND UPIU 0:195 | Stuff bytes 0...00h
196:227 |MAC / Key 0...00h
READY TO TRANSFER UPIU 228:483 |Data 0...00h
DATA OUT UPIU 484:499 |Nonce 0...00h
500:503 |Write counter |0...00h
504:505 | Address 0000h
506:507 |Block Count |0000h
6_____?_E_STC_)I:I§I_E _______ RESPONSE UPIU 508:509 |Result 0000h
510:511 |Req./Resp. 0005h
Result read respons%
Result Read Response
SECURITY PROTOCOL IN COMMAND UPIU Offset  Field Name Value
0:195 | Stuff bytes 0...00h
DATA IN UPIU 196:227 |MAC / Key 0...00h
228:483 |Data 0...00h
484:499 |Nonce 0...00h
RESPONSE RESPONSE UPIU 500:503 |Write counter | 0000 0000h
ity 504:505 | Address 0000h
506:507 | Block Count 0000h
508:509 |Result Result code
510:511 |Req./Resp. 0100h

Figure 12-2 — Authentication Key Programming Flow
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12.4.6.4 Read Counter Value

The Read Counter Value sequence is initiated by a SECURITY PROTOCOL OUT command.

The RPMB data frame delivered from the host to the device includes the Request Message Type =
0002h and the Nonce.

When the host received a GOOD status in the status response from the device, it sends a SECURITY
PROTOCOL IN command to the device to retrieve the write counter value.

The device returns a RPMB data frame with Response Message Type = 0200h, a copy of the Nonce
received in the request, the Write Counter value, the MAC and the Result.

If reading of the counter value fails then returned result is 0006h (Read failure).
If some other error occurs then Result is 0001h (General failure).

If counter has expired also bit 7 is set to 1 in returned results (Result values 0080h, 0086h and 0081h,
respectively).

Host - UCS Host - UTP

Write Counter
read request Write Counter Read Request

Offset Field Name  Value

SECURITY PROTOCOL OUT COMMAND UPIU 01195 |Stuff bytes 0...00h
READY TO TRANSFER UPIU 196:227 |MAC / Key 0...00h
228:483 |Data 0...00h

DATA OUT UPIU Nonce from

484:499 |Nonce

the host
500:503 | Write counter |0...00h

RESPONSE 504:505 | Address 0000h
K RESPONSE UPIU 506:507 |Block Count |0000h
508:509 |Result 0000h

510:511 |Req./Resp. 0002h

read response

Write Counter % Write Counter Read Response

0:195 | Stuff bytes 0...00h
SECURITY PROTOCOL IN COMMAND UPIU MAC from
196:227 |MAC / Key

the device
DATA IN UPIU 228:483 |Data 0...00h
484:499 |Nonce Copy of the
Nonce
RESPONSE RESPONSE UPIU 500:503 |Write counter | COUMe"
e — Value
504:505 |Address 0000h
506:507 | Block Count 0000h
508:509 | Result Result code

510:511 |Req./Resp. 0200h

Figure 12-3 — Read Counter Value Flow
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12.4.6.5 Authenticated Data Write
The Authenticated Data Write sequence is initiated by a SECURITY PROTOCOL OUT command.

The RPMB message delivered from the host to the device is composed of one or more RPMB
message data frames, each of which includes: Request Message Type = 0003h, Block Count,
Address, Write Counter, Data and MAC.

O

When the device receives the RPMB message, it first checks whether the write counter has
expired. If the write counter is expired then the device sets the Result to 0085h (write failure,
write counter expired). No data is written to the RPMB data area.

Next the address is checked. If the Address value is equal or greater than gLogicalBlockCount
parameter value in the RPMB Unit Descriptor, then the Result is set to 0004h (address failure).
No data is written to the RPMB data area.

If the Address value plus the Block Count value is greater than gLogicalBlockCount parameter
value, then the Result is set to 0004h (address failure). No data is written to the RPMB data area.

If the Block Count indicates a value greater than bRPMB_ReadWriteSize, then the authenticated
data write operation fails and the Result is set to 0001h (General failure).

If the write counter was not expired then the device calculates the MAC of request type, block
count, write counter, address and data, and compares this with the MAC in the request. If the two
MAC’s are different, then the device sets the Result to 0002h (authentication failure). No data is
written to the RPMB data area.

If the MAC in the request and the calculated MAC are equal then the device compares the write
counter in the request with the write counter stored in the device. If the two counters are different
then the device sets the Result to 03h (counter failure). No data is written to the RPMB data area.

If the MAC and write counter comparisons are successful then the write request is considered to
be authenticated. The data is written to the address indicated in the request.

The write counter is incremented by one if the write operation is successfully executed.
If write fails then returned result is 0005h (write failure).

If some other error occurs during the write procedure then returned result is 0001h (General
failure).

In an authenticated data write request with Block Count greater than one

= the MAC is included only in the last RPMB message data frame. The MAC field is zero in all
previous data frames. The device behavior is undefined if a MAC field is non-zero in any but
the last RPMB message data frame.

= In each data frame, the write counter indicates the current counter value, the address is the
start address of the full access (not address of the individual logical block) and the block
count is the total count of the blocks (not the block numbers).

When the authenticated data write operation is completed, the device may return GOOD status in
response to the SECURITY PROTOCOL OUT command regardless of whether the Authenticated
data write was successful or not.

The Result field in a response type RPMB data frame provides the operation result. To retrieve it, the
host sends a SECURITY PROTOCOL OUT command delivering an RPMB data frame with the
Request Message Type = 0005h.
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4826  12.4.6.5 Authenticated Data Write (cont’d)
4827 e The device returns GOOD status when the result is ready for retrieval.
4828 e The host requests the device to transfer the RPMB data frame sending a SECURITY PROTOCOL IN
4829 command.
4830 e Device returns the RPMB data frame containing the Response Message Type = 0300h, the counter
4831 value (incremented if the write operation is successfully executed), the address received in the
4832 Authenticated data write request, the MAC and result of the authenticated data write operation.
Authenticated Data Write Request
Au.thentlcated data % Offset Field Name  Value
write request
0:195 |Stuff bytes 0...00h
SECURITY PROTOCOL OUT COMMAND UPIU 196:227 | MAC / Key rh1/IAC from the
’ ost
~ 228:483 |Data Data
Loop ‘ READY TO TRANSFER UPIU 484:499 |Nonce 0...00h
. . Current
DATA OUT UPIU 500:503 |Write counter Counter value
504:505 |Address Address
. Number of
RESPONSE RESPONSE UPIU 506:507 |Block Count 256B blocks
““““““““““ 508:509 |Result 0000h
510:511 |Req./Resp. 0003h
Result read reques% Result Read Request
Offset Field Name  Value
SECURITY PROTOCOL OUT COMMAND UPIU 0:195 |Stuffbytes  |0...00h
196:227 |MAC / Key 0...00h
READY TO TRANSFER UPIU 228:483 |Data 0...00h
DATA OUT UPIU 484:499 |Nonce 0...00h
500:503 |Write counter |0...00h
504:505 |Address 0000h
506:507 |Block Count |0000h
RESPONSE
____________________ RESPONSE UPIU 508:509 |Result 0000h
510:511 |Req./Resp. 0005h
Result read respons%
Result Read Response
SECURITY PROTOCOL IN COMMAND UPIU
0:195 | Stuff bytes 0...00h
DATA IN UPIU 196:227 |MAC / Key MAC from the
device
228:483 |Data 0...00h
484:499 |N 0...00h
RESPONSE RESPONSE UPIU onee N G
K mmmmmm e 500:503 |Write counter W
value
504:505 |Address Address
506:507 |Block Count 0000h
508:509 |Result Result code
510:511 |Req./Resp. 0300h
4833 NOTE 1 The Write Counter is incremented only if the operation was successfully completed
4834 Figure 12-4 — Authenticated Data Write Flow
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12.4.6.6 Authenticated Data Read

The Authenticated Data Read sequence is initiated by a SECURITY PROTOCOL OUT command.

The RPMB data frame delivered from the host to the device includes the Request Message Type =
0004h, the nonce, the data address, and the block count.

o When the device receives this request it first checks the address. If the Address value is equal or
greater than gLogicalBlockCount parameter value in the RPMB Unit Descriptor, then Result is
set to 0004h (address failure). The data read is not valid.

o If the Address value plus the Block Count value is greater than gLogicalBlockCount parameter
value, then the Result is set to 0004h (address failure). No data is read from the RPMB data area.

o After successful data fetch the MAC is calculated from response type, nonce, address, data and
result. If the MAC calculation fails then returned result is 0002h (Authentication failure).

If the SECURITY PROTOCOL OUT command completes with GOOD status, the host sends a
SECURITY PROTOCOL IN command to retrieve the data.

The device returns a RPMB data frame with Response Message Type (0400h), the block count, a
copy of the nonce received in the request, the address received in the Authenticated data read request,
the data, the MAC and the result.

In an authenticated data read response with Block Count greater than one,

o the MAC is included only in the last RPMB message data frame, The MAC field is zero in all
previous data frames.

o In each data frame, the Nonce contains a copy of the received nonce, the address is the start
address of the full access (not address of the individual logical block) and the block count is the
total count of the blocks (not the sequence number of blocks).

When the authenticated data read operation is completed, the device may return GOOD status in
response to the SECURITY PROTOCOL IN command regardless of whether the Authenticated data
read was successful or not.

If data fetch from addressed location inside device fails then returned result is 0006h (Read failure). If
some other error occurs during the read procedure then returned result is 0001h (General failure).
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Host - SCSI

Authenticated data

.

Host - UTP

12.4.6.6 Authenticated Data Read (cont’d)

Device - UTP

Authenticated Data Read Request

Authenticated data
read response

)

SECURITY PROTOCOL IN

COMMAND UPIU

read request Offset Field Name  Value
SECURITY PROTOCOL OUT 0:195 |Stiffbytes  |0..00n
COMMAND UPIU 196:227 |MAC/Key |0...00h
READY TO TRANSFER UPIU 228:483 | Data 0...00n
484:499 |Nonce Nonce from
DATA OUT UPIU the host
500:503 |Write counter |0...00h
504:505 |Address Address
. Number of
RESPONSE UPIU 506:507 |Block Count 2568 blocks
K ———-—————mm- - 508:509 | Result 0000h
510:511 |Req./Resp. 0004h

Authenticated Data Read Response

Loop

DATA IN UPIU

RESPONSE UPIU

Offset  Field Name Value
0:195 | Stuff bytes 0...00h
106:227 |MAC/Key | MAC from the
device
228:483 |Data Data
484:499 |Nonce Copy of the
Nonce
500:503 | Write counter |0...00h
504:505 | Address Address
. Number of
506:507 |Block Count 256B blocks
508:509 | Result Result code
510:511 |Reg./Resp. 0400h

Figure 12-4 — Authenticated Data Read Flow
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12.4.6.7 Authenticated Secure Write Protect Configuration Block Write

The Authenticated Secure Write Protect Configuration Block write sequence is initiated by a
SECURITY PROTOCOL OUT command.

If the INC_512 bit and TRANSFER LENGTH field in the SECURITY PROTOCOL OUT command
do not indicate 512 bytes, then the command shall be terminated with CHECK CONDITION status
with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD
IN CDB.

The SECURITY PROTOCOL OUT command delivers a single RPMB message data frame which
contains the Secure Write Protect Configuration Block in the Data field. The Secure Write Protect
Configuration Block is specific of the logical unit indicated by the LUN field (byte 228 of the data
frame).

The other fields of RPMB data frame are set as specified in the following: Request Message Type =
0006h, Result = 0000h, Block Count = 0001h, Address = 0000h, Write Counter = current counter
value, Nonce = 00...0h, and MAC =see 12.4.4.2.

o When the device receives the RPMB message data frame, it first checks whether the write counter
has expired. If the write counter is expired then the device sets the result to 0085h (write failure,
write counter expired). The Secure Write Protect Configuration Block is not updated.

o If the write counter was not expired, then the device calculates the MAC of request type, block
count, write counter, address and data, and compares this with the MAC in the request. If the two
MAC’s are different, then the device sets the result to 0002h (authentication failure). The Secure
Write Protect Configuration Block is not updated.

o If the MAC in the request and the calculated MAC are equal, then the device compares the write
counter in the request with the write counter stored in the device. If the two counters are different
then the device sets the result to 03h (counter failure). The Secure Write Protect Configuration
Block is not updated.

o If the MAC and write counter comparisons are successful then the write request is considered to
be authenticated.

o If the LUN field indicates a logical unit with bLUWriteProtect set to a value different from zero,
then the device sets the result to 000Ah (Secure Write Protection not applicable). The Secure
Write Protect Configuration Block is not updated.

o The device sets the result to 0009h (Invalid Secure Write Protect Block Configuration parameter)
and it does not update the Secure Write Protect Configuration Block if one or more of the
following conditions occurs.

= the LUN field is invalid: greater than the value specified by bMaxNumberLU or if the logical
unit is not enabled (bLUEnable=00h).

= the DATA LENGTH is set to a value different from the following ones: 16, 32, 48, 64.

= the LOGICAL BLOCK ADDRESS in a Secure Write Protect entry exceeds the logical unit
capacity,

= the LOGICAL BLOCK ADDRESS plus the NUMBER OF LOGICAL BLOCKS in a Secure
Write Protect entry exceeds the logical unit capacity,

= two or more Secure Write Protect entries specify overlapping areas,

= with this request, the number of Secure Write Protect areas set in the entire device is
increased to a value greater than what indicated by bNumSecureWPArea.
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4911 12.4.6.7 Authenticated Secure Write Protect Configuration Block Write (cont’d)

4912 o If some other error occurs during the write procedure then returned result is 0008h (Secure Write
4913 Protect Configuration Block access failure). The Secure Write Protect Configuration Block is not
4914 updated.

4915 o If no error occurred, then the Secure Write Protect Configuration Block is updated overwriting
4916 the former configuration and the write counter is incremented by one.

4917 e The device may return GOOD status in response to the SECURITY PROTOCOL OUT command
4918 regardless of whether the Authenticated Secure Write Protect Configuration Block Write was
4919 successful or not.

4920 e The successfulness of the programming of the data shall be checked by the host by reading the result
4921 register of the RPMB. Host initiates the Authenticated Write Protected Area updating verification
4922 process by issuing a SECURITY PROTOCOL OUT command with delivery of a RPMB data frame
4923 contains the Request Message Type = 0005h.

4924 e The device returns “Good” status in status response when the verification result is ready for retrieval.
4925 e Host retrieves the verification result by issuing a SECURITY PROTOCOL IN command.

4926 e Device returns the RPMB data frame containing the Response Message Type = 0600h, the
4927 incremented counter value, the MAC and result of the Authenticated Secure Write Protect
4928 Configuration Block write operation.

4929
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12.4.6.7 Authenticated Secure Write Protect Configuration Block Write (cont’d)

Secure Write Protect
Configuration Block
write request

Offset Field Name Value

0:195

Stuff bytes

Configuration Block
write request

SECURITY PROTOCOL OUT

COMMAND UPIU

0...00h

196:227 |MAC / Key

MAC from the
host

RESPONSE

Result read reques%

SECURITY PROTOCOL OUT

READY TO TRANSFER UPIU

v

228:483 |Data

LUN, DATA
LENGTH,
Secure Write
Protect Entries

DATA OUT UPIU

484:499 |Nonce

0...00h

RESPONSE UPIU

v

500:503

Write
counter

Current
Counter value

504:505 |Address

0000h

506:507 |Block Count

0001h

508:509 |Result

0000h

510:511 |Reg./Resp.

0006h

RESPONSE

Result read respons%

SECURITY PROTOCOL IN

Result Read Request

COMMAND UPIU Offset Field Name  Value
0:195 |Stuff bytes 0...00h

READY TO TRANSFER UPIU 196:227 |MAC / Key 0...00h
228:483 |Data 0...00h

DATA OUT UPIU 484:499 |Nonce 0...00h
500:503 |Write counter |0...00h

504:505 |Address 0000h

RESPONSE UPIU 506:507 |Block Count |0000h
508:509 |Result 0000h

510:511 |Req./Resp. 0005h

COMMAND UPIU

Result Read Response

RESPONSE

DATA IN UPIU

RESPONSE UPIU

Offset  Field Name Value
0:195 |Stuff bytes 0...00h
196:227 |MAC / Key chgﬁg\rl‘ﬂ
228:483 |Data 0...00h
484:499 |Nonce 0...00h
500:503 | Write counter \':‘;ﬂ’ec(f)’ unter
504:505 |Address 0000h
506:507 |Block Count 0000h
508:509 |Result Result code
510:511 |Req./Resp. 0600h

NOTE 1 The Write Counter is incremented only if the operation was successfully completed.

Figure 12-5 —Authenticated Secure Write Protect Configuration Block Write Flow
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12.4.6.8 Authenticated Secure Write Protect Configuration Block Read

The Authenticated Secure Write Protect Configuration Block Read sequence is initiated by a
SECURITY PROTOCOL OUT command.

If the INC_512 bit and TRANSFER LENGTH field in the SECURITY PROTOCOL OUT command
do not indicate 512 bytes, then the command shall be terminated with CHECK CONDITION status
with the sense key set to ILLEGAL REQUEST and the additional sense code set to INVALID FIELD
IN CDB.

The SECURITY PROTOCOL OUT command delivers a single RPMB message data frame which
contains in the Data field a LUN value (byte 228 of the data frame). The Secure Write Protect
Configuration Block that will be returned is specific of the logical unit indicated by the LUN field .

The RPMB data frame delivered from the host to the device includes the Request Message Type =
0007h, Block Count=0001h, Address=0000h, the Data and Nonce. In this request, the LUN is the
only relevant byte of the Data field, all other bytes shall be considered reserved and they shall be
ignored.

o Ifthe LUN field is not valid, then the device sets the result to 0009h (Invalid Secure Write Protect
Block Configuration parameter). The LUN field is invalid if it is greater than the value specified
by bMaxNumberLU or if the logical unit is not enabled (bLUEnable=00h).

o If the LUN field indicates a logical unit with bLUWriteProtect set to a value different from zero,
then the device sets the result to 000Ah (Secure Write Protection not applicable).

o After successful fetch of the Secure Write Protect Configuration Block, the MAC is calculated
from response type, nonce, address, data and result. If the MAC calculation fails then returned
result is 0002h (Authentication failure).

If the SECURITY PROTOCOL OUT command completes with GOOD status, then the Secure Write
Protect Configuration Block can be retrieved sending a SECURITY PROTOCOL IN command, in
which INC_512 bit and ALLOCATION LENGTH field indicate 512 bytes.

The device returns a RPMB data frame with Response Message Type = 0700h, the block count, a
copy of the nonce received in the request, the contents of the Secure Write Protect Configuration
Block in the Data field, the MAC and the result

If data fetch from addressed location inside device fails or some other error occurs during the read
procedure then returned result is 0008h (Secure Write Protect Configuration Block access failure).
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12.4.6.8 Authenticated Secure Write Protect Configuration Block Read (cont’d)

Host - SCSI

Host - UTP

Secure Write Protect
Configuration Block
Read Request

SECURITY PROTOCOL OUT

RESPONSE

Secure Write Protect
Configuration Block
Read Response

SECURITY PROTOCOL IN

COMMAND UPIU

Page 273
Secure Write Protect
Configuration Block
Read Request
Offset  Field Name Value
0:195 | Stuff bytes 0...00h
196:227 |MAC /K 0...00h
COMMAND UPIU &
228:483 |Data LUN, 0...00h
READY TO TRANSFER UPIU 484:499 | Nonce rl:lé):tce from the
DATA OUT UPIU 500:503 |Write counter |0...00h
504:505 |Address 0...00h
506:507 |Block Count |0001h
RESPONSE UPIU 508:509 |Result 0000h
510:511 |Req./Resp. 0007h

Secure Write Protect Configuration
Block Read Response

DATA IN UPIU

RESPONSE

RESPONSE UPIU

0:195 | Stuff bytes 0...00h
MAC from the
196:227 |MAC / Key device
LUN,
i DATA LENGTH,
228:483 | Data Secure Write
Protect Entries
484:499 |Nonce Copy of the
Nonce
500:503 | Write counter |0...00h
504:505 | Address 0...00h
506:507 |Block Count | 0001h
508:509 |Result Result code
510:511 |Req./Resp. |0700h

Figure 12-6 — Authenticated Secure Write Protect Configuration Block Read Flow

12.5 Malware Protection

The UFS device will also have the option to protect boot, bus configuration settings and other important
device configuration settings so that once they are set they cannot be modified. The implementation of
the protection of these parameters is defined within the spec where the parameter is defined.

12.6  Mechanical

Packaging and requirements for UFS embedded device should adhere to the following guidelines if

possible

e Reset and data transfer pins should be located in the second (PoP) or third row (MCP) in from the

side of the package to prevent access.
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13 UFS FUNCTIONAL DESCRIPTIONS

13.1 UFS Boot
13.1.1 Introduction

Some computing systems can have the need to download the system boot loader from an external non-
volatile source. This task can be accomplished through an internal boot ROM contained in the host SOC
whose code when executed determines a minimal initialization of the system to start the boot code
transfer.

Several features of the boot functionality can be configured in order to be adapted to different system
requirements.

Moreover specific features to ensure boot data integrity and no corruption of boot code are defined.
13.1.2 Boot Configuration
During boot operation the UFS host controller retrieves the system boot code stored in the UFS device.

In this version of the standard, the boot mechanism is defined for a point-to-point topology (see Figure
13-1).

Host SOC

DRAM
Controller

UFS Host
Controller

:{ Downstream communication

1—_— Upstream communication

Figure 13-1 — UFS System Diagram

Two logical units (Boot LU A, Boot LU B) can be used to store the boot code, but only one of them will
be active during the boot process. Any logical unit can be configured as “Boot LU A” or “Boot LU B”.
No more than one logical unit may be configured as “Boot LU A”, and no more than one logical unit may
be configured as “Boot LU B”. The logical unit that is active during boot is mapped onto the Boot well
known logical unit (W-LUN = 30h) for read access. In this way it is maintained a fix logical unit number
when the active logical unit is swapped from A to B or vice versa, when the host updates the boot code.
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13.1.2 Boot Configuration (cont’d)

Several configurable fields of the Device Descriptor and the Unit Descriptors determine the device
behavior during boot. Device Descriptor and Unit Descriptors are configured by writing the Configuration
Descriptor.

For a UFS bootable device, the boot feature is enabled if bBootEnable field in the Device Descriptor is set
to 01h.

The characteristics of the logical units used during boot are configured setting the corresponding fields of
the Configuration Descriptor; see 14.1.4.3, Configuration Descriptor, for details.

In particular, the number of allocation units (dNumAllocUnits) field configures the logical unit size, and
the boot logical unit ID (bBootLunID) field allows to designate the logical unit as being “Boot LU A” or
“Boot LU B”.

The logical unit active during the boot shall be configured by writing the bBootLunEn attribute, as
described in Table 13-1.

Table 13-1 — bBootLunEn Attribute

bBootLunEn Description

Boot LU A = disabled
00h

Boot LU B = disabled

Boot LU A = enabled
01h

Boot LU B = disable

Boot LU A = disable
02h

Boot LU B = enabled

Others Reserved

The host should not attempt to set bBootLunEn to ‘Reserved’ values, and UFS device shall generate an
error in case of an attempt to set ‘Reserved’ values and not execute the request.

When bBootLunEn attribute is 00h the boot feature is disabled, the device behaves as if bBootEnable
would be equal to zero.

The active boot logical unit will be mapped onto the Boot well known boot logical unit (W-LUN = 30h)
once the bBootLunEn has been properly configured.

Figure 13-2 shows an example of a UFS device having eight logical units: LU 1 and LU 4 are configured,
respectively, as “Boot LU A” and “Boot LU B”. In particular, LU 1 is the active one (bBootLunEn =
01h).
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5026  13.1.2 Boot Configuration (cont’d)

Logical unit 0
Logical unit 1 > Q — BOOT well known
Boot LU A logical unit
Logical unit 2
Logical unit 3 bBootLunID in Unit Descriptors
Logical unit 4> LU Value | Description
Boot LU B -
0 00h Disabled
Logical unit 5 1 01lh Boot LU A
2 00h Disabled
Lo L ® 3 00h | Disabled
. . 4 02h Boot LU B
Logical unit 7
5 00h Disabled
REPORT LUN well 6 00h Disabled
known logical unit -
7 00h Disabled
DEVICE well known
logical unit
bBootLunEn = 01h. "Boot LU A” is the active logical unit for boot.
RPI\I/IB.weIII "r.‘to""” Therefore, the logical unit 1 is mapped onto the Boot well known
(gl Wl logical unit (W-LUN=30h, LUN field in UPIU = BOh).
5027
5028 Figure 13-2 — Example of UFS Device Memory Organization for Boot
5029
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13.1.3 Initialization and boot code download process

The initialization and boot code download process is made up of the following phases: partial
initialization, boot transfer and initialization completion.

13.1.3.1 Partial initialization

The partial initialization phase starts after power on, or hardware reset, or EndPointReset and involves the
entire UFS stack. At the end of this phase, the UniPro boot sequence shall be completed, and the UTP
layer shall be capable of accessing Device Descriptor (if the bDescrAccessEn field of the Device
Descriptor is ‘01h”) and exchanging UPIU for READ command and TEST UNIT READY command. If
the bDescrAccessEn field is ‘00h* descriptors will be accessible only after the initialization completion
phase.

Each single layer in the UFS protocol stack executes the initialization process on both UFS host and UFS
device sides.

a) Physical Layer (M-PHY)

After reset events, the physical layer will move from DISABLED state to HIBERNS state.
b) Link Layer (UniPro)

On host and device side UniPro boot sequence takes place:

1) The UniPro stack is reset using the DME_RESET.req primitive.

2) Wait until the reset completion is indicated by the DME_RESET.cnf_L primitive.

3) The UniPro stack is enabled using the DME_ENABLE.req primitive.

4) Wait until the enable completion is indicated by the DME_ENABLE.cnf_L primitive.

5) The UniPro Link StartUp sequence is initiated using the DME_LINKSTARTUP.req primitive. The
UniPro Link Startup consists of a series of multiphase handshakes to establish initial link
communication in both directions between UFS host and device.

6) Wait until the link startup completion is indicated by the DME_LINKSTARTUP.cnf_L primitive.

c) UFS Transport Layer (UTP)

At the end of the UFS Interconnect Layer initialization on both host and device side, the host shall
send a NOP OUT UPIU to verify that the device UTP Layer is ready.

For some implementations, the device UTP layer may not be initialized yet, therefore the device may
not respond promptly to NOP OUT UPIU sending NOP IN UPIU.

The host waits until it receives the NOP IN UPIU from the device. When the NOP IN UPIU is
received, the host is acknowledged that the UTP layer on the device is ready to execute UTP
transactions.

d) Link Configuration

The host may configure the Link Attributes (i.e., Gear, HS Series, PWM Mode in Rx and Tx) by
using DME primitives at UniPro level.

e) Device Descriptor Reading

The UFS host may optionally discover relevant device info for the boot process by accessing the
Device Descriptor (i.e., Device Class/Subclass, Boot Enable, Boot LUs size, etc.). The UFS host is
allowed to access the Device Descriptor only if the bDescrAccessEn is ‘01h’, otherwise this
descriptor can be accessed only after the device has fully completed its initialization.
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13.1.3.2 Boot transfer
The following steps can be executed only if bBootEnable field is set.
Boot code download

Firstly, the UFS host issues a TEST UNIT READY command to the Boot well known logical unit to
verify if the latter can be accessed. If the command succeeds, the UFS host reads the Boot well known
logical unit by issuing SCSI READ commands and the UFS device will start to send the boot code on the
Upstream Link. During this phase only the Boot well known logical unit is accessible: this logical unit
shall accept read commands, while other logical units may not be ready.

13.1.3.3 Initialization completion

After the host has completed the boot code download from the Boot well known logical unit, the
initialization process proceeds as described in the following. The host sets the fDevicelnit flag to “01h” to
communicate to the UFS device that it can complete its initialization. The device shall reset the
fDevicelnit flag when the initialization is complete. The host polls the fDevicelnit flag to check the
completion of the process. When the fDevicelnit is reset, the device is ready to accept any command.
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13.1.3.3 Initialization completion (cont’d)

Power-on Reset / HW Reset / EndPointReset

NOP OUT
NOP IN
Opt. Query Request(READ DESCRIPTOR)
Query Response (Device Descriptor)

Query Request (SET FLAG fDevicelnit)

Query Response
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No active tasks in the device
UFS Descriptors, Attributes and
Flags set to their default value
UniPro attributes reset

M-PHY layer initialization on both sides
shall lead to PWM-G1 speed gear

UniPro Boot sequence and
Attributes configuration

The host sends a NOP OUT UPIU.
The device responds with a NOP IN UPIU

UFS host queries the UFS device Descriptor

e  bDeviceClass/bDeviceSubClass — Mass
Storage Bootable Device

e  bBootEnable — Boot process enabled

e  bBootLunEn — LU configured for Boot

e  bBootSeqID — RFU

This operation is optional and allowed only if

bDescrAccessEn is equal to one.

The host issues a TEST UNIT READY to
check if the Boot W-LU is operational.
This operation is optional if the host does
not read the Boot W-LU.

The device clears established UAC after
the device reports UNIT ATTENTION with
CHECK CONDITION status to the host.

Host reads the boot code from the Boot well
known logical unit by issuing one or more
SCSI READ commands

The host enables the device initialization
completion by setting fDevicelnit flag.

fDevicelnit flag is polled by the host to verify
the device initialization completion.

At the end of the initialization process,
fDevicelnit shall be reset by the device

Figure 13-3 — Device Initialization and Boot Procedure Sequence Diagram
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13.1.3.3 Initialization completion (cont’d)

Table 13-2 — Valid UPIUs and SCSI Commands for Each Initialization Phase

Phase Event Valid UPIU Valid SCSI command
Before Power On Reset / HW None None
Initialization | Reset / EndPointReset
M-PHY layer initialization
U.IC Layer UniPro Boot sequence and
Initialization - None None
UIC Layer Attributes
Phase ' .
configuration
Receive a single NOP OUT
IU_T.PI_Lay_er UPIU NOP OUT UPIU \
nitialization | send NOP IN UPIU for one
Phase response to NOP OUT NOP IN UPIU
UPIU
Read Device Descriptor QUERY REQUEST UPIU
) a (READ DESCRIPTOR None
Boot W-LU | (Optional) Device Descriptor)
Ready
Phase INQUIRY, REQUEST
(Optional) . @ COMMAND UPIU for Boot SENSE, TEST UNIT
Boot Transfer (Optional) W-LU READY., READ (6),
READ (10), READ (16) ©
Receive QUERY QUERY REQUEST UPIU
Application | REQUEST UPIU (SET (SET FLAG fDevicelnit to
L FLAG fDevicelnit to ‘01h’) ‘01h’)
-ayer None
Initialization | send QUERY RESPONSE | QUERY REQUEST UPIU
Phase UPIU with fDevicelnit = (READ FLAG fDevicelnit)
‘00h’ QUERY RESPONSE UPIU
Device
initialization , Any supported SCSI
completed Any normal operation Any supported UPIU commands
Phase

NOTE1 Device Descriptor may be read only if bDescrAccessEn is set to ‘01h’.

NOTE2 Boot well-known logical unit may be read if bBootEnable is set to ‘01h’, at least one logical unit is

configured for boot (bBootLunEn) and bBootLunID selects the desired boot logical unit.
NOTE3 READ (16) command support is optional.

13.1.4 Initialization process without boot code download

If the boot process is not enabled on the UFS device, or it is not supported by the device class, or the host
does not need to transfer the boot code, the host executes the initialization process as described in 13.1.3,
omitting the boot transfer phase.




5101

5102
5103

5104
5105

5106
5107
5108
5109
5110

5111
5112

5113

5114
5115

5116
5117
5118
5119
5120
5121
5122
5123
5124
5125
5126
5127
5128
5129
5130
5131

5132
5133

5134
5135

JEDEC Standard No. 220C
Page 281

13.1.5 Boot Logical Unit Operations

The Boot well known logical unit is read only, therefore the boot code can be stored only writing the boot
logical units (A or B).

Boot logical units are written to store the boot code during the system manufacturing phase and they may
be also updated during the system lifecycle. These logical units can be read to verify their content.

Therefore the following operations are permitted on the Boot logical units:
1. boot code write - for boot code upload/update
2. boot code read - to verify the content programmed

3. boot code removal - to remove the content of the Boot logical unit

These operations can be executed regardless the bBootEnable field value in the Device Descriptor.

Boot logical units (A or B) can be write protected using the methods described in 12.3, Device Data
Protection.

13.1.6 Configurability

The boot process is configurable through several parameters in the Configuration Descriptor (see
14.1.4.3) to adapt it to different usage models and system features.

The following parameters refer to boot capabilities.
o Device Descriptor parameters:
- bBootEnable (Boot Enable)
- bDescrAccessEn (Descriptor Access Enable)
- bInitPowerMode (Initial Power Mode)
- blnitActivelCCLevel (Initial Active ICC Level)
e Unit Descriptor parameters for Boot LU A and Boot LU B:
- bLUEnable (Logical Unit Enable)
- bBootLunID (Boot LUN ID)
- bLUWriteProtect (Logical Unit Write Protect)
- bMemoryType (Memory Type)
- dNumAllocUnits (Number of Allocation Units)
- bDataReliability (Data Reliability)
- bLogicalBlockSize (Logical Block Size)
- bProvisioningType (Provisioning Type)
NOTE These parameters are non volatile and they may be programmed during the system manufacturing phase.

In addition to the parameters mentioned, the following attributes are relevant for device initialization and
boot

e DbBootLunEn (Boot LUN Enable)
o bRefClkFreq (Reference Clock Frequency value)
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13.1.7 Security
13.1.7.1 Boot Area Protection

Boot areas might be protected in order to avoid boot code alteration by a third party: the write protection
mechanism for the boot logical units can be defined configuring the corresponding bLUWriteProtect
parameter of the Unit Descriptor.

In particular, the boot logical units may be permanently write protected or power-on write protected. In
case of power-on write protection, the boot logical units can be written only when the fPowerOnWPEnN
flag is equal to zero.

13.2  Logical Unit Management
13.2.1 Introduction

The functionality aims to provide a mechanism to let an external application define and use a virtual
memory organization which could easily fit different usage models in a versatile way.

Besides segmenting the available addressable space, the mechanism introduces the possibility of
differentiating each logical unit through dedicated functionalities and features.

This section describes the procedure to configure the UFS device in terms of: number of logical units,
logical unit size, logical unit memory type, etc. Security features can be configured as described in clause
12, UFS Security.

A UFS device can be organized in different logical units. Each one represents an autonomous computing
entity with independent logical address ranges and singularly accessible.

Moreover, each logical unit can be defined for a specified use and with peculiar attributes (i.e., memory
type) in order to be adapted to different UFS host usage models and operating systems requirements.

13.2.2 Logical Unit features

UFS device address space is organized in several memory areas configurable by the user. In particular,
such memory areas are denoted as logical units and characterized by the fact that they have independent
logical addressable spaces starting from the logical address zero.

In addition to the logical units, the UFS device supports the following well known logical units for
specific purposes: UFS Device, REPORT LUNS, Boot and RPMB. Logical units are addressed by the
LUN (logical unit number), while well known logical unit are addressed by the W-LUN (well known
logical unit number).
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13.2.2 Logical Unit features (cont’d)

Logical Address zero  -----------------

LUN = 0h BootLU A ) LU size
Logical Address zero -
_ Boot LU B .
LUN =1h Active LU for boot > LU size
Logical Address zero -~
LUN =3h LU size
Logical Address zero - p—_—————————
LUN = 4h LU size
Logical Address zero ~ ----------------
LUN =7h ) LU size
Logical Address zero -
W-LUN = 44h | RPMB well known logical unit LU size

NOTE 1 The figure shows an example of device configuration in which LU 0 and LU 1 are used as boot logical
units, and the logical units 3, 4 and 7 for code and data storage. LU 1 is the boot active logical unit and it may be
accessed in read using the W-LUN = 30h (LUN field in UPIU = BOh).

Figure 13-4 — Example of UFS Device Memory Organization
Each logical unit will have a physical implementation on the non-volatile storage media.
In particular, the UFS device shall support:

e The number of logical units specified by bMaxNumberLU. Each of them configurable as boot
logical units with a maximum of two.

o  One RPMB well known logical unit (W-LUN = 44h, LUN field in UPIU = C4h)

Two logical units can be configured as boot logical unit, with only one of them active and readable
through the Boot well known logical unit (W-LUN = 30h) for the execution of the system boot (see 13.1,
UFS Boot). The RPMB well known logical unit is accessed by authenticated operations by a well defined
security algorithm (see 12.4, RPMB). The other logical units will be used to fulfill other use cases.
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13.2.2 Logical Unit features (cont’d)

Common features of each logical unit are:

¢ independent logical addressable spaces (starting from logical address zero up to the logical unit size),
e Configurable logical unit size.

The size of each logical unit is determined by the number of allocation units assigned to it:
dNumAllocUnits parameter value of the Configuration Descriptor. The dNumAllocUnits is expressed in
terms of allocation unit size (bAllocationUnitSize).

Moreover each logical unit is characterized by the memory type parameter which can be configured.
Examples of memory types to differentiate logical unit properties are the following ones:

e Default type — regular memory characteristic

o System Code type — a logical unit that is rarely updated (e.g., system files or binary code executable
files or the host operating system image and other system data structures)

e Non-Persistent type — a logical unit that is used for temporary information (e.g., swap file extend the
host virtual memory space)

e Enhanced Memory type — vendor specific attribute

The definition of the Enhanced Memory type is left open in order to accomplish different needs and
vendor specific implementations.

Mechanisms of write protection can be configured for each logical unit. Write protection feature types
are:

e Permanent write protection (permanent read only)

e Power on write protection (write protection can be cleared with a power cycle or a hardware reset
event)

Write protection is not available in the RPMB well known logical unit.
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13.2.3 Logical Unit Configuration

The user shall configure the logical units of the UFS device according to the following rules:
o Maximum number of logical units is specified by bMaxNumberLU.

e One or two logical units can be configured as boot logical units.

When a UFS device is shipped only the following well known logical units will be available: UFS
Device, REPORT LUNS and the RPMB. All other logical units shall be configured before they can be
accessed.

NOTE The RPMB well known logical unit will be configured by the device manufacturer before shipping the
device.

Logical units may be configured writing the Configuration Descriptors, see 14.1.3, Accessing Descriptors
and Device Configuration, for details.

The configuration of each logical unit can be retrieved by reading the corresponding Unit Descriptor.
It is recommended to execute logical unit configuration during the system manufacturing phase.

Table 13-3 summarizes the configurable parameters per logical unit. See 14.1.4, Descriptor Definitions,
for details about these parameters.

Table 13-3 — Logical unit configurable parameters

Configurable parameters

Logical Unit
Name Description
. . LU O, ..., Maximum LU
bLUEnable Logical Unit Enable specified by bMaxNumberLU
bBootLunID Boot LUN ID LU0, ..., Maximum LU

specified by bMaxNumberLU

LU O, ..., Maximum LU

bLUWriteProtect Logical Unit Write Protect specified by bMaxNumberLU

LU O, ..., Maximum LU

bMemoryType Memory Type specified by bMaxNumberLU

Number of allocation units assigned to the
logical unit.

dNumAllocUnits The value shall be calculated considering the
capacity adjustment factor of the selected
memory type.

LU O, ..., Maximum LU
specified by bMaxNumberLU

LU O, ..., Maximum LU

bDataReliability Data Reliability specified by bMaxNumberLU

LU O, ..., Maximum LU

bLogicalBlockSize | Logical Block Size specified by bMaxNumberLU

LU O, ..., Maximum LU

bProvisioningType | Provisioning Type specified by bMaxNumberLU
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13.2.3 Logical Unit Configuration (cont’d)

The following Geometry Descriptor parameters provide relevant information for configuring the logical
units:

gTotalRawDeviceCapacity (total raw device density in unit of 512 bytes)
dSegmentSize

bAllocationUnitSize (Allocation Unit Size, value expressed in number of segments)
wSupportedMemoryTypes

Maximum number of allocation unit for each memory type (dSystemCodeMaxNAllocU,
dNonPersistMaxNAllocU, etc.)

Capacity Adjustment Factor for each memory type (wSystemCodeCapAdjFac,
wNonPersistCapAdjFac, etc.)

bMinAddrBlockSize (this parameter indicates a value equal or greater than 4Kbyte)
bOptimalReadBlockSize and bOptimalWriteBlockSize

bMaxInBufferSize

bMaxOutBufferSize

To enable the access to a logical unit, the user shall configure Unit Descriptor parameters as described in
the following.

bLUEnable
bLUEnable shall be set to 01h to enable the logical unit. If bLUEnNable is equal to 00h the logical unit
is disabled and all Unit Descriptor parameters are don’t care.

bMemoryType

bMemoryType shall be set to value corresponding to the desired memory type. The
wSupportedMemoryTypes parameter in the Geometry Descriptor indicates which memory types are
supported by the device.

bLogicalBlockSize
bLogicalBlockSize value shall adhere to the following rules:

o 2btogicalBlockSize > hajinAddrBlockSize x 512,
o 2btogicalBlockSize — hNjaxInBufferSize x 512,
o 2PtogicalBlocksize — A jaxOutBufferSize x 512.

To optimize the device performance, it is recommended to configure the logical block size
(bLogicalBlockSize) to represent the value indicated by dOptimalLogicalBlockSize for the specific
logical unit memory type.

Supported bLogicalBlockSize values are device specific, refer to the vendor datasheet for further
information.
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13.2.3 Logical Unit Configuration (cont’d)

dNumAllocUnits
dNumAllocUnits determines the size of the logical unit. If LUCapacity is the desired logical unit size
expressed in bytes, the dNumAllocUnits value shall be calculated using the following equation:

LUCapacity x CapacityAdjFactor )

dNumAllocUnit =CEILING<
umAtocunits bAllocationUnitSize X dSegmentSize X 512

where:
o CapacityAdjFactor = Capacity Adjustment Factor of the particular memory type
The Capacity Adjustment Factor value for Normal memory type is one.

The following example shows dNumAllocUnits calculation for two logical units (LU 1 and LU 4)
with the characteristics:

o LU 1:12 Gbyte, Normal memory type
o LU 4: 32Mbyte, Enhanced memory type 1

Assuming that the medium of the UFS device is composed by NAND flash memories which support
2 bit-per-cell and 1 bit-per-cell operation modes. The 2 bit-per-cell operation mode may be associated
with the Normal memory type, while the 1 bit-per-cell operation mode may be associated with the
Enhanced memory type 1.

The Capacity Adjustment Factor for the Enhanced memory type 1 will be equal to 2.
If

o dSegmentSize = 1024

o bAllocationUnitSize =8

Then dNumAllocUnits for LU 1 and LU 4 are:

dNumAllocUnits LU 1= CEILING ( 12 Gbyte X 1 ) = cEILING (12 Gbyte) _ 5072
umAllocUnits = 8 % 1024 X 512byte) — Myt )

dNumAllocUnits LU 4 = CEILING ( 32 Mbyte X 2 ) = CEILING (64Mbyte> -
umAllocUnits = 8 % 1024 X 512byte) — T Mbyte)

The logical unit capacity can be retrieved by either reading the gqLogicalBlockCount parameter in the
Unit Descriptor or issuing the READ CAPACITY command.

In particular, the relations between the parameters returned by READ CAPACITY (RETURNED
LOGICAL BLOCK ADDRESS and LOGICAL BLOCK LENGTH IN BYTES), and
bLogicalBlockSize and gLogicalBlockCount parameters in Unit Descriptors are:

o RETURNED LOGICAL BLOCK ADDRESS = gLogicalBlockCount — 1,
o LOGICAL BLOCK LENGTH IN BYTES = 2btodicalBlockSize
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13.2.3 Logical Unit Configuration (cont’d)

bBootLunID
bBootLunlID shall be set as described in the following:

o 00h: if the logical unit is not a boot logical unit,

o 01h: to configure the logical unit as “Boot LU A”,
o 02h: to configure the logical unit as “Boot LU B”,

NOTE The 01h value and 02h value shall be assigned to no more than one logical unit.

bLUWriteProtect
bLUWriteProtect shall be set as described in the following:

o 00h: if the logical unit is not write protected,
o 01h: to configure power on write protection,
o 02h: to configure permanent write protection.

bDataReliability
bDataReliability shall be set to configure the device behavior when a power failure occurs during a
write operation to the logical unit:

o 00h: logical unit is not protected. Logical unit's entire data may be lost as a result of a power
failure during a write operation,
o 01h: logical unit is protected. Logical unit's data is protected against power failure.

bProvisioningType
bProvisioningType shall be set to configure the logical unit provisioning type:
o 00h: to disable thin provisioning,

o 02h: to enable thin provisioning with TPRZ =0,
o 03h: to enable thin provisioning with TPRZ = 1.
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13.3  Logical Block Provisioning
13.3.1 Overview

Logical Block Provisioning is the concept that describes the relationship between the logical block
address space and the physical memory resources that supports the logical address space.

Logical units in a UFS device shall be either a Full Provisioned LU or a Thin Provisioned LU.

13.3.2 Full Provisioning
Every LBA in a fully provisioned logical unit is mapped.

A logical unit that is fully provisioned shall provide enough LBA mapping resources to contain all logical
blocks for the logical unit’s capacity as reported by the device server in response to a READ CAPACITY
command.

The device server shall not cause any LBA on a fully provisioned logical unit to become unmapped.

A fully provisioned logical unit does not support logical block provisioning management — i.e., does not
support UNMAP command.

13.3.3 Thin Provisioning

In thin provisioning there is no requirement that the available physical memory resources match the size
of the logical address space.

A thin provisioned logical unit is not required to provide LBA mapping resources sufficient to contain all
logical blocks for the logical unit’s capacity as reported by the device server in response to a READ
CAPACITY command.

In UFS device, a thin provisioned logical unit shall have sufficient physical memory resources for all
addressable logical blocks when the logical unit is configured by writing the Configuration Descriptor:
the number of LBAs reported in READ CAPACITY shall not exceed the number of physical memory
blocks available.

Logical address to physical resource allocation is managed by Logical Block Provisioning Management.
Every LBA in a thin provisioned logical unit shall be either mapped or deallocated.

In UFS device, a thin provisioned logical unit shall support the Mapped and Deallocated states in the
Logical Block Provisioning State Machine. An unmapped LBA shall be a deallocated LBA.

UFS device shall support Thin Provisioned logical unit including: Logical Block Provisioning
Management, UNMAP command, erased, discard and purge functionalities as described in clause 12,
UFS Security.
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13.4  Host Device Interaction
13.4.1 Overview

This sub-section describes several UFS features conceived to improve performance and/or reliability.
Some of them are related directly to commands present in the logical unit queues (e.g. inter-LU priority,
system data tag, context management), others are related to the device state (e.g. background operations,
dynamic device capacity) or focused on reliability (e.g. data reliability, real-time clock information).

13.4.2 Applicable Devices

All the features described 13.4 should be implemented on UFS devices. The extent to which the features
are implemented will be up to the device manufacturer. It is expected that poor implementations will
result in lower device performance or reliability and higher max power consumption in the low power
modes.

13.4.3 Command Queue: Inter-LU Priority

The specific details of how commands interact in a queue of a specific logical unit are handled in other
chapters. This section outlines how the queues within a device interact with each other. There can be
many different implementations of a UFS device. For example, it may be implemented as a single or
multithreaded processor. In order to make the UFS spec implementation agnostic this section outlines a
parameter that allow the host to communicate to the device its priorities so that the device can take this
into account when executing commands from the host.

In the implementation case where several queues are serviced from a single execution unit, it is necessary
for the host to either designate all queues as having the same priority or designate a single Queue as
having a higher priority. A parameter value shall be defined to allow the host to designate a queue as
having high or no priority. In the case where a queue is designated as having a higher priority, whenever
a command enters the queue with the high priority it will be executed as soon as possible resulting in
commands from other queues being stalled.

One example of where a host may want to take advantage of this feature is when the host has allocated
one logical unit to be a code execution unit and another unit to be a mass storage unit. In this example the
execution of code takes priority over mass storage transfers, so the host would set the parameter bit
associated with the code logical unit to be high priority and leave the remaining queues as lower priority.

The logical unit supports two level of queue priorities:

1. High priority — This is used for logical unit with high priority requests. Any commands sent to this logical
unit will have higher priority than commands sent to logical units with lower priority. For example, when
servicing demand-paging applications, read commands would have this priority.

2. No priority — This is used for all regular logical units which do not belong to priority #1

In addition to the execution of commands explicitly issued by the host, the device may execute
background operations for device house-keeping. In general those operations have a much lower priority
than the commands sent by the host and are implemented using a specific method described in 13.4.4,
Background Operations Mode.
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13.4.3.1 Implementation

The bHighPriorityLUN parameter in the Device Descriptor shall be set to configure which logical unit
has the command queue with the higher priority.

bHighPriorityLUN shall be set to:

e 7Fh:if all logical units have the same priority,
e LUN of the higher priority logical unit.

Name Description valid Values Default™
bHighPriorityLUN defines the high 0 to the number
o priority logical unit. of LU specified
bHighPriorityLUN ) ] by 7Fh
If this parameter value is 7Fh all bMaxNumberL
logical units have the same priority. U, and 7Fh

NOTE 1 The column “Default” defines the parameter value set by the device manufacturer.

13.4.4 Background Operations Mode
13.4.4.1 Introduction

A managed device requires time to execute management tasks. The background operations mode grants
the device time to execute the commands associated with these flash management tasks. Flash
management operations may include, but are not limited to, wear leveling, bad block management, wipe
and garbage collection. The operations completed during the background operations period are
determined by the device manufacturer and are not covered by the UFS spec.

13.4.4.2 Purpose
Performance Improvement

The intent of this mode is to improve a device response to host commands by allowing the device to
postpone device management activities that occur as a result of host initiated operations to periods when
the host is not using the device.

Systems that will use a UFS device tend to have peak periods of activity, in which the best response
possible is needed from the UFS device. These peak periods are followed by idle periods, where the host
can allow the device to do device management operations. Allowing better communication between the
host and the device on when these idle periods will occur allows the UFS device to perform more
optimally in the system.

The device will still be permitted to do device management when the host initiates operations, however
the downside of doing this may be poorer device performance. This mode will just give device
manufacturers the option to delay device management operations to improve performance. It is
recommended that devices postpone as many tasks as possible to take full advantage of the possible
performance improvements associated with this feature.

Host Power Management

This mode will also allow the host to control when the device uses power to perform management
activities. The host will have more knowledge about the power consumed by the system and can make the
appropriate tradeoffs about when to use system power and when to conserve it.

An example of where host control over power consumed by the device could be an advantage would be
the case where the system has very little battery power and the UFS device has a lot of unused memory.
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13.4.4.2 Purpose (cont’d)

In this case the host may not wish for the device to perform clean up operations but conserve the power
for more critical system functions.

Allowing the host to communicate with the device on when activities can be performed will allow better
system power management, which can be controlled by the host.

13.4.4.3 Background Operations Status

The device signals to the host that the device has a need for background operations using the Exception
Event mechanism, and in particular the URGENT_BKOPS bit in wExceptionEventStatus

e ‘0’: No immediate need to execute background operation (corresponds to no operations or non-
critical)

o “I’: Immediate need to execute background operation (corresponds to performance being impacted or
critical)

When the host detects a request for executing background operations (URGENT_BKOPS set to one) it
may read the bBackgroundOpStatus attribute to find out the need level, as follows:

00h : No operations required

01h : Operations outstanding (non-critical)

02h : Operations outstanding (performance being impacted)
03h : Operations outstanding (critical)

The URGENT_BKOPS bit is set to zero if the bBackgroundOpStatus is set to zero or one, otherwise it is
set to one.

It is expected that the host will respond as soon as possible when the status changes to service, since if the
background operations are not properly managed, then the device could fail to operate in an optimal way.

In the case where the device status is operations outstanding (critical) this will mean that the device will
only respond to mode sense and mode select commands. The host should put in all possible measures to
ensure the device never reaches this state since it means the device is no longer able to operate.

The point at which the device enters each of these states is up to the manufacturer and is not defined in
this standard.

13.4.4.4 Operation Initiation

There is no explicit command to start the background operations. A mode enable bit indicates whether the
device is allowed to execute background operations. If the background operations enable bit is set and the
device is in Active power mode or Idle power mode, then the device is allowed to execute any internal
operations.

When the device receives a command which requires a data transfer and if all command queues are
empty, then the device shall start the data transfer sending DATA IN UPIU or RTT UPIU within the time
declared in bBackgroundOpsTermLat. The host can minimize the device response time by disabling
background operations mode during critical performance times.

In the case where the background operations status is ‘“operations outstanding (critical)”, the
aforementioned latency limit does not apply.
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13.4.4.5 Power Failure

It is the device’s responsibility to ensure that the data in the device is not corrupted if a power failure
occurs during a background operation.

13.4.4.6 Implementation
13.4.4.6.1 Background Operations Enable

fBackgroundOpsEn is the Flag to be used to enable or disable the execution of background operations.
This Flag is defined as follows:

e 0 = Device is not permitted to run background operations
e 1 =Device is permitted to run background operations.

The default value of this Flag is one: background operations permitted. The device shall terminate
ongoing background operations when this Flag is cleared by the host. For more details see Table 14-25,
Flags.

13.4.4.6.2 Background Operations Status
bBackgroundOpsStatus is an attribute defined as follows:

e 00h = not required

e 01h =required, not critical

e 02h =required, performance impact
e 03h = critical.

For more details see 14.3, Attributes.
13.4.4.6.3 Background Operations Termination Latency

bBackgroundOpsTermLat defines the maximum latency for starting data transmission when background
operations are ongoing. The termination latency limit applies to two cases:

o When the device receives a COMMAND UPIU with a transfer request. The device shall start the data
transfer and send a DATA IN UPIU or a RTT UPIU within the latency limit.

e When the device receives QUERY REQUEST UPIU clearing fBackgroundOpsEn Flag. The device is
expected to terminate background operations within the latency limit.

The termination limit does not apply in the case where the background operations status is “operations
outstanding (critical)”.

bBackgroundOpsTermLat is a parameter of the Device Descriptor and its granularity is 10msec. It is
expected that transitions between link states (e.g., HIBERNATE to ACTIVE) or temporary congestion on
the link occur in shorter timescales and are therefore negligible in comparison to the background
operations timescale.

13.4.5 Power Off Notification

A UFS host will notify the device when it is going to power the device off by requesting the device to
move to UFS-PowerDown power mode. This will give the device time to cleanly complete any ongoing
operations. The device will respond to the host when it is ready for power off, meaning that the device
entered the UFS-PowerDown power mode. Host can then power off the device without the risk of data
loss.
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13.4.6 Dynamic Device Capacity

Common storage devices assume a fixed capacity. This presents a problem as the device ages and gets
closer to its end of life. When some blocks of the device become too old to be used reliably, spare blocks
are reallocated to replace them. A device contains some spare blocks for this purpose, as well as for some
housekeeping operations. However, when all spare blocks are consumed, the device can no longer meet
its fixed capacity definition and it stops being functional (some become read-only, some stop responding
completely).

A simple solution to enable the host to continue operation at the end of the device lifetime, would be to
allow the capacity to be dynamic. If the device is allowed to reduce its reported capacity, it can reallocate
blocks that were used to store data as new spare blocks to compensate for aging. To support this, the
device needs to report to the host how much more spare blocks it needs for each logical unit, and then the
host needs to relinquish some used blocks to let the device reallocate them as spares.

A device may implement a spare blocks resource management policy either per logical unit, allocating a
fixed amount of spare blocks per logical unit, or per memoty type, allocating a fixed amount of spare
blocks for all logical units with the same memory type (bMemoryType).

bDynamicCapacityResourcePolicy parameter in the Geometry Descriptor indicates which spare blocks
resource management policy is implemented.

13.4.6.1 Implementation
13.4.6.1.1 Initial Device Requirements

e Only logical units that support thin provisioning and logical block provisioning management
functions can be involved in the dynamic device capacity process. The host can discover if thin
provisioning is enabled and if a logical unit supports logical block provisioning management
functions at UTP level, reading the bProvisioningType parameter in the Unit Descriptor of each
logical unit, or at SCSI level through the TPE bit in the READ CAPACITY (16) parameter data.

o bProvisioningType shall be either 02h or 03h.
o TPE bit shall be set to one.

e The Unit Descriptor of each logical unit includes the following two parameters: gLogicalBlockCount
and gPhyMemResourceCount.

o The gLogicalBlockCount is equal to the total number of addressable logical blocks in the logical unit.
Its value is established when the logical unit is configured and never changes during the device life
time. In particular, the gLogicalBlockCount value shall be equal to RETURNED LOGICAL BLOCK
ADDRESS + 1 (RETURNED LOGICAL BLOCK ADDRESS is a field included in the Read Capacity
Parameter Data and corresponds to the last addressable block on medium under control of logical
unit).

o The gPhyMemResourceCount is equal to the total physical memory resources available in the logical
unit, expressed in 2°-9caBlockSize nit Its value decreases with the execution of dynamic capacity
process.

e UFS requires that there shall be sufficient resource in the physical memory resources pool to support
the logical addressable memory space reported in READ CAPACITY when the device is first
configured. Therefore, gPhyMemResourceCount shall be equal to gLogicalBlockCount in the Unit
Descriptor initially.

o Dynamic device capacity feature does not involve the following logical units: RPMB well known
logical unit, power-on write protected logical units (independently of fPowerOnWPEnN flag value),
permanently write protected logical units (independently of fPermanentWPEnN flag value), or logical
units configured as boot logical unit (Boot LUN ID = 01h or 02h, independently of bBootLunEn
value).
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13.4.6.1.2 Dynamic Capacity Procedural Flow

1)

2)

3)
4)

5)

6)

When the physical memory resources necessary for proper operation in a logical unit has been drawn
down, the device may request to the host to remove some resources from the physical memory
resources pool serving the logical address space of the logical units. This is achieved setting to one
the DYNCAP_NEEDED bit in the wExceptionEventStatus attribute. If DYNCAP_EVENT _EN bit in
wEXceptionEventControl attribute is one, then the EVENT_ALERT bit of Device Information field
included in the RESPONSE UPIU will be set to one.

Device shall indicate the amount of physical memory to be removed from the resource pool in
dDynCapNeeded attribute. Each element of the dDynCapNeeded[LUN] shall be equal to the amount
of bytes to be removed divided by the optimal write block size (bOptimalWriteBlockSize is a
parameter in the Geometry Descriptor). Therefore, the host can calculate the amount of physical
memory to be removed from the resource pool for each logical unit multiplying the
dDynCapNeeded[LUN] attribute by bOptimalWriteBlockSize parameter. UFS device shall not
request to remove physical memory from the resource pool of logical units which are write protected
or configured as boot logical unit (dDynCapNeeded[LUN] shall be zero).

The host ensures that all outstanding tasks in the device queues have been completed or aborted.

If the device spare blocks resource management policy is per memory type
(bDynamicCapacityResourcePolicy = 01h), then the host should ensure that the amount of LBAS in
the deallocated state in all logical units with the same memory type (bMemoryType) is equal to or
greater than the amount of requested physical memory resources from all logical units with the same
memory type (bMemoryType).

For example, assuming that bDynamicCapacityResourcePolicy = 01h and the device asks to remove
logical blocks from the resource pool of a single logical unit, the host may remove blocks from one or
more logical units having that particular memory type as long as the total amount of logical blocks in
a deallocated state results be greater than or equal to the total amount of logical blocks specified by
the device.

However, if the device spare blocks resource management policy is per logical unit
(bDynamicCapacityResourcePolicy = 00h), then host ensures that the amount of LBAs in the
deallocated state is equal or greater than the amount of requested physical memory resources for each
logical unit.

The host deallocates LBASs sending one or more UNMAP commands.

a) The range(s) of LBA in the deallocate state shall be aligned to a bOptimalWriteBlockSize
boundary, and their size shall be an integer multiple of bOptimalWriteBlockSize .

b) The LBA range(s) shall be equal or greater than the memory resources amount that has been
requested by the device for each logical unit.

c) The LBA range(s) does not need to be at the end of the logical address space.

The host sets fPhyResourceRemoval flag to one and triggers an EndPointReset or a device hardware
reset to initiate the dynamic capacity operation.

The host may either execute the complete boot process as described in 13.1, UFS Boot, or may skip
reading the boot logical unit and set fDevicelnit flag to one to start the device initialization. During
this phase the device will execute the dynamic capacity operation. The host waits until the device
clears fDevicelnit flag. The device initialization may take a time longer than normal initialization due
to internal processes necessary to re-arrange physical memory resources. If a power loss occurs, the
dynamic capacity operation will proceed at the next power up during the device initialization.
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13.4.6.1.2 Dynamic Capacity Procedural Flow (cont’d)

7) When the dynamic capacity operation is completed, the device will clear fDevicelnit flag and the
fPhyResourceRemoval flag. If the operation is completed successfully, the DYNCAP_NEEDED bit
is cleared too, therefore the EVENT_ALERT bit in Device Information will return to zero, if no other
exception events are active. The gPhyMemResourceCount parameter in the Unit Descriptors is
updated with a new value reflecting the amount of physical memory resources remaining in the
resource pool.

NOTE The gLogicalBlockCount parameter in the Unit Descriptors and the RETURNED LOGICAL BLOCK
ADDRESS parameter in Read Capacity Parameter Data will stay the same as initially configured. Therefore,
the updated gPhyMemResourceCount value will be less than those two parameters after dynamic capacity
operation.

8) If the dynamic capacity operation does not succeed, for example because LBA range(s) does not meet
one or more of the requirements described in point 4, the DYNCAP_NEEDED bit shall remain set to
one. Therefore, the EVENT_ALERT bit in the Device Information field of the RESPONSE UPIU
will remain set to one to notify the host that further dynamic capacity operation is needed.

NOTE The dDynCapNeeded[LUN] attribute value may have been updated.

9) To account for the reduction of the physical memory resources pool after dynamic capacity operation, the
host maintains a range(s) of LBA’s in deallocated state that are aligned in address and size to integer
multiples of bOptimalWriteBlockSize, with the total equal to or greater than gLogicalBlockCount minus
gPhyMemResourceCount. Otherwise, a write error will result when the host attempts to write (map) more
LBA’s than the available physical memory resources.

NOTE The host may change the LBA range(s) that are in deallocate state during the use of the device.
13.4.6.1.3 Dynamic Device Capacity Notification

The dynamic device capacity is one of the exception events that may set the EVENT_ALERT bit of the
Device Information field included in the RESPONSE UPIU.

To enable the setting of this bit, the DYNCAP_EVENT _EN bit in the wExceptionEventControl attribute
shall be set to one.

When the host detects that the EVENT_ALERT bit is set to one, it should read the
WEXceptionEventStatus attribute to discover if the source of this event is a request for reducing the device
capacity. In particular, if DYNCAP_NEEDED bit is set to one, the host should process the request as
described in this standard.

The DYNCAP_EVENT _EN bit shall be set to zero if the host is not capable or does not intend to use the
dynamic device capacity feature. Otherwise, a dynamic capacity request event will set the
EVENT_ALERT bit to one, masking out notification of other exception events.
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13.4.6.1.4 Error handling

Success/failure to unmap (release) LBA’s is as defined in UNMAP command.

If the host ignores the dynamic device capacity notification and continues to write to the device
without unmapping LBA’s to free up physical memory, the device may become non-writeable over
time and cause a WRITE command to fail. In which case, the device server shall return the following
error condition in response to the WRITE command.

o The device server shall terminate the command requesting the operation with CHECK
CONDITION status with the sense key set to DATA PROTECT and the additional sense code set
to SPACE ALLOCATION FAILED WRITE PROTECT.

When the gPhyMemResourceCount is less than gLogicalBlockCount in Unit Descriptors, it indicates
that the physical memory resources pool is smaller than the logical addressable memory space
(LBA’s) in the logical unit. It is the host’s responsibility to keep track of the amount of physical
memory available. If the host attempts to write more data than the available physical memory
resources and the device is unable to complete the write operation successfully, the device shall return
the following error condition.

o The device server shall terminate the command requesting the operation with CHECK
CONDITION status with the sense key set to DATA PROTECT and the additional sense code set
to SPACE ALLOCATION FAILED WRITE PROTECT.

13.4.6.1.5 Physical Memory Resource State Machine

Figure 13-5 shows the state machine for the physical memory resources. In addition to the “Mapped”
state and the “Deallocated” state, which are defined in logical block provisioning state machine too, there
is the “Removed from the Resource Pool” state.

1)

2)

3)

Mapped

Removed from
resource pool

Deallocated

UFS definition
outside SCSI

Initial state for UFS

Device initialization with
fPhyResourceRemoval = ‘1’

Figure 13-5 — Physical Memory Resource State Machine

Write operation: physical memory resource from the resource pool is mapped to LBA containing
valid data.

UNMARP operation for erase/discard:

a) Physical memory resource is unmapped (deallocated) from LBA and returned to the resource
pool.

b) Residual data in unmapped physical memory resource is not valid.

Device re-initialization with fPhyResourceRemoval flag previously set to one causes some physical
memory resources to be removed from the resource pool servicing the logical address space. After
conversion the gPhyMemResourceCount is updated by UFS device to indicate the amount of physical
memory resources remaining in the resource pool of each logical unit.
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13.4.7 Data Reliability
13.4.7.1 Description

The UFS host has the ability to define the level of data reliability during normal operation and power
failure per logical unit.

There are two components to the data reliability that are defined for UFS. The first component deals with
the data currently being written and the second deals with the data that has previously been stored in the
medium.

The first component, also known as Reliable Write, means that if the device losses power during a write
operation to the medium (when executing a SCSI write command, a host initiated flush of data to the
medium, etc.), the data in the range affected by the operation will be either the old data or the new written
data when the device recovers from power failure.

Keeping either the old or new data is important for the file system to recover after power loss. The file
system may keep its structures segmented and signed with CRC or equivalent mechanism. The device
insures that a large enough granularity of data is authentic either with an old or new copy, to make sure
the file system can validate or invalidate these segments.

The resolution for the old and new data shall be aligned to the logical block size. The figure below shows
some of the possible scenarios that the host will see when it recovers from power failure during a 32
Kbyte write operation in a logical unit with 4 Kbyte logical block size.

For RPMB well known logical unit, the data reliability granularity shall be equal to
bRPMB_ReadWriteSize x 256 bytes.

4 Kbyte
‘ NEW ‘ oLD ‘ NEW ‘ NEW ‘ NEW ‘ NEW ‘ oLD ‘ oLD ‘
‘ NEW ‘ NEW ‘ NEW ‘ NEW ‘ oLD ‘ oLD ‘ oLD ‘ oLD ‘

32 Kbyte

Figure 13-6 — Example of data status after a power failure during reliable write operation

The second component, also known as Data Reliability, allows the host to define the level of protection to
be applied to existing data on the device. In some technologies that will be used to implement UFS
devices, the device has the option to potentially sacrifice some of the existing data on a device during a
power failure in order to provide better write performance. Depending on the application for the end
device the host can select per logical unit whether the data in that logical unit shall be protected during
power failure, which may have a performance impact, or to select device performance with the risk of
losing data during a power failure.

Data Reliability feature for each logical unit can be set when the device is configured during system
integration.

In particular, if Data Reliability is enabled, the logical unit will execute Reliable Write operation and the
data already stored in the medium will not be corrupted by a power failure occurred during the execution
of a write operation to the medium.

The data reliability feature will be configurable only for logical units and not for well known logical units.

The RPMB well known logical unit will automatically select data reliability.
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13.4.7.2 Implementation

bDataReliability parameter in the Unit Descriptor shall be used by the host to configure the logical unit
data reliability.

bDataReliability values are defined as in the following:

00h: Data reliability disabled
Corruption of the existing data in the medium of the specific logical unit may occur if a power loss
happens during device activity like writing of data to medium.

01h: Data reliability enabled
The existing data stored in the medium of the specific logical unit shall not be corrupted if a power
loss occurs, and the memory range that was accessed by the interrupted write command shall
contain the old data or new data (or a mixture of old and new data as explained in 13.4.7.1) once
power is restored.

Table 13-4 — Parameter for controlling logical unit data reliability

Parameter Name | Description

bDataReliability defines the device behavior when a power failure occurs when
writing data to the medium

bDataReliability | gon: pata reliability disabled
01h: Data reliability enabled
Others: Reserved

13.4.8 Real-Time Clock Information

Providing Real Time Clock (RTC) information to a storage device could be useful for the device internal
maintenance operations (execution of RTC internal operations is not affected by fBackgroundOpsEn flag
value).

Host may provide either absolute time if available, or relative time information. This feature provides a
mechanism for the host to update either absolute or relative time.

The host sends RTC information when a wPeriodicRTCUpdate has passed since the last RTC information
update. In case the device is not powered up or asleep when the period has expired, the host wakes it up
and update RTC information.

NOTE When device is configured with wPeriodicRTCUpdate as ‘undefined’ (see Device Descriptor) a
wPeriodicRTCUpdate could not expire and the host may update RTC information considering vendor
recommendations.

It is recommended to provide RTC information after transitioning from UFS-Sleep power mode or UFS-
PowerDown power mode to Active power mode.

Updating RTC information is done by writing to dSecondsPassed attribute.

While the device is busy handling an RTC update event and the related background operation, the device
may keep the fBusyRTC flag is set to one.

The device may perform operations in the background as a result of receiving RTC update. In order to
allow optimized efficiency of these background operations, it is recommended that the host refrains from
sending commands, other than Query Request to the device, and keep the device powered and in Active
power mode as long as fBusyRTC flag is set to one. The device may consume active power during that
time. Therefore, it would be advisable to update RTC in times where the system is usually idle and has no
specific power limitations, e.g., at night time when battery is being charged.
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13.4.9 Context Management

To better differentiate between large sequential operations and small random operations and to improve
multitasking support, contexts can be associated with groups of read or write commands. Associating a
group of commands with a shared context allows the device to optimize data handling.

A context can be seen as an active session, configured for a specific read/write pattern (e.g., sequential in
some granularity). Multiple read or write commands are associated with this context to create some
logical association between them, to allow device performance optimization. For example, a large
sequential write pattern may have better performance by allowing the device to improve internal locality
and reduce some overhead (e.g., if some large unit of data is allowed to be affected by a power failure as a
whole while it is being written, all of the commands that fill this unit can work faster because they can
reduce the overhead usually required to protect each write individually in case of a power failure).
Furthermore, handling of multiple concurrent contexts allows the device to better recognize each of the
write patterns when they are all mixed together.

The maximum number of contexts the device can support is reported in the bMaxContexIDNumber field
of the Geometry Descriptor. When the host configures the device, it divides this number across the
created LUs and writes the number of contexts to be supported in each LU to wContextCapabilities field
in the Configuration Descriptor.

To use a context, an available Context ID shall be picked. Then, it shall be initialized by writing the
configuration attribute of the relevant LU (wContextConf). Then, data can be read/written associated to
the context by specifying the Context ID in GROUP NUMBER field of the CDB of the read/write
command. When the context is no longer used, the configuration attribute (wContextConf) should be
written as all ‘00’ by the host to close the context. A context shall be closed prior to re-configuring it for
another configuration/use.

No ContextlD shall be open after power cycle.
13.4.9.1 Context configuration

Before any context can be used it shall be configured.

Configuration is done by setting the context configuration attribute of the relevant LU (setting
wContextConf with INDEX equal to LUN and SELECTOR equal to ContextID, SELECTOR 0’ is
reserved.). Then, all read commands or write commands that are associated with this ContextID shall be
sent using GROUP NUMBER set to ContextID.

When the context is no longer needed, it should be closed by writing a zero byte to the configuration
attribute.

To configure a specific ContextlD for a specific LU, the following fields shall be written to the context
configuration attribute of the specific context needed:

e Activation and direction mode (read-only, write-only or read/write)
The direction indicates if all following accesses to this context would be either read-only, write-only
or both read/write. Writing a non-zero direction to this field is the ‘activation code’ for the context. A
zero in this field means a closed context which can no longer be addressed by its ID until re-
configured.

e Large Unit context flag
This indicates if the context is following Large Unit rules or not
o If Large Unit context flag is set, then the Large Unit multiplier is used to specify the larger unit
size.
¢ Reliability mode
Controls how data written to a context should respond to interruptions.
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13.4.9.2 Activation and direction mode
A non-zero context can be configured as a read-only context, a write-only context or a read/write context.

Any read command associated with any context to an address that is part of an active write-only context is
not allowed, and may either fail the command or return dummy data.

Any write command associated with any context to an address that is part of an active read-only context is
not allowed, and may either fail the command, ignore the data written or cause unexpected data to return
in the read commands.

A context that is configured as read/write context may be read or written, as long as the writing follows
the context rules.

NOTE read/write context may have reduced performance compared to read-only or write-only contexts.

13.4.9.3 Large-Unit mode

The Large Unit is the smallest unit that can be used for large sequential read/write operations, in order to
reduce internal overhead and improve performance.

Accessing a Large Unit (both read and write) shall:
e Use a ContextID configured to operate in Large Units
e Always access a full Large Unit, in order and from beginning to end

e Multiple read/write commands with TRANSFER LENGTH smaller than the Large Unit size may
be used to read or write the Large Unit. Read/write commands may be interleaved with other
accesses and commands, as long as the specific Large Unit is being accessed with its own
separate Context ID

e A Large Unit that is being written shall not be modified outside the scope of the context (e.g., no
other writes from other contexts to the address range of the Large Unit shall be used, no
erases/trims to that range, etc.)

o Different Large Units belonging to the same context may be located in non consecutive addresses
on the media, as long as alignment is kept (a Large Unit shall be accessed in order from
beginning to end, but only within the range of the specific Large Unit — the next Large Unit can
be non-consecutive and even in a lower address)

e When writing a Large Unit context, data shall always be aligned and in multiples of
bOptimalWriteBlockSize

When writing a Large Unit context, the last Large Unit before closing the context may be partially
written, as long as it is written from the beginning, in order and up to a specific point where it is closed.
The rest of the Large Unit may be padded by the device to the end of the Large Unit with random data.
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13.4.9.4 Reliability mode

In case a write command to a Context ID is interrupted, the device behaves as if all the writes to the
context from its configuration were written in one large write command.

In case of a power failure or software reset before closing an active context — even if not in the middle of
a write command to the specific context (even if not in the middle of any command) — is considered as if
the event occurred during writing the entire context.

A context behavior is determined as part of its configuration and is applied to all writes to this context
until it is closed. Interruption during any of the writes may cause some of the data not to be fully
programmed on the device. Still no partial Logical Block (of bLogicalBlockSize size) shall exist — any
Logical Block written as part of the context shall contain either the new data written or its old data before
the context was configured. The scope of data that may be affected by the interruption depends on the
mode configured:

e For non-Large Unit contexts:

o MODEO - Normal mode — Any data written to the context from the time it was configured may
be affected

o MODEL1 - Non-Large Unit, reliable mode — Only data written by a specifically interrupted write
command may be affected. Any previously completed write to the context shall not be changed
because of any interruption.

e For Large Unit contexts:

NOTE In the cases below, the unit N refers to the current Large Unit which is being written when interruption
occurs, unit N-1 refers to the last Large Unit of the context that was written completely before the current one
and unit N-2 and earlier are Large Units that were completed before the N-1 unit.

o MODEO — Normal mode — Any unit may be affected: Any data written to the context from the
time it was configured may be affected.

o MODEL - Large Unit, unit-by-unit mode — Unit N may be affected, units N-1 and earlier are not:
Any data written to a Large Unit context may affect the entire specific Large Unit accessed. Any
previously completed Large Units in the context shall not be changed because of any interruption.

o MODE2 — Large Unit, one-unit-tail mode — Unit N and N-1 may be affected, units N-2 and
earlier are not: Any data written to a Large Unit context may affect the entire specific Large Unit
accessed and the entire completed Large Unit that was accessed before the current one. Any other
completed Large Units in the context shall not be changed because of any interruption.

In case the host sends a Task Management Request to abort a write command to a non-zero context or the
write command fails with an error, the write may still be interrupted like any context-less write. In case
these scenarios are interrupting a write to a Large Unit context, the device shall always stop writing on a
bOptimalWriteBlockSize boundary.
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13.4.9.5 Large-Unit Multiplier

In order to allow increased performance by parallelism, the device may allow reading or writing in
multiples of the Large Unit granularity.

The granularity of Large Unit size is provided by bLargeUnitGranularity M1 parameter in the Unit
Descriptor as indicated in the following:

Large Unit size granularity = 1 Mbyte x (bLargeUnitGranularity M1+1)

The device reports through a Unit Descriptor parameter (wContextCapabilities) the maximum multiplier
that is supported by the logical unit.

The Large Unit size is configured setting the Large Unit Multiplier as defined in the following:
Large Unit size = Large Unit size granularity x Large Unit Multiplier =
=1 Mbyte x (bLargeUnitGranularity_M1+1) x Large Unit Multiplier.

For example, if bLargeUnitGranularity M1 = 0 and Large Unit Multiplier = 2, then the Large Unit
granularity is 1 Mbyte and the Large Unit size is 2 Mbyte.

13.4.10 System Data Tag Mechanism

The System Data Tag mechanism enables the host to notify the device when System Data is sent for
storage (for instance file system metadata, operating system data, time stamps, configuration parameters,
etc.). This notification (using GROUP NUMBER field in the CDB) would guide the device to handle the
System Data optimally. By matching storage characteristics to the System Data characteristics the device
could improve access rate of read and update operations and offer a more reliable and robust storage
characteristics.

A UFS device has a limited amount of System Data area, a storage area with special characteristics which
are tailored to the characteristics and needs of system data. When receiving System Data Tag notification
along with the write command, the device will store the system data in the System Data area. In case the
capacity available for storing System Data is completely consumed, the device will store the System Data
in regular storage and the SYSPOOL_EXHAUSTED bit in the wExceptionEventStatus attribute shall be
set to one. Additionally, if SYSPOOL_EVENT _EN bit is equal to one, then the EVENT_ALERT bit of
Device Information field present in the RESPONSE UPIU will be forced to one

The SYSPOOL_EVENT _EN bit is included in the wExceptionEventControl attribute.

The host may free up System Data area by unmapping LBAs that were previously written with system
data tag characteristics.

The device handles the System Data Tag mechanism in units of system data, the size of system data unit
is device specific and can be retrieved reading the bSysDataTagUnitSize parameter in the Geometry
Descriptor.

The total available capacity for System Data is indicated by the bSysDataTagResSize parameter of the
Geometry descriptor (see 14.1.4.4, Geometry Descriptor, for details).

When a host tags system data during a write operation, an entire storage area of bSysDataTagUnitSize
size is handled by the device as system data area even if the size of the data being written is less than
bSysDataTagUnitSize. In addition, any command (Write, Unmap, etc.) which updates a system data unit
with data not tagged as System Data will change the entire system data unit storage characteristics to
regular data. Therefore, it is recommended to handle system data in full units of bSysDataTagUnitSize
size.

System Data areas are available only in Normal memory type logical units.
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13.4.11 Exception Events Mechanism

The Exception Events Mechanism is used by the device to report occurrence of certain events to the host.

It consists of three components EVENT_ALERT bit, the wExceptionEventStatus attribute and
wExceptionEventControl attribute:

A bit in wExceptionEventStatus attribute is assigned to each exception event. The device shall set the
WEXceptionEventStatus bits to one when the corresponding exception events are active, otherwise
they shall be set to zero.

A bit in wExceptionEventControl attribute is assigned to each exception event.

EVENT_ALERT bit shall be set if there is at least one wExceptionEventStatus bit and
wEXxceptionEventControl bit pair set to one.

The setting of an wEXxceptionEventStatus bit to one will not force the EVENT_ALERT bit to one if
the corresponding bit in the wExceptionEventControl is zero.

The EVENT_ALERT is a bit in the Device Information field of the RESPONSE UPIU which is the
logical OR of all bits in the wExceptionEventStatus masked by the bits of the
wEXceptionEventControl. The EVENT_ALERT bit is set to one when at least one bit in the
WEXceptionEventStatus is set and the corresponding wExceptionEventControl bit is one. The
EVENT_ALERT is set to zero if all exception events that are enabled in the wExceptionEventControl
are not active.

There are three defined exception events: dynamic device capacity, system pool exhausted and

background operation. The bits in the wExceptionEventStatus associated with those exception

events are described in the following:

DYNCAP_NEEDED - the device requests a Dynamic Capacity operation (see 13.4.6, Dynamic
Device Capacity). This bit is cleared once a Dynamic Capacity operation has completed successfully,
releasing the entire capacity that the device had requested to release.

SYSPOOL_EXHAUSTED - the device ran out of resources to treat further host data as System Data
(see 13.4.10, System Data Tag Mechanism). This bit is cleared once the host has turned enough
memory areas that were previously handled as System data areas, to non-system data areas.

URGENT_BKOPS — the device requests host attention for the level of need in Background
Operations (see 13.4.4, Background Operations Mode). This bit is cleared once
bBackgroundOpStatus returns to 00h or 01h.

In the Device Information field of the RESPONSE UPIU, the device will only indicate the events that
were enabled by the host through writing to the wExceptionEventControl attribute. The event bits in the
wEXxceptionEventStatus attribute and in the Device Information field of the Response UPIU are cleared
by the device when the clear conditions are met.
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13.4.12 Queue Depth Definition

Each logical unit is responsible for managing its own task set. Independently from the task set, the
resources used for queueing tasks may either be statically allocated to each LU, so that the LU is capable
of queueing new tasks up to a certain depth, or be shared by all LUs, so that queueing resources are
dynamically allocated to LUs, depending on tasks received.

A device may implement one of the two queueing architectures described above. The device informs the
host software on the policy implemented using read only parameters in the Device Descriptor and the
Unit Descriptors.

The depth of a queue is defined as the number of pending commands which can be stored in the queue.

13.4.12.1 Shared Queue

In the shared queue architecture, the device has a fixed-depth queue where tasks are queued as they are
received, regardless of their LUN designation.

When a COMMAND UPIU is received, resources are allocated from the shared queue and the command
is accounted towards the queue depth limit. The host is expected to track the queue depth and not issue
more commands than can be stored in the queue. If queue resources are unavailable, the device shall
return a response with TASK SET FULL status.

QUERY REQUEST UPIUs, NOP OUT UPIUs, and TASK MANAGEMENT REQUEST UPIUs are not
stored in the shared queue.

When this queueing architecture is implemented, the parameter bQueueDepth in the Device Descriptor
shall indicate the depth of the queue. The value of bQueueDepth shall be equal to, or larger than, 1. The
bLUQueueDepth parameters in all Unit Descriptors shall all be equal to 0.

13.4.12.2 Per-Logical Unit Queues

In the per-LU queueing architecture, the device implements separate fixed-depth queues, one queue for
each LU, or, in other words, allocates a fixed number of queueing resources for each LU.

When a COMMAND UPIU is received, resources are allocated from the queue associated with its logical
unit, as indicated by the LUN field in the UPIU Header. The command is accounted towards the depth
limit of the respective queue. The host is expected to track the queue depths and not issue more
commands than can be stored in their designated queue. If resources are unavailable for the desginated
LU, the device shall return a response with TASK SET FULL status (even if queueing resources are
available for other LUSs).

QUERY REQUEST UPIUs, NOP OUT UPIUs, and TASK MANAGEMENT REQUEST UPIUs are not
stored in the LU queues.

When this queueing architecture is implemented, the bLUQueueDepth parameters in Unit Descriptors
shall indicate the depth of the queue of each logical unit. If a logical unit is enabled, the value of
bLUQueueDepth in its Unit Descriptor shall be equal to, or larger than, 1.

bQueueDepth parameter in the Device Descriptor shall be equal to 0.

NOTE For backward compatibility with previous revisions of the standard, if bLUQueueDepth for an LU is 0, and
bQueueDepth is also 0, the queue depth should be treated by the host as unknown. The host is expected to infer the
queue depth using software algorithms.
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13.4.12.3 RPMB Well Known Logical Unit Queue

RPMB logical unit may use shared queue resources or may use its own separate queue, as implemented
by the device manufacturer.

If the RPMB logical unit uses the shared queue resources, its bLUQueueDepth parameter shall be equal to
0. When a COMMAND UPIU is received, resources are allocated from the shared queue, and the
command is accounted towards the queue depth limit. The host is expected to track the queue depth and
not issue more commands than can be stored in the queue. If queue resources are unavailable, the device
shall return a response with TASK SET FULL status.

If the RPMB logical unit uses a separate queue, its bLUQueueDepth parameter shall be equal to 1. The
host is expected to not issue more than one command to RPMB LU at any given time. If more than one
command is issued to RPMB LU, the device shall return a response with TASK SET FULL status.

It should be noted that, unlike other LUs, it is permitted that RPMB LU has a fixed depth queue while
other LUs use a shared queue.

13.4.13 Device Life Span Mode

The intent of this mode is to improve the device life span by increasing the device endurance. Devices use
mechanism like wear leveling etc. for improving the device life time which is limited to P/E cycle count
given by a memory vendor. In this mode, device may use technology like lower programming voltage etc.
for operations to increase the P/E cycle count and result in improving the device life.

Read and write operation performance in UFS are very high, However maximum operation speed is not
required always e.g. when user is sleeping, device is in screen-off mode, downloading large size
files/video and so on. During such scenarios, UFS host may indicate to device to use technology like
lower programming voltage etc. for operations by enabling fDeviceLifeSpanModeEn flag. On disabling
this flag, device uses normal voltage for operations. It is expected that the device will respond normally as
soon as the flag is disabled.

There may be performance degradation in this mode, therefore fDeviceLifeSpanModeEn should be set
only when the device is not actively used.

The improvement of device life span is dependent on device implementation.

13.4.13.1 Implementation
Device Life Span Mode Enable

fDeviceLifeSpanModeEn is the Flag to be used to enable or disable the execution of technology like
lower programming voltage etc. for operations.

0 = Device Life Span Mode is disabled.
1 = Device Life Span Mode is enabled.

The default value of this flag is zero. Host can enable this flag depending on scenarios like screen-off,
downloading large files etc.
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13,5 UFS Cache

Cache is a temporary storage space in a UFS device. The cache should in typical case reduce the access
time (compared to an access to the medium) for both write and read. The cache is not directly accessible
by the host but is a separate element in a UFS device. This temporary storage space may be utilized also
for some implementation specific operations like as an execution memory for the memory controller
and/or as storage for an address mapping table etc. but which definition is out of scope of this standard.

The implementation of the cache is optional for the UFS devices but the related commands shall be
implemented so that compatibility with host software driver is seamless independent from the
implementation. Devices may explicitly indicate that cache is supported by setting INQUIRY Data VPD
page (see [SPC]) parameter V_SUP=1b. V_SUP=0b means that there may or may not be cache
implemented. INQUIRY Data VPD page parameter NV_SUP shall be set to Ob.

The cache is a device level cache and applies for all LUs generically. Data written to and read from a
Boot W-LU and RPMB W-LU shall not be cached due to the specific nature of these LUs.

The cache is expected to be volatile by nature. Data in the cache is not expected to remain data valid over
power cycles or HW/SW resets. The UFS device is expected to manage the cache so that it shall not be
possible to read stale data from the device.

While the cache is implemented the device server may utilize the cache during write and read operations
for storing data which an application client may request later. The algorithm to manage the cache is out of
scope of this standard and is left for the implementation. There are parameters related to the management
of the cache defined in CDBs (see bullets) and in 11.4.2.3, Caching Mode Page.

e The disable page out (DPO) bit in the CDB of write, read and verify commands allows the application
client to influence the replacement of the logical blocks in the cache (e.g., in case the cache is full).
Setting the DPO bit to 1 means that the device server should not replace the existing logical blocks in
the cache with the new logical blocks written or read. When the DPO and FUA bits are set to one,
write and read operations effectively bypass the cache.

e The force unit access (FUA) bit in the CDB of write and read commands enables the application
client to access the medium. Setting the FUA bit to 1 means that the device server shall perform the
write to the medium before completing the command and to read logical blocks from the medium (not
from the cache).

During write operations the device server may use the cache to store data that is to be written to the
medium at a later time (write-back caching) and thus the command may complete prior to logical blocks
being written to the medium. This means also that such data may get lost if sudden power loss or reset
occurs. There is also possibility of an error occurring during the actual write operation to the medium
later. If an error occurred during such write operation it may be reported as a deferred error on a later
command.

An UNMAP operation or any other operation which affects data of a logical block in the medium shall
cause the device server to update potential data related to the logical block in the cache accordingly.

It is recommended that the host synchronizes the cache before initiating a PURGE operation.

When a VERIFY command is processed both force unit access and synchronize cache operation are
implied.
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13.5 UFS Cache (cont’d)

Following commands shall be implemented by the device server to enable application client to control the
behavior of the cache:

* PRE-FETCH commands: see 11.3.19 and 11.3.20
* SYNCHRONIZE CACHE commands: see 11.3.24 and 11.3.25

13.6 Production State Awareness (PSA)
13.6.1 Introduction
UFS device can utilize knowledge about its production status and adjust internal operations accordingly.

For example, content which was loaded into the storage device prior to device soldering might be
corrupted, at a higher probability than in regular mode. The UFS device could use “special” internal
operations for loading content prior to device soldering which would reduce production failures and use
“regular” operations post-soldering.

The sensitivity for device soldering is a property of the logical unit, some logical units may be sensitive to
device soldering while some logical units may not be sensitive to it. Before loading the data to the device
the host should read bPSASensitive, to identify the LU which are sensitive to device soldering.

Pre-loaded data is data which is loaded on the device after device configuration is completed
(bConfigDescrLock is set and reset of the device), and before device soldering to the host platform. The
combined maximum amount of data which could be pre-loaded to all sensitive LUs is device specific and
defined by dPSAMaxDataSize attribute.

13.6.2 PSA flow

PSA feature is based on the device capability to uniquely identify which data is written before the
soldering process. The PSA flow may be initiated only if all LBAs in logical units with bPSASensitive =
01h are unmapped. In case the host does not know if LBAs are unmapped, then it should set bPSAState
‘Off”, send an UNMAP command for the entire LBA range of each LU with bPSASensitive set to 01h, to
unmap that data and re-start the PSA flow as described below.

Depicted in Figure 13-7 is the PSA flow. To start the PSA flow, the host first checks if PSA feature is
supported by the device (see bUFSFeaturesSupport parameter in Device descriptor).

The host is expected to set dPSADataSize to indicate amount of data it plans to pre-load in all logical
units with bPSASensitive = 01h. In case the host tries to set dPSADataSize > dPSAMaxDataSize, then
the device shall return a General failure error.

The host writes bPSAState attribute to ‘Pre-soldering’ and then pre-loads the data in the logical units
through WRITE commands.

The host should count towards dPSAMaxDataSize limit only data written through a WRITE command to
a LU with bPSASensitive descriptor set to ‘1°. During PSA flow the host is not expected to write data to
the same LBA more than once, in such case device behavior may be undefined.

Once the host finishes pre-loading all LU (wrote total of dPSADataSize amount of data) the host is
expected to change the state of bPSAState from ‘Pre-soldering’ to ‘Loading Complete’ to indicate to the
device that pre-loading of data is complete.

Prior to soldering, at ‘Loading Complete’ bPSAState state, device may stop using special internal
operations and resume regular operations. Therefore, the host should not write data to the device as data
may be corrupted during soldering; a WRITE Command in this situation may result in an error.
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6075 13.6.2 PSA flow(cont’d)

6076  After the setting of bPSAState to ‘Loading Complete’, the device may be soldered. The device shall set
6077  bPSAState to 'Soldered' during the processing of the first WRITE command after a power-up occurred
6078  with bPSAState = ‘Loading Complete’.

Host checks if device support PSA (bPSASupport)

Device Supports PSA?

Yes

Host reads Max Allowed Data Size to be
preloaded (Device Descriptor, dPSAMaxDataSize) |

!

Host sets the amount of data it plans to pre-load
(dPSADatasSize)

v

Host sets an Attribute to start the PSA Flow
(bPSAState= ‘Pre-soldering’)

v

Host pre-loads data

Y

Host sets bPSAState to ‘Loading Complete’ Host unmap all pre-loaded data

v i

. Host Stops PSA flow
Host may Verify preloaded data (bPSAState= ‘Off)

A

Verify Pass? No

Yes
A J

Device soldered on host platform

v

Device power up

First write command with bPSAState =
‘Loading Complete’

Device sets bPSAState to ‘Soldered’

v

Exit |

6079
6080 Figure 13-7 — PSA flow
6081
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13.6.2 PSA flow(cont’d)

Depicted in Figure 13-8 is the PSA state machine which describes the different states of the bPSAState
attribute and the transitions between its states.

Host misbehavior of writing, during pre-soldering phase, more data than indicated by dPSADataSize may
result in data corruption during device soldering.

At any time before setting bPSAState to ‘Soldered’ the host may re-start the PSA flow by switching
bPSAState to ‘Off’, unmap all sensitive data and set bPSAState to ‘Pre-soldering’.

A change in bPSAState attribute may involve additional operations by the device which may require
some time. bPSAStateTimeout indicates the maximum allowed timeout in which the device may return a
response.

bPSAState: ‘Off

Start: bPSAState set by
the host before pre-
loading at production

Restart: bPSAState set by the

host at production followed by

Unmap of all allocated LBAs

bPSAState:
‘Pre-soldering’

Write Complete: bPSAState
changed by host after host
writes dPSADataSize amount

of data

bPSAState:
‘Loading
Complete’

Pre-soldering

Device power up and Host Post-soldering
write data at bPSAState

‘Loading Complete’

bPSAState:
‘Soldered’

Figure 13-8 — PSA state machine
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14 UFS DESCRIPTORS, FLAGS AND ATTRIBUTES

141 UFS Descriptors

A descriptor is a data structure with a defined format. Descriptors are accessed via QUERY REQUEST
UPIU packets. Descriptors are independently addressable data structures. Descriptors may be stand alone
and unique per device or they may be interrelated and linked in a hierarchical fashion to other descriptors
by parameters defined within the top-level descriptor. Descriptors can range in size from 2 bytes through
255 bytes. A 2 byte descriptor is an empty descriptor. All descriptors have a length value as their first
element. This length represents the entire length of the descriptor, including the length byte. All
descriptors have a type identification as their second byte. A descriptor can be partially read, but starting
point is always the offset 00h.

A Descriptor is a block or page of parameters that describe something about a Device. For example, there
are Device Descriptors, Configuration Descriptors, Unit Descriptors, etc.

In general, all Descriptors are readable, some may be write once, others may have a write protection
mechanism.

The Configuration Descriptor is writeable and allows modification of the device configuration set by the
manufacturer.

Table 14-1 specifies the descriptor identification values.

Table 14-1 — Descriptor identification values

Descriptor IDN Descriptor Type
00h DEVICE
01h CONFIGURATION
02h UNIT
03h Reserved
04h INTERCONNECT
05h STRING
06h Reserved
07h GEOMETRY
08h POWER
0%h DEVICE HEALTH
OAh ... FFh Reserved

14.1.1 Descriptor Types

Descriptors are classified into types, as indicated in Table 14-1. Some descriptors are singular entities,
such as a Device descriptor. Others can have multiple copies, depending upon the quantity defined, such
as UNIT descriptors. See Figure 14-1.
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14.1.2 Descriptor Indexing

Each descriptor type has an index number associated with it. The index value starts at zero and increments
by one for each additional descriptor that is instantiated. For example, the first and only Device
Descriptor has an index value of 0. The first String Descriptor will have an index value of 0. The Nth
String Descriptor will have an index value of N-1.

14.1.3 Accessing Descriptors and Device Configuration

Descriptors are accessed by requesting a descriptor IDN and a descriptor INDEX. For example, to request
the fifth Unit descriptor, the request would reference TYPE UNIT (numeric value = 2) and INDEX 4
(numeric value = N-1).

DEVICE

T T T T 1
STRING STRING STRING STRING STRING
Geometry InterConnect Power CONFIG #1
DEV ID MANU PROD REV LEVEL DATE
(]
T

String String String. STRING
UNIT-X UNIT-Y
G1 11 P1 il

Figure 14-1 — Descriptor Organization

All descriptors are read-only, except the Configuration Descriptors and the OEM_ID String Descriptor
which are: readable, writeable if bConfigDescrLock attribute value is equal to 00h.

In particular, the Configuration Descriptors allow modification of the device configuration set by the
manufacturer. Parameter settings in the Configuration Descriptors are used to calculate and populate the
parameter fields in the Device Descriptor and the Unit Descriptors — an internal operation by the device.

The host may write the Configuration Descriptors multiple times if bConfigDescrLock attribute is equal
to zero.

A device that supports 8 logical units has only one Configuration Descriptor, while a device that supports
32 logical units has four Configuration Descriptors.The host may write only the Configuration
Descriptors related to the logical units to be configured, and avoid to send write descriptor query requests
for the Configuration Descriptors that do not need to be changed.

The bConfDescContinue parameter in Configuration Descriptor indicates the end of a sequence of write
descriptor query requests during device configuration.In particular, if bConfDescContinue is set to one,
the current query request will be followed by another one, and the device shall not start internal
operations to implement the new configuration.If bConfDescContinue is set to zero, the current query
request is the last one, and the device shall start internal operations to implement the new configuration.
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14.1.3 Accessing Descriptors and Device Configuration (cont’d)

For example, to configure LU 0, LU 1, LU 2, LU 18 and LU 20 the following write descriptor query
request may be sent.

1) write descriptor query request with INDEX
parameters, logical unit parameters from 0 to 7

0, bConfDescContinue = 01h, Device Descritpor

2, bConfDescContinue

2) write descriptor query request with INDEX
parameters, logical unit parameters from 16 to 23

00h, Device Descritpor

The latency of a write descriptor request with bConfDescContinue is set to zero may be significantly
longer than a query request with bConfDescContinue set to one.lf bConfDescContinue = 00h, then the
device shall send a QUERY RESPONSE UPIU only after completing the configuration process.

If bConfDescContinue = Oh, then the Query Response field in the QUERY RESPONSE UPIU shall be set
to “Success” only if

e parameters in Device Descriptor and Unit Descriptors have been updated successfully
o logical units configuration has been completed successfully
o logical units are ready for operation (read, write, etc.)

If the query request fails, it shall be possible to repeat the configuration procedure sending a new
sequence of write descriptor query requests.

The Configuration Descriptor for same index may be sent more than once by host (eg, Configuration
Descriptor with Index = 00h) with bConfDescContinue = 01h. The last received values of each
Configuration Descriptor index before bConfDescContinue set to zero, shall be considered as valid
configuration.

If power cycle happens while bConfDescContinue is O1h, then all the configuration descriptor values
shall be reset to previous successful configuration value or if there is no previous configuration then they
shall be reset to MDV values as per UFS Specification.

Once the device has been configured, the setting of bConfigDescrLock to one permanently locks the
device configuration. Some devices may be configured multiple times during system setup or system
development. The details and restrictions related to multiple device configurations are vendor specific and
out of scope for this standard.

NOTE This version of the standard does not require a power cycle to complete the device configuration.
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14.1.3.1 Read Descriptor

A Query Request operation with READ DESCRIPTOR opcode is sent by the host to the device. The host
builds a QUERY REQUEST UPIU places a READ DESCRIPTOR opcode within the UPIU, sets the
appropriate values in the required fields and sends that UPIU to the target device.

Upon reception of the QUERY REQUEST UPIU the device will decode the READ DESCRIPTOR
opcode field and retrieve the descriptor indicated by the DESCRIPTOR IDN field, the INDEX field and
the SELECTOR field . When the device is ready to return data to the host the device will construct a
QUERY RESPONSE UPIU, set the appropriate fields and place the entire retrieved descriptor within a
single Data Segment area of the QUERY RESPONSE UPIU.

Upon transmission of the QUERY RESPONSE UPIU the device will consider the Query Request
operation complete.

Upon reception of the QUERY RESPONSE UPIU the host will retrieve the requested descriptor from the
Data Segment area, and decode the Status and other fields within the UPIU and take the appropriate
completion action. Upon reception of the QUERY RESPONSE UPIU the host will consider that the
Query Request operation is complete.

Initiator Device Target Device

‘ 5 QUERY REQUEST UPIU
READ DESCRIPTOR

ANIL

¢ QUERY RESPONSE UPIU
DESCRIPTOR DATA

Figure 14-2 — Read Request Descriptor
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14.1.3.2 Write Descriptor

A Query Request operation with WRITE DESCRIPTOR opcode is sent by the host to the device. The
host builds a QUERY REQUEST UPIU places a WRITE DESCRIPTOR opcode within the UPIU, sets
the appropriate values in the required fields and sends that UPIU to the target device. A QUERY
REQUEST UPIU with a WRITE DESCRIPTOR opcode will additionally include a data segment that
contains the descriptor data the host is sending to the device.

Upon reception of the QUERY REQUEST UPIU the device will decode the WRITE DESCRIPTOR
opcode field and access the descriptor indicated by the DESCRIPTOR IDN field, the INDEX field and
the SELECTOR field. The device will extract the descriptor data within the data segment of the UPIU and
will internally overwrite the addressed descriptor with the extracted data. When the device has completed
this process it will then notify the host of the success or failure of this operation by returning to the host a
QUERY RESPONSE UPIU with the RESPONSE field containing the response code.

After the transmission of the QUERY RESPONSE UPIU the device will consider the operation complete.

Upon reception of the QUERY RESPONSE UPIU the host will decode the RESPONSE field and other
fields within the UPIU and take the appropriate completion action. Upon reception of the QUERY
RESPONSE UPIU the host will consider that the operation is complete.

Initiator Device Target Device

QUERY REQUEST UPIU
WRITE DESCRIPTOR

q ;

DESCRIPTOR DATA

JNIL

QUERY RESPONSE UPIU

Figure 14-3 — Write Request Descriptor
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6215 14.1.4 Descriptor Definitions
6216 14.1.4.1 Generic Descriptor Format

6217  The format of all descriptors begins with a header which contains the length of the descriptor and a type
6218  value that indentifies the specific type of descriptor. The length value includes the length of the header
6219  plus any additional data.

6220 Table 14-2 — Generic Descriptor Format
DEVICE DESCRIPTOR
Offset Size Name Description
0 1 bLength Size of this descriptor inclusive = N
1 1 bDescriptorIDN Descriptor Type Identifier
2...N-1 N-2 DATA Descriptor Information

6221

6222  For unit descriptors, the format includes an indication for the unit being addressed.
6223

6224 Table 14-3 — Logical Unit Descriptor Format

UNIT DESCRIPTOR

Offset Size Name Description
0 1 bLength Size of this descriptor inclusive = N
1 1 bDescriptorIDN Descriptor Type Identifier
Unit index
2 1 bUnitindex - 00h to the number of LU
specified by bMaxNumberLU
3..N-1 N-3 DATA Descriptor Information

6225
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14.1.4.2 Device Descriptor

This is the main descriptor and should be the first descriptor retrieved as it specifies the device class and
sub-class and the protocol (command set) to use to access this device and the maximum number of logical
units contained within the device. The Device Descriptor is read only, some of its parameters may be
changed writing the corresponding parameter of the Configuration Descriptor.

In a QUERY REQUEST UPIU, the Device Descriptor is addressed setting: DESCRIPTOR IDN = 00h,
INDEX = 00h and SELECTOR = 00h.

Table 14-4 — Device Descriptor

DEVICE DESCRIPTOR

User

Offset | Size Name MDV @ Description
Conf.
00h 1 bLength 40h No Size of this descriptor
01h 1 bDescriptorIDN 00h No Device Descriptor Type ldentifier
Device type
02h 1 bDevice 00h No 00h: Device

Others: Reserved

UFS Device Class
03h 1 bDeviceClass 00h No 00h: Mass Storage
Others: Reserved

UFS Mass Storage Subclass
Bits (0/1) specify as follows:
Bit 0: Bootable / Non-Bootable
Bit 1: Embedded / Removable
Devi Bit 2: Reserved (for JESD220-1 (UME))
04h 1 bDeviceSubClass evice No Others: Reserved

specific
Examples:

00h: Embedded Bootable
01h: Embedded Non-Bootable
02h: Removable Bootable
03h: Removable Non-Bootable

Protocol supported by UFS Device
05h 1 bProtocol 00h No 00h: SCSI
Others: Reserved

Number of Logical Units

06h 1 bNumberLU 00h Yes® | bNumberLU does not include well known
logical units.

07h 1 bNumberwLU 04h No Number of Well known Logical Units
Boot Enable
Indicate whether the device is enabled for

osh | 1 bBootEnable 00h ves | PoOt

00h: Boot feature disabled
01h: Bootable feature enabled
Others: Reserved
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DEVICE DESCRIPTOR
. @ User —
Offset | Size Name MDV Conf. Description
Descriptor Access Enable
Indicate whether the Device Descriptor can be
read after the partial initialization phase of the
09h 1 bDescrAccessEn 00h Yes boot sequence
00h: Device Descriptor access disabled
01h: Device Descriptor access enabled
Others: Reserved
Initial Power Mode
binitPowerMode defines the Power Mode
0Ah 1 binitPowerMode o1h Yes after device initialization or hardware reset
00h: UFS-Sleep Mode
01h: Active Mode
Others: Reserved
High Priority LUN
bHighPriorityLUN defines the high priority
_ o logical unit.
0Bh 1 bHighPriorityLUN 7Fh Yes Valid values are: from 0 to the number of LU
specified by bMaxNumberLU, and 7Fh.
If this parameter value is 7Fh all logical
units have the same priority.
Secure Removal Type
00h: information removed by an erase of the
physical memory
01h: information removed by overwriting the
addressed locations with a single character
followed by an erase.
och 1 bSecureRemovalTy 00h Yes W y _ N
pe 02h: information removed by overwriting the
addressed locations with a character, its
complement, then a random character.
03h: information removed using a vendor
define mechanism.
Others: Reserved
Support for security LU
obh | 1 bSecurityLU 01h No 00h: not supported

01h: RPMB
Others: Reserved
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DEVICE DESCRIPTOR

Offset

Size

Name

MDV @

User
Conf.

Description

OEh

bBackgroundOpsTermL
at

Device
specific

No

Background Operations Termination Latency

bBackgroundOpsTermLat defines the
maximum latency for the termination of
ongoing background operations.

When the device receives a COMMAND UPIU
with a transfer request, the device shall start
the data transfer and send a DATA IN UPIU
or a RTT UPIU within the latency declared in
bBackgroundOpsTermLat.

The latency is expressed in units of 10 ms
(e.g., 01h= 10ms, FFh= 2550ms). The
latency is undefined if the value of this
parameter is zero.

OFh

bInitActivelCCLevel

00h

Yes

Initial Active ICC Level

binitActivelCCLevel defines the
bActivelCCLevel value after power on or
reset.

Valid range from 00h to OFh.

10h

wSpecVersion

0210h

No

Specification version
Bits[15:8] = Major version in BCD format
Bits[7:4] = Minor version in BCD format
Bits[3:0] = Version suffix in BCD format
Example: 3.21=0321h

12h

wManufactureDate

Device
specific

No

Manufacturing Date

BCD version of the device manufacturing
date, i.e.
August 2010 = 0810h

14h

iManufacturerName

Device
specific

No

Manufacturer Name

Index to the string which contains the
Manufacturer Name.

15h

iProductName

Device
specific

No

Product Name

Index to the string which contains the Product
Name.

16h

iSerialNumber

Device
specific

No

Serial Number

Index to the string which contains the Serial
Number.

17h

iOemID

Device
specific

No

OEM ID

Index to the string which contains the OEM
ID.
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DEVICE DESCRIPTOR

Offset

Size

Name

MDV @

User

Conf.

Description

18h

wManufacturerlD

Device
specific

No

Manufacturer ID

Manufacturer ID as defined in JEDEC
JEP106, Standard Manufacturer’'s
Identification Code.

1Ah

bUDOBaseOffset

10h

No

Unit Descriptor 0 Base Offset

Offset of the Unit Descriptor O configurable
parameters within the Configuration
Descriptor.

1Bh

bUDConfigPLength

10h

No

Unit Descr. Config. Param. Length

Total size of the configurable Unit Descriptor
parameters.

1Ch

bDeviceRTTCap

Device
specific

No

RTT Capability of device

Maximum number of outstanding RTTs
supported by device. The minimum value is 2.

1Dh

wPeriodicRTCUpda
te

0000h

Yes

Frequency and method of Real-Time Clock
update.

Bits [15:10] Reserved
Bits [9] TIME_BASELINE

Ob: Time elapsed from the previous
dSecondsPassed update.

1b: Absolute time elapsed from January
1st 2010 00:00.

NOTE If the host device has a Real Time
Clock it should use TIME BASELINE = ‘1", If
the host device has no Real Time Clock it
should use TIME BASELINE = ‘0’.

Bits [8:6] TIME_UNIT
000b = Undefined
001b = Months
010b = Weeks
011b = Days
100b = Hours
101b = Minutes
110b = Reserved
111b = Reserved

Bits [5:0] TIME_PERIOD

If TIME_UNIT is 0 TIME_PERIOD is ignored
and the period between RTC update is not
defined. All fields are configurable by the host.
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DEVICE DESCRIPTOR

Offset

Size

Name

MDV @

User
Conf.

Description

1Fh

bUFSFeaturesSup
port

Device
specific

No

UFS Features Support

This field indicates which features are
supported by the device. A feature

is supported if the related bit is set to one.
bit[0]: Field Firmware Update (FFU)
bit[1]: Production State Awarness (PSA)
bit[2]: Device Life Span
Others: Reserved

Bit O shall be set to one.

20h

bFFUTimeout

Device
specific

No

Field Firmware Update Timeout

The maximum time, in seconds, that access
to the device is limited or not possible through
any ports associated due to execution of a
WRITE BUFFER command.

A value of zero indicates that no timeout is
provided.

21h

bQueueDepth

Device
specific

No

Queue Depth

0: The device implements the per-LU
queueing architecture.

1.. 255: The device implements the shared
queueing architecture. This parameter
indicates the depth of the shared
gueue.

If bLUQueueDepth>0 for any LU (except
RPMB LU), then bQueueDepth shall be 0.

22h

wDeviceVersion

Device
specific

No

Device Version
This field provides the device version.

24h

bNumSecureWPAr
ea

Device
specific

No

Number of Secure Write Protect Areas

This value specifies the total number of
Secure Write Protect Areas supported by the
device. The value shall be equal to or greater
than bNumberLU and shall not exceed 32
(bNumberLU < bNumSecureWPArea < 32).

25h

dPSAMaxDataSize

Device
specific

No

PSA Maximum Data Size

This parameter specifies the maximum
amount of data that may be written during the
pre-soldering phase of the PSA flow.

The value indicates the total amount of data
for all logical units with bPSASensitive = 01h.
Value expressed in units of 4 Kbyte.
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DEVICE DESCRIPTOR

Offset

Size

Name

MDV @

User
Conf.

Description

29h

bPSAStateTimeout

Device
specific

No

PSA State Timeout

This parameter specifies the command
maximum timeout for a change in bPSAState
state.

00h means undefined.

Otherwise, the formula to calculate the max
timeout value is:

Production State Timeout = 100us *
2"bPSAStateTimeout

For example:

01h means 100us x 2*1 = 200us
02h means 100us x 22 = 400us
17h means 100us x 2723 = 838.86s

2Ah

iProductRevisionLe
vel

Device
specific

No

Product Revision Level

Index to the string which contains the Product
Revision Level

2Bh

5

Reserved

Reserved

30h

16

Reserved

Reserved for Unified Memory Extension
standard

NOTE 1 The column “MDV” (Manufacturer Default Value) specifies parameter values after device manufacturing.
Some parameters may be configured by the user writing the Configuration Descriptor.

NOTE 2 “User Conf.” column specifies which fields can be configured by the user writing the Configuration
Descriptor: “Yes” means that the field can be configured, “No” means that the field is a capability of the device and
cannot be changed by the user. The desired value shall be set in the equivalent parameter of the Configuration
Descriptor.

NOTE 3 bNumberLU field value is calculated by the device based on bLUEnable field value in the Unit Descriptors.
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14.1.4.2 Device Descriptor (cont’d)

a) wManufacturerlD

This parameter contains manufacturer identification information for the device manufacturer. The
Manufacturer ID is defined by JEDEC in Standard Manufacturer’s identification code [JEP106]. The
wManufacturerlD consists of two fields: Manufacturer ID Code and Bank Index.

Table 14-5 — wManufacturerID definition

Sl 7 5 5 4 3 2 1 0
Byte
0 Bank Index
1 Manufacturer ID Code

b) Bank Index

This field contains an index value of the bank that contains the manufacturer identification code. The
Bank Index value shall be equal to the number of the continuation fields that precede the
manufacturer identification code as specified by [JEP106].

c) Manufacturer ID Code

Manufacturer identification code as defined by JEDEC in Standard Manufacturer’s identification
code [JEP106].

14.1.4.3 Configuration Descriptor

The device configuration set by the manufacturer can be modified by writing the Configuration
Descriptor. In particular, the Configuration Descriptor allows to configure parameters included in the
Device Descriptor and in the Unit Descriptors. The Configuration Descriptor can be written if
bConfigDescrLock attribute value is equal to 00h. If bConfigDescrLock attribute value is 01h the
Configuration Descriptor is locked and a write request shall fail.

There are up to four Configuration Descriptors.

The first Configuration Descriptor is addressed by setting DESCRIPTOR IDN = 01h, INDEX = 00h and
SELECTOR =00h ina QUERY REQUEST UPIU, and used to change configurable parameters of
Device Descriptor and the first eight Unit Descriptors (LU 0 to LU 7).

The second Configuration Descriptor is addressed by setting DESCRIPTOR IDN = 01h, INDEX = 01h
and SELECTOR = 00h in a QUERY REQUEST UPIU, and used to change configurable parameters of
the next eight Unit Descriptors (LU 8 to LU 15).

The third Configuration Descriptor is addressed by setting DESCRIPTOR IDN = 01h, INDEX = 02h and
SELECTOR =00h ina QUERY REQUEST UPIU, and used to change configurable parameters of the
next eight Unit Descriptors (LU 16 to LU 23).

The fourth Configuration Descriptor is addressed by setting DESCRIPTOR IDN = 01h, INDEX = 03h
and SELECTOR = 00h ina QUERY REQUEST UPIU, and used to change configurable parameters of
the last eight Unit Descriptors (LU 24 to LU 31).
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14.1.4.3 Configuration Descriptor (cont’d)

Table 14-6 shows the Configuration Descriptor format with DESCRIPTOR IDN = 01h, INDEX = 00h
and SELECTOR = 00h: the lower address space is used for Configuration Descriptor header and user
configurable parameters included in the Device Descriptor, then there are eight address spaces for user
configurable parameters included in the Unit Descriptors of LU O to LU 7.

Table 14-6 — Configuration Descriptor Format (INDEX = 00h)
Offset Description

Configuration Descriptor header and

00h ... (B-1)h . . )
Device Descriptor configurable parameters

(B)h ... (B+L-1)h
(B+L)h ... (B+2*L-1)h

Unit Descriptor 0 configurable parameters

Unit Descriptor 1 configurable parameters

(B+7*L)h ... (B+8*L-1)h | Unit Descriptor 7 configurable parameters

Table 14-7 shows the Configuration Descriptor format with DESCRIPTOR IDN = 01h, INDEX = 01h
and SELECTOR = 00h: the lower address space is used for Configuration Descriptor header, then there
are eight address spaces for user configurable parameters included in the Unit Descriptors of LU 8 to LU
15.

Table 14-7 — Configuration Descriptor Format (INDEX = 01h)
Offset

00h ... (B-1)h
(B)h ... (B+L-1)h
(B+L)h ... (B+2*L-1)h

Description

Configuration Descriptor header

Unit Descriptor 8 configurable parameters

Unit Descriptor 9 configurable parameters

(B+7*L)h ... (B+8*L-1)h | Unit Descriptor 15 configurable parameters

Table 14-8 shows the Configuration Descriptor format with DESCRIPTOR IDN = 01h, INDEX = 02h
and SELECTOR = 00h: the lower address space is used for Configuration Descriptor header, then there
are eight address spaces for user configurable parameters included in the Unit Descriptors of LU 16 to LU
23.

Table 14-8 — Configuration Descriptor Format (INDEX = 02h)
Offset

00h ... (B-1)h
(B)h ... (B+L-1)h
(B+L)h ... (B+2*L-1)h

Description

Configuration Descriptor header

Unit Descriptor 16 configurable parameters

Unit Descriptor 17 configurable parameters

(B+7*L)h ... (B+8*L-1)h | Unit Descriptor 23 configurable parameters
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14.1.4.3 Configuration Descriptor (cont’d)

Table 14-9 shows the Configuration Descriptor format with DESCRIPTOR IDN = 01h, INDEX = 03h
and SELECTOR = 00h: the lower address space is used for Configuration Descriptor header, then there
are eight address spaces for user configurable parameters included in the Unit Descriptors of LU 24 to LU
32.

Parameter offsets are defined based on:
o Offset of the Unit Descriptor O configurable parameters within the Configuration Descriptor (B).

e Length of Unit Descriptor configurable parameters (L)

Values for B and L are stored in the Device Descriptor parameters bUDOBaseOffset and
bUDConfigPLength respectively.

Table 14-9 — Configuration Descriptor Format (INDEX = 03h)

Offset Description
00h ... (B-1)h Configuration Descriptor header
(B)h ... (B+L-1)h Unit Descriptor 24 configurable parameters

(B+L)h ... (B+2*L-1)h Unit Descriptor 25 configurable parameters

(B+7*L)h ... (B+8*L-1)h | Unit Descriptor 31 configurable parameters

NOTE 1 B is offset of the Unit Descriptor 0/8/16/24 configurable parameters within the
Configuration Descriptor, L is the total size of the configurable Unit Descriptor parameters.
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14.1.6.3 Configuration Descriptor (cont’d)

Table 14-10 defines Configuration Descriptor header and Device Descriptor configurable parameters
within the Configuration Descriptor with INDEX = 00h.

See 14.1.4.2, Device Descriptor, for details about configurable parameters.

Table 14-10 — Configuration Descr. Header and Device Descr. Conf. parameters (INDEX = 00h)

Configuration Descriptor Header and Device Descriptor configurable parameters

Offset

Size

Name

MDyv 2

Description

00h

1

bLength

90h

Size of this descriptor

01h

1

bDescriptorIDN

0lh

Configuration Descriptor Type ldentifier

02h

bConfDescContinue

00h

00h : This value indicates that this is the last
Configuration Descriptor in a sequence of write
descriptor query requests. Device shall perform
internal configuration based on received
Configuration Descriptor(s).

01lh: This value indicates that this is not the last
Configuration Descriptor in a sequence of write
descriptor query requests. Other Configuration
Descriptors will be sent by host. Therefore the device
should not perform the internal configuration yet.

03h

bBootEnable

Boot Enable
Enables to boot feature.

04h

bDescrAccessEn

Descriptor Access Enable

Enables access to the Device Descriptor after the
partial initialization phase of the boot sequence.

05h

bInitPowerMode

Initial Power Mode

Configures the power mode after device initialization
or hardware reset.

06h

bHighPriorityLUN

High Priority LUN
Configures the high priority logical unit.

07h

bSecureRemovalTyp
e

Secure Removal Type
Configures the secure removal type.

08h

bInitActivelCCLevel

Initial Active ICC Level

Configures the ICC level in Active mode after device
initialization or hardware reset

09h

wPeriodicRTCUpdate

Frequency and method of Real-Time Clock update
(see Device Descriptor).

0Bh:0
Fh

5

Reserved

NOTE 1 The column “MDV” (Manufacturer Default Value) specifies parameter values after device manufacturing.

NOTE 2 See Table 14-4, Device Descriptor, for the default parameters value set by the device manufacturer.
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14.1.6.3 Configuration Descriptor (cont’d)

Table 14-11 defines Configuration Descriptor header within the Configuration Descriptor with INDEX =
01h, 02h, or 03h.

Table 14-11— Configuration Descr. Header with INDEX = 01h/02h/03h

Configuration Descriptor Header

Offset | Size Name MDV @ | Description
00h 1 bLength 90h Size of this descriptor
01lh 1 bDescriptorIDN 01h Configuration Descriptor Type Identifier

00h : This value indicates that this is the last
Configuration Descriptor in a sequence of write
descriptor query requests. Device shall perform
internal configuration based on received
Configuration Descriptor(s).

02h 1 bConfDescContinue 00h 01h: This value indicates that this is not the last
Configuration Descriptor in a sequence of write
descriptor query requests. Other Configuration
Descriptors will be sent by host. Therefore the device
should not perform the internal configuration yet.
Oir;]'o 14 Reserved

NOTE 1 The column “MDV” (Manufacturer Default Value) specifies parameter values after device manufacturing.

Table 14-12 defines the Unit Descriptors user configurable parameters within the Configuration
Descriptor. See 14.1.4.5, Unit Descriptor.

Table 14-12 — Unit Descriptor configurable parameters

Unit Descriptor configurable parameters

Offset | Size Name Description
00h 1 bLUEnable Logical Unit Enable
01lh 1 bBootLunID Boot LUN ID
02h 1 bLUWriteProtect Logical Unit Write Protect
03h 1 bMemoryType Memory Type

Number of Allocation Units
Number of allocation units assigned to the logical unit.

04h 4 dNumAllocUnits o )
The value shall be calculated considering the capacity
adjustment factor of the selected memory type

08h 1 bDataReliability Data Reliability

09h 1 bLogicalBlockSize Logical Block Size

0Ah 1 bProvisioningType Provisioning Type

0Bh 2 wContextCapabilities | Context Capabilities

0Dh:0

3 Reserved

Fh
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14.1.4.4 Geometry Descriptor

The Geometry Descriptor describes the device geometric parameters. In a QUERY REQUEST UPIU, the
Geometry Descriptor is addressed setting: DESCRIPTOR IDN = 07h, INDEX = 00h and SELECTOR =

00h.
Table 14-13 — Geometry Descriptor
GEOMETRY DESCRIPTOR
Offset | Size Name Value | Description
00h 1 bLength 48h Size of this descriptor
01lh 1 bDescriptorIDN 07h Geometry Descriptor Type Identifier
02h 1 bMediaTechnology 00h Reserved
03h 1 Reserved 00h Reserved
Total Raw Device Capacity
04h 8 qTotalRawDeviceCapacity Devpe Totaj memory quqntity a.vailablle to the user to
specific | configure the device logical units (RPMB
excluded). It is expressed in unit of 512 bytes
Maximum number of Logical Unit supported by the
Device UFS device
0Ch 1 bMaxNumberLU specific 00h: 8 Logical units
01h: 32 Logical units
Others: Reserved
i Segment Size
0Dh 4 dSegmentSize Dew_c_e g . .
specific | Value expressed in unit of 512 bytes
Allocation Unit Size
11h 1 bAllocationUnitSize Dewge Value ex_presse_d in number of Segments |
specific | Each logical unit can be allocated as a multiple of
Allocation Units.
Minimum addressable block size
12h 1 bMinAddrBlockSize Device Value (_axpressed in_ unit of 512 bytes.
specific | Its minimum value is 08h, which corresponds to 4
Kbyte.
Optimal Read Block Size
_ Value expressed in unit of 512 bytes.
13h 1 bOptimalReadBlockSize Device | This is an opt|or_1al parameter. o
specific | A value of zero indicates that this information is not
available. If not zero, bOptimalReadBlockSize shall
be equal to or greater than bMinAddrBlockSize.
Optimal Write Block Size
14h 1 bOptimalWriteBlockSize Dewg;e Valug expre_ssed in urnt of 512 bytes.
Speciiic | hoptimalWriteBlockSize shall be equal to or

greater than bMinAddrBlockSize.
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GEOMETRY DESCRIPTOR

Offset

Size

Name

Value

Description

15h

bMaxInBufferSize

Device
specific

Max. data-in buffer size

Value expressed in unit of 512 bytes.
Its minimum value is 08h, which corresponds to 4
Kbyte

16h

bMaxOutBufferSize

Device
specific

Max. data-out buffer size

Value expressed in unit of 512 bytes.
Its minimum value is 08h, which corresponds to 4
Kbyte

17h

bRPMB_ReadWriteSize

Device
specific

Maximum number of RPMB frames (256-byte of
data) allowed in Security Protocol In and Security
Protocol Out (i.e., associated with a single
command UPIU)

If the data to be transferred is larger than
bRPMB_ReadWriteSize x 256 bytes, the host will
transfer it using multiple Security Protocol In/Out
commands

18h

bDynamicCapacityResour
cePolicy

Device
specific

Dynamic Capacity Resource Policy

This parameter specifies the device spare blocks
resource management policy:

00h: Spare blocks resource management policy is
per logical unit. The host should release
amount of logical blocks from each logical unit
as asked by the device.

01h: Spare blocks resource management policy is
per memory type. The host may deallocate
the required amount of logical blocks from any
logical units with the same bMemoryType.

19h

bDataOrdering

Device
specific

Support for out-of-order data transfer

00h: out-of-order data transfer is not supported by
the device, in-order data transfer is required.

01h: out-of-order data transfer is supported by the
device

All others: Reserved

1Ah

bMaxContexIDNumber

Device
specific

Max. available number of contexts which are
supported by the device. Minimum number of
supported contexts shall be 5.

1Bh

bSysDataTagUnitSize

Device
specific

bSysDataTagUnitSize provides system data tag
unit size, which can be calculated as in the
following (in bytes)

Tag Unit Size = 2bSysDataTagUnitSize X
bMinAddrBlockSize x 512
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GEOMETRY DESCRIPTOR

Offset

Size

Name

Value

Description

1Ch

bSysDataTagResSize

Device
specific

This field is defined to inform the host about the
maximum storage area size in bytes allocated by
the device to handle system data by the tagging
mechanism:

System Data Tag Resource Size =

Tag Unit Size
gTotalRawDeviceCapacity x 2PSysPataTagResSize-10
X floor

Tag Unit Size
The range of valid bSysDataTagResSize values is
from O to 6. Values in range of 07h to FFh are
reserved.

The formula covers a range from about 0.1% to
6.25% of the device capacity

1Dh

bSupportedSecRTypes

Device
specific

Supported Secure Removal Types
Bit map which represents the supported Secure
Removal types.
bit 0: information removed by an erase of the
physical memory
bit 1. information removed by overwriting the
addressed locations with a single character
followed by an erase.

bit 2: information removed by overwriting the
addressed locations with a character, its
complement, then a random character.

bit 3: information removed using a vendor define
mechanism.

Others: Reserved

A value of one means that the corresponding
Secure Removal type is supported.
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GEOMETRY DESCRIPTOR

Offset

Size

Name

Value

Description

1Eh

wSupportedMemoryTypes

Device
specific

Supported Memory Types

Bit map which represents the supported memory
types.

bit 0: Normal memory type

bit 1: System code memory type

bit 2: Non-Persistent memory type

bit 3: Enhanced memory type 1

bit 4: Enhanced memory type 2

bit 5: Enhanced memory type 3

bit 6: Enhanced memory type 4

bit 7: Reserved

bit 14: Reserved
bit 15: RPMB memory type

A value one means that the corresponding memory
type is supported. Bit O and bit 15 shall be one for
all UFS device.

20h

dSystemCodeMaxNAllocU

Device
specific

Max Number of Allocation Units for the System
Code memory type

Maximum available quantity of System Code
memory type for the entire device.
Value expressed in number of Allocation Unit

24h

wSystemCodeCapAdjFac

Device
specific

Capacity Adjustment Factor for the System Code
memory type

This parameter is the ratio between the capacity
obtained with the Normal memory type and the
capacity obtained with the System Code memory
type for the same amount of allocation units.

CapacityAdjFactor = Capacitynormaimem/
CapaCitySystemCOde

wSystemCodeCapAdjFac =
INTEGER(256 x CapactiyAdjFactor)

26h

dNonPersistMaxNAllocU

Device
specific

Max Number of Allocation Units for the Non-
Persistent memory type

Maximum available quantity of Non-Persistent
memory type for the entire device.
Value expressed in number of Allocation Unit
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GEOMETRY DESCRIPTOR

Offset

Size

Name

Value

Description

2Ah

wNonPersistCapAdjFac

Device
specific

Capacity Adjustment Factor for the Non-Persistent
memory type

This parameter is the ratio between the capacity
obtained with the Normal memory type and the
capacity obtained with the Non-Persistent memory
type for the same amount of allocation units.

CapacityAdjFactor = Capacitynormamem/
Capacitynonpersist

wNonPersistCapAdjFac =
INTEGER(256 x CapactiyAdjFactor)

2Ch

dEnhanced1MaxNAllocU

Device
specific

Max Number of Allocation Units for the Enhanced
memory type 1

Maximum available quantity of Enhanced memory
type 1 for the entire device

Value expressed in number of Allocation Unit

30h

wEnhanced1CapAdjFac

Device
specific

Capacity Adjustment Factor for the Enhanced
memory type 1

This parameter is the ratio between the capacity
obtained with the Normal memory type and the
capacity obtained with the Enhanced memory type
1 for the same amount of allocation units.

CapacityAdjFactor = Capacitynormamem /
Capacityenhanced1

wEnhanced1CapAdjFac =
INTEGER(256 x CapacityAdjFactor)

32h

dEnhanced2MaxNAllocU

Device
specific

Max Number of Allocation Units for the Enhanced
memory type 2

Maximum available quantity of Enhanced memory
type 2 for the entire device

Value expressed in number of Allocation Unit

36h

wEnhanced2CapAdjFac

Device
specific

Capacity Adjustment Factor for the Enhanced
memory type 2

This parameter is the ratio between the capacity
obtained with the Normal memory type and the
capacity obtained with the Enhanced memory type
2 for the same amount of allocation units.

CapacityAdjFactor = Capacitynormaimem /
Capacityennancedz

wEnhanced2CapAdjFac =
INTEGER(256 x CapacityAdjFactor)




JEDEC Standard No. 220C
Page 333

GEOMETRY DESCRIPTOR

Offset

Size

Name

Value

Description

38h

dEnhanced3MaxNAllocU

Device
specific

Max Number of Allocation Units for the Enhanced
memory type 3

Maximum available quantity of Enhanced memory
type 3 for the entire device

Value expressed in number of Allocation Unit

3Ch

wEnhanced3CapAdjFac

Device
specific

Capacity Adjustment Factor for the Enhanced
memory type 3

This parameter is the ratio between the capacity
obtained with the Normal memory type and the
capacity obtained with the Enhanced memory type
3 for the same amount of allocation units.

CapacityAdjFactor = Capacitynormaimem /
Capacityenhanceds

wEnhanced3CapAdjFac = INTEGER(256 x
CapacityAdjFactor)

3Eh

dEnhanced4MaxNAllocU

Device
specific

Max Number of Allocation Units for the Enhanced
memory type 4

Maximum available quantity of Enhanced memory
type 4 for the entire device

Value expressed in number of Allocation Unit

42h

wEnhanced4CapAdjFac

Device
specific

Capacity Adjustment Factor for the Enhanced
memory type 4

This parameter is the ratio between the capacity
obtained with the Normal memory type and the
capacity obtained with the Enhanced memory type
4 for the same amount of allocation units.
CapacityAdjFactor = Capacitynormamem /
Capacityennanceds

wEnhanced4CapAdjFac = INTEGER(256 x
CapacityAdjFactor)




6317

JEDEC Standard No. 220C
Page 334

GEOMETRY DESCRIPTOR

Offset | Size Name Value | Description

Optimal Logical Block Size
bit [3:0]: Normal memory type
bit [7:4]: System code memory type
bit [11: 8]: Non-Persistent memory type
bit [15:12]: Enhanced memory type 1
bit [19:16]: Enhanced memory type 2
bit [23:20]: Enhanced memory type 3
bit [27:24]: Enhanced memory type 4
bit [31:28]:Reserved

The optimal logical block size for each memory
type can be calculated from the related
dOptimalLogicalBlockSize field as indicated in the
following:

Optimal Logical Block Size = 2

(dOptimalLogicalBlockSize field) x
bMinAddrBlockSize x 512 byte

Device

44h 4 dOptimalLogicalBlockSize o
specific

NOTE 1 The Capacity Adjustment Factor value for Normal memory type is one.
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14.1.4.5 Unit Descriptor

This page describes specific characteristics and capabilities of an individual logical unit, for example
geometry of the device and maximum addressable item. There are up to thirty two unit descriptors. In a
QUERY REQUEST UPIU, an Unit Descriptor is addressed setting: DESCRIPTOR IDN = 02h, INDEX =
unit index, and SELECTOR = 00h.

Table 14-14 — Unit Descriptor

UNIT DESCRIPTOR

Offset | Size Name VIn\VAR User(z) Description
Conf.
00h 1 bLength 23h No Size of this descriptor
01h 1 bDescriptorIDN 02h No Unit Descriptor Type Identifier
00h to
the
number
02h 1 bUnitindex of LU No Unit Index
specified
by
bMaxNu
mberLU

Logical Unit Enable

03h 1 bLUEnable 0oh Yes 00n: Logical Unit disabled
01h: Logical Unit enabled

Others: Reserved

Boot LUN ID
00h: Not bootable
04h 1 bBootLunID 00h Yes 01lh: Boot LU A

02h: Boot LU B
Others: Reserved.

Logical Unit Write Protect

00h: LU not write protected
01h: LU write protected when
05h 1 bLUWriteProtect 00h Yes fPowerOnWPEN =1 .

02h: LU permanently write protected when
fPermanentWPEn =1  03h: Reserved (for
UFS Security Extension standard)

Others: Reserved

Logical Unit Queue Depth
0 : LU queue not available (shared queuing

Device is used)
06h 1 bLUQueueDepth specific No [1.. 255] : LU queue depth
If any bQueueDepth>0, bLUQueueDepth
shall be 0.

Device 00h: LU is not sensitive to soldering
07h 1 bPSASensitive specific No® 01h: LU is sensitive to soldering
P Others: Reserved
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UNIT DESCRIPTOR
Offset | Size Name mDV @ User | bescription
Conf.
Memory Type
bMemoryType defines logical unit memory
type.

00h: Normal Memory

01h: System code memory type
08h 1 bMemoryType 00h Yes 02h: Non-Persistent memory type
03h: Enhanced memory type 1
04h: Enhanced memory type 2
05h: Enhanced memory type 3
06h: Enhanced memory type 4
Others: Reserved

Data Reliability

bDataReliability defines the device behavior
when a power failure occurs during a write
operation to the logical unit

00h: the logical unit is not protected. Logical
0%h 1 bDataReliability 00h Yes unit's entire data may be lost as a result
of a power failure during a write
operation

01h: logical unit is protected. Logical unit's
data is protected against power failure.

Others: Reserved

Logical Block Size

The size of addressable logical blocks is
equal to the result of exponentiation with as
base the number two and as exponent the

0Ah 1 bLoglcaLBIockSm och Yes bLogicalBlockSize value: 2°-09caBiocksize j o
bLogicalBlockSize = 0Ch corresponds to 4
Kbyte Logical Block Size).
Its minimum value is OCh, which corresponds
to 4 Kbyte
LogicalBlockCo Logical Block Count
OBh 8 a-og unt 00h Yes® | Total number of addressable logical blocks in
the logical unit
Erase Block Size
13h 4 | dEraseBlockSize | 00h® No .
In number of Logical Blocks
Provisioning Type
00h:Thin Provisioning is disabled (default)
i 02h:Thin Provisioning is enabled and TPRZ
17h 1 bProvmgmngTyp 00h Yes —o
03h:Thin Provisioning is enabled and TPRZ
=1

Others: Reserved
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UNIT DESCRIPTOR

Offset | Size Name MDV @ | 3¢, | Description
Physical Memory Resource Count
. . Total physical memory resources available in
18h: 8 gPhyMemResour DeV|_c_e No the logical unit.
1Fh ceCount specific ) ) )

Value expressed in units of Logical Block

Size.

Bits [3:0]: MaxContextID is the maximum
amount of contexts that the LU
supports simultaneously. The sum
of all MaXContextID must not
exceed bMaxContexIDNumber.

Bits [6:4]:

3 LARGE_UNIT_MAX_MULTIPLIER
20h 5 WConte?(tCapablll 00h Yes _M1lis the highest multiplier tha}t
ties can be configured for Large Unit
contexts, minus one. Large Unit
contexts may be configured to have
a multiplier in the range:
1 < multiplier <
(LARGE_UNIT_MAX_MULTIPLIER
_M1+1)
This field is read only.
Bit [15:7]: Reserved.
bLaraeUnitGranu Device Granularity of the Large Unit, minus one.
22h 1 Igrity M1 specific No Large Unit Granularity = 1MB *

(bLargeUnitGranularity M1 + 1)

NOTE 1 The column “MDV” (Manufacturer Default Value) specifies parameters value after device manufacturing. Some
fields may be configured by the user writing the Configuration Descriptor.

NOTE 2

“User Conf.” column specifies which fields can be configured by the user writing the Configuration Descriptor:

“Yes” means that the field can be configured, “No” means that the field is a capability of the device and cannot be changed
by the user. The desired value shall be set in the equivalent parameter of the Configuration Descriptor.

NOTE 3 bPSASensitive value is updated automatically by the device after device configuration.
NOTE 4 gLogicalBlockCount can be configured setting the dNumAllocUnits parameter of the Configuration Descriptor.
NOTE 5 dEraseBlockSize value is updated automatically by the device after device configuration.
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14.1.4.6 RPMB Unit Descriptor

In a QUERY REQUEST UPIU, the RPMB Unit Descriptor is addressed setting: DESCRIPTOR IDN =
02h, INDEX = C4h, and SELECTOR = 00h.

Table 14-15 — RPMB Unit Descriptor

RPMB UNIT DESCRIPTOR

Offset | Size Name Value LR Description
Conf.
00h 1 bLength 23h No Size of this descriptor
01h 1 bDescriptorIDN 02h No Unit Descriptor Type Identifier
02h 1 bUnitindex C4ah No Unit Index
Logical Unit Enabl
03h 1 bLUEnable 01h No | odical bnitEnable
01h: Logical Unit enabled
04h 1 bBootLunID 00h No Boot LUN ID
00h: Not bootable
Logical Unit Write Protect
05h 1 bLUWriteProtect 00h No g .
00h: LU not write protected
Logical Unit Queue Depth
0: RPMB LU queue not available (shared
06h 1 bLUQueueDepth | DSVI% | N queuing is used)
specimc 1: Queue depth available in RPMB LU.
Only 1 task may be queued at any
given time
Device 00h: LU is not sensitive to soldering
07h 1 bPSASensitive o No 01h: LU is sensitive to soldering
specific i
Others: Reserved
Memory Type
08h 1 bMemoryType OFh No y ' yp
OFh: RPMB Memory Type
09h 1 Reserved 00h No Reserved
Logical Block Size
The size of addressable logical blocks is
_ _ equal to the result of exponentiation with as
0Ah 1 bLogicalBlockSize 08h No | base the number two and as exponent the
bLogicalBlockSize value; 2°-c9calBlocksize ; o
bLogicalBlockSize = 08h corresponds to 256
byte Logical Block Size)
Logical Block Count
_ Device Total number of addressable logical blocks
0Bh 8 | QlogicalBlockCount | )0 re | NO | inthe RPMB LU. For RPMB, Logical Block
Count shall be a multiple of 512 (i.e., 128
Kbyte)
Erase Block Size
13h 4 dEraseBlockSize 00h No In number of Logical Blocks. For RPMB,
Erase Block Size is ignored; set to ‘0’
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RPMB UNIT DESCRIPTOR

g User o
Offset | Size Name Value Cont. Description
17h 1 bProvisioningType 00h No Provisioning Type
giyp 00h:Thin Provisioning is disabled

Physical Memory Resource Count
Total physical memory resources available in
the logical unit.
Value expressed in units of

18h: 8 gPhyMemResourceCo No bLogicalBlockSize.

1Fh unt The dynamic device capacity feature does
not apply to the RPMB well known logical
unit therefore gPhyMemResourceCount
value is always equal to gLogicalBlockCount
value

20h:

29h 3 Reserved 0000h
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14.1.4.7 Power Parameters Descriptor

This descriptor contains information about the power capabilities and power states of the device. In a
QUERY REQUEST UPIU, the Power Parameters Descriptor is addressed setting: DESCRIPTOR IDN =
08h, INDEX = 00h, and SELECTOR = 00h.

Table 14-16 — Power Parameters Descriptor

POWER PARAMETERS DESCRIPTOR

Offset Size | Name Value Description

00h 1 bLength 62h Size of this descriptor
01h 1 bDescriptorIDN 08h Power Parameters Descriptor Type Identifier

. Device Maximum VCC current value for
02h 2 wActivelCCLevelsVCC|0] specific | bActivelCCLevel = 0

. Device Maximum VCC current value for
04h 2 wActivelCCLevelsVCC[1] specific | bActivelCCLevel = 1

. Device | Maximum VCC current value for
20h 2 wActivelCCLevelsVCC[15] specific | bActivelCCLevel = 15

. Device | Maximum VCCQ current value for
22h 2 wActivelCCLevelsVCCQIO0] specific | bActivelCCLevel = 0

. Device Maximum VCCQ current value for
24h 2 wActivelCCLevelsVCCQI[1] specific | bActivelCCLevel = 1

. Device Maximum VCCQ current value for
40h 2 wActivelCCLevelsVCCQ[15] specific | bActivelCCLevel = 15

. Device Maximum VCCQ2 current value for
42h 32 | wActivelCCLevelsVCCQ2[0] specific | bActivelCCLevel = 0

. Device Maximum VCCQ2 current value for
44h 2 wActivelCCLevelsVCCQ2[1] specific | bActivelCCLevel = 1
60h > wActivelCCLevelsVCCQ2[1 | Device | Maximum VCCQ?2 current value for

5] specific | bActivelCCLevel =15
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The Interconnect Descriptor contains the MIPI M-PHY® specification version number and the MIPI
UniPro®™ specification version number. In a QUERY REQUEST UPIU, the Interconnect Descriptor is
addressed setting: DESCRIPTOR IDN = 04h, INDEX = 00h, and SELECTOR = 00h.

Table 14-17 — Interconnect Descriptor

INTERCONNECT DESCRIPTOR

Offset Size Name Value Description
00h 1 bLength 06h Size of this descriptor
01h 1 bDescriptorIDN 04h Interconnect Descriptor Type ldentifier
: : MIPI UniPro>™ version number in BCD format
02h 2 bcdUniproVersion 0160h (i.e., version 3.21=0321h)
® . .
04h > bedMphyVersion 0300h MIPI M-PHY™ version number in BCD format

(i.e., version 3.21=0321h)

14.1.4.9 Manufacturer Name String Descriptor

This descriptor contains the UNICODE, left justified, manufacturer name string.

The content of the descriptor shall be identical to the content of the “VENDOR IDENTIFICATION” field
in Inquiry Response Data. The length of the descriptor shall be 12h (18 decimal), containing exactly 8
UNICODE characters, to match “VENDOR IDENTIFICATION” field in Inquiry Response Data.

In a QUERY REQUEST UPIU, the
DESCRIPTOR
SELECTOR = 00h.

IDN

= 05h, INDEX

Manufacturer Name String Descriptor is addressed setting:
iManufacturerName (Device Descriptor parameter), and

Table 14-18 — Manufacturer Name String

MANUFACTURER NAME STRING

Offset Size Name Value Description
00h 1 bLength 12h Size of this descriptor
01h 1 bDescriptorIDN 05h String Descriptor Type Identifier
02h 2 uClo] Unicode string character
04h - - -
10h 2 uCl7] Unicode string character
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14.1.4.10 Product Name String Descriptor
This descriptor contains the UNICODE, left justified, product name string.

The content of the descriptor shall be identical to the content of the “PRODUCT IDENTIFICATION”
field in Inquiry Response Data. The length of the descriptor shall be 22h (34 decimal), containing exactly
16 UNICODE characters, to match “PRODUCT IDENTIFICATION” field in Inquiry Response Data.

In a QUERY REQUEST UPIU, the Product Name String Descriptor is addressed setting: DESCRIPTOR
IDN = 05h, INDEX = iProductName (Device Descriptor parameter), and SELECTOR = 00h.

Table 14-19 — Product Name String

PRODUCT NAME STRING DESCRIPTOR
Offset Size Name Value Description
00h 1 bLength 22h Size of this descriptor
01h 1 bDescriptorIDN 05h String Descriptor Type Identifier
02h 2 UCj0] Unicode string character
04h - - -
20h 2 UCJ[15] Unicode string character

14.1.4.11 OEM ID String Descriptor

This descriptor contains the UNICODE OEM ID string that may consist of up to 126 UNICODE

characters. Number of UNICODE characters is calculated by (LENGTH — 2) + 2.

In a QUERY REQUEST UPIU, the

OEM ID String Descriptor is addressed setting: DESCRIPTOR
IDN = 05h, INDEX = iOemlID (Device Descriptor parameter), and SELECTOR = 00h.

OEM _ID String descriptor is: readable, writeable if bConfigDescrLock attribute value is equal to 00h.

Table 14-20 — OEM_ID String

OEM ID STRING DESCRIPTOR

Offset Size Name Value Description
00h 1 bLength LENGTH | Size of this descriptor
01h 1 bDescriptorIDN 05h String Descriptor Type Identifier
02h 2 UCJ0] Unicode string character
04h - - -
LENGTH-2 2 UC[(LENGTH-2)+2-1] Unicode string character
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14.1.4.12 Serial Number String Descriptor

This descriptor contains the UNICODE serial number string that may consist of up to 126 UNICODE
characters. Number of UNICODE characters is calculated by (LENGTH — 2) + 2.

Ina QUERY REQUEST UPIU, the Serial Number String Descriptor is addressed setting:
DESCRIPTOR IDN = 05h, INDEX = iSerialNumber (Device Descriptor parameter), and SELECTOR =
00h.

Table 14-21 — Serial Number String Descriptor

SERIAL NUMBER STRING DESCRIPTOR

Offset Size Name Value Description
00h 1 bLength LENGTH | Size of this descriptor
01h 1 bDescriptorIDN 05h String Descriptor Type Identifier
02h 2 UCJ0] Unicode string character
04h - - -
LENGTH-2 2 UC[(LENGTH-2)+2-1] Unicode string character

14.1.4.13 Product Revision Level String Descriptor
This descriptor contains the UNICODE, left justified, product revision level string.

The content of the descriptor shall be identical to the content of the “PRODUCT REVISION LEVEL”
field in Inquiry Response Data. The length of the descriptor shall be Ah, containing exactly 4 UNICODE
characters, to match “PRODUCT REVISION LEVEL” field in Inquiry Response Data.

In a QUERY REQUEST UPIU, the Product Revision Level String Descriptor is addressed setting:
DESCRIPTOR IDN = 05h, INDEX = iProductRevisionLevel (Device Descriptor parameter), and
SELECTOR = 00h.

Table 14-22 — Product Revision Level String

PRODUCT REVISION LEVEL STRING DESCRIPTOR

Offset Size Name Value Description
00h 1 bLength 0Ah Size of this descriptor
01h 1 bDescriptorIDN 05h String Descriptor Type Identifier
02h 2 uUClo] Unicode string character
04h - - -
08h 2 UCJ3] Unicode string character
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14.1.4.14 Device Health Descriptor

Device Health Descriptor provides information related to the health of the device.

In a QUERY REQUEST UPIU, the Device Health Descriptor is addressed by setting: DESCRIPTOR
IDN = 09h, INDEX = 00h and SELECTOR = 00h.

Table 14-23 — Device Health Descriptor

Offset | Size Name Value | Description
00h 1 bLength 25h Size of this descriptor
01h 1 bDescriptorIDN 09h Device Health Descriptor Type ldentifier
Pre End of Life Information
This field provides indication about device life time
reflected by average reserved blocks.
00h: Not defined
. 01h: Normal
02h 1 bPreEOLINnfo E%\gﬁﬁ: 02h: Warning.
P Consumed 80% of
reserved blocks.
03h: Critical.
Consumed 90% of
reserved blocks.
Others: Reserved
This field provides an indication of the device life time
based on the amount of performed program/erase cycles.
The calculation method is vendor specific and referred as
method A..
00h: Information not available
01h: 0% - 10% device life time used
02h: 10% - 20% device life time used
o Device | 03h: 20% - 30% device life time used
03h 1 | bDeviceLifeTimeEStA | o ific | 04h: 30% - 40% device life time used

05h: 40% - 50% device life time used

06h: 50% - 60% device life time used

07h: 60% - 70% device life time used

08h: 70% - 80% device life time used

09h: 80% - 90% device life time used

0Ah: 90% - 100% device life time used

0Bh: Exceeded its maximum estimated device life time
Others: Reserved
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Offset

Size

Name

Value

Description

04h

bDevicelLifeTimeEstB

Device
specific

This field provides an indication of the device life time
based on the amount of performed program/erase cycles.
The calculation method is vendor specific and referred as
method B..

00h:
Olh:
02h:
03h:
04h:
05h:
06h:
07h:
08h:
09h:
OAh:
0Bh:

Information not available

0% - 10% device life time used
10% - 20% device life time used
20% - 30% device life time used
30% - 40% device life time used
40% - 50% device life time used
50% - 60% device life time used
60% - 70% device life time used
70% - 80% device life time used
80% - 90% device life time used
90% - 100% device life time used
Exceeded its maximum estimated device life time

Others: Reserved

05h

32

VendorPropinfo

Device
specific

Reserved for Vendor Proprietary Health Report
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14.2  Flags

A flag is a single Boolean value that represents a TRUE or FALSE, 0’ or ‘1°, ON or OFF type of value.
A flag can be cleared or reset, set, toggled or read. Flags are useful to enable or disable certain functions
or modes or states within the device.

Read access property (read or write only) and write access property (read only, write only, persistent, etc.)
are defined for each flag. Table 14-24 describes the supported access properties for flags.

Table 14-24 — Flags access properties

Access Property

Description

Read The flag can be read.
Read
Write only The flag cannot be read.
Read only The flag cannot be written.
. The flag can be written only one time, the value is kept after power cycle
Write once : . .
or any type of reset event. Write operation includes: set, clear and toggle.
. The flag can be written multiple times, the value is kept after power cycle
Persistent
or any type reset event.
Volatile The flag can be written multiple times. The flag is set to the default value
i after power cycle or any type of reset event.
Write
The flag can only be set to one (or zero) by the host and cleared to zero
Set only (or one) by the device. The flag is cleared after power cycle or any type of
reset event
The flag is set to the default value after power cycle or hardware reset
event.
Power on .
reset The flag can be set, cleared or toggled only one time after a power cycle

or hardware reset, and it cannot be re-written until the next power cycle or
hardware reset.
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FLAGS

IDN

Name

Type

Type'

#Ind.? | Default

# Sel ?

Description

00h

Reserved

01h

fDevicelnit

Read /
Set only

Device Initialization

Host set fDevicelnit flag to initiate device
initialization after boot process is
completed. Device resets flag when
device initialization is completed.

Ob: Device initialization completed or
not started yet.

1b: Device initialization in progress.

02h

fPermanentWPEnN

Read /
Write
once

Permanent Write Protection Enable

fPermanentWPEN enables permanent
write protection on all logical units
configured as permanent protected,; it
cannot be toggled or cleared once it is set.

00h: Permanent write protection
disabled
01h: Permanent write protection
enabled

03h

fPowerOnWPEN

Read /

Power on
reset

Power On Write Protection Enable

fPowerOnWPERN enables the write
protection on all logical units configured as
power on write protected.

If fPowerOnWPERN is equal to one and the
device receives a Query Request to clear
or toggle this flag, the Query Request
shall fail and Response field shall be set
to “F8h” (Parameter already written).

The device shall set fPowerOnWPEN to
zero in the event of power cycle or
hardware reset.

Ob: Power on write protection disabled.
1b: Power on write protection enabled.

04h

fBackgroundOpsEn

Read /
Volatile

Background Operations Enable

Ob: Device is not permitted to run
background operations.

1b: Device is permitted to run
background operations.
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FLAGS

IDN

Name

Type

Type'

#1Ind.?

# Sel ?

Default

Description

05h | fDeviceLifeSpanModeEn

Read /
Volatile

Device Life Span Mode
Ob: Device Life Span Mode is disabled.
1b: Device Life Span Mode is enabled.

For more details see 13.4.13, Device Life
Span Mode.

06h

fPurgeEnable

Write only
/

Volatile

Purge Enable
Ob: Purge operation is disabled.
1b: Purge operation is enabled.

This flag shall only be set when the
command queue of all logical units are
empty and the bPurgeStatus is 00h (Idle).

fPurgeEnable is automatically cleared by
the UFS device when the operation
completes or an error condition occurs.
fPurgeEnable can be cleared by the host
to interrupt an ongoing purge operation.

07h

Reserved

Reserved

08h | fPhyResourceRemoval

Read /
Persistent

Physical Resource Removal

The host sets this flag to one to indicate
that the dynamic capacity operation shall
commence upon device EndPointReset or
hardware reset.

The device shall reset this flag to zero
after completion of dynamic capacity
operation. The host cannot reset this flag.

09h

fBusyRTC

Read Only

Busy Real Time Clock

Ob : Device is not executing internal
operation related to RTC
1b: Device is executing internal
operation related to RTC
When this flag is set to one, it is
recommended for the host to not send
commands to the device

0Ah

Reserved

Reserved for Unified Memory Extension
standard

0Bh

fPermanentlyDisableFw

Update

Read /

Write
once

Permanently Disable Firmware Update

Ob: The UFS device firmware may be
modified

1b: The UFS device shall permanently
disallow future firmware updates to
the UFS device
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FLAGS
Type'
IDN Name Type #Ind.” | Default | Description
# Sel ®
och Reserved i ) i Reserved for Unified Memory Extension
standard
oDh Reserved i ) i Reserved for Unified Memory Extension
standard

6403

NOTE 1 The type “D” identifies a device level flag, while the type “A” identifies an array of flags. If Type = “D”, the flag is
addressed setting INDEX = 00h and SELECTOR = 00h.

NOTE 2 For array of flags, ““# Ind.” specifies the amount of valid values for the INDEX field in QUERY
REQUEST/RESPONSE UPIU. If # Ind = 0, the flag is addressed setting INDEX = 00h.

NOTE 3 For array of flags, “# Sel.” specifies the amount of valid values for the SELECTOR field in QUERY
REQUEST/RESPONSE UPIU. If # Sel = 0, the flag is addressed setting SELECTOR = 00h.
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6404 14.3  Attributes

6405  An Attribute is a parameter that represents a specific range of numeric values that can be written or read.
6406  For example, the maximum Data In data packet size would be an attribute. Attribute size can be from 1-
6407  bit to 32-bit. Attributes of the same type can be organized in arrays, each element of them identified by
6408  anindex. For example, in case of parameter that is logical unit specific, the LUN would be used as index.

6409  Read access property (read or write only) and write access property (read only, write once, persistent,
6410  etc.) are defined for each attribute. Table 14-26 describes the supported access properties for attributes.

6411
6412 Table 14-26 — Attributes access properties
Access Property Description
Read The attribute can be read.
Read

Write only The attribute cannot be read.

Read only The attribute cannot be written.

The attribute can be written only one time, the value is kept after power cycle or

Write once

any type of reset.
. The attribute can be written multiple times, the value is kept after power cycle or

Persistent

any type of reset event.
Write . . _ _ _ _
Volatile The attribute can be written multiple times. The attribute is set to the default

value after power cycle or any type of reset event.
The attribute is set to the default value after power cycle or hardware reset

Power on | €vent.

reset The attribute can written only one time after a power cycle or hardware reset,

and it cannot be re-written until the next power cycle or hardware reset.

6413
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Table 14-27 — Attributes

ATTRIBUTES

IDN

Name

Access
Property

Size

Type'

#Ind? | MDV*

# Sel 2

Description

Notes

00h

bBootLunEn

Read /
Persistent

byte

D 00h

Boot LUN Enable

00h: Boot disabled

01h: Enabled boot from Boot LU A
02h: Enabled boot from Boot LU B
All others: Reserved

When bBootLunEn = 00h the boot
feature is disabled, the device behaves
as if bBootEnable would be equal to 0

01h

Reserved

02h

bCurrentPowerMode

Read
only

byte

see
Note 5

Current Power Mode

00h: Idle power mode

10h: Pre-Active power mode

11h: Active power mode

20h: Pre-Sleep power mode

22h: UFS-Sleep power mode

30h: Pre-PowerDown power mode
33h: UFS-PowerDown power mode
Others: Reserved

03h

bActivelCCLevel

Read /
Volatile

byte

see
Note 6

Active ICC Level

bActivelCCLevel defines the maximum
current consumption allowed during
Active Mode.

00h: Lowest Active ICC level

di:-h: Highest Active ICC level
Others: Reserved

Valid range from 00h to OFh.

04h

bOutOfOrderDataEn

Read /

Write
once

byte

D 00h

Out of Order Data transfer Enable

00h: Out-of-order data transfer is
disabled.

01h: Out-of-order data transfer is
enabled.

Others: Reserved

This bit shall have effect only when
bDataOrdering = 01h
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ATTRIBUTES

IDN

Name

Access
Property

Size

Type'

#1Ind.?

# Sel 2

MDV*

Description

Notes

05h

bBackgroundOpStat
us

Read only

byte

00h

Background Operations Status

Device health status for background
operation

00h: Not required

01h: Required, not critical

02h: Required, performance impact
03h: Critical.

Others: Reserved

06h

bPurgeStatus

Read only

byte

00h

Purge Operation Status

00h: Idle (purge operation disabled)
01h: Purge operation in progress
02h: Purge operation stopped
prematurely
03h: Purge operation completed
successfully
04h: Purge operation failed due to
logical unit

qgueue not empty
05h: Purge operation general
failure.
Others: Reserved
When the bPurgeStatus is equal to
the values 02h, 03h, 04h or 05h, the
bPurgeStatus is automatically
cleared to 00h (ldle) the first time
that it is read.

07h

bMaxDatalnSize

Read /
Persistent

byte

see
Note 7

Maximum Data In Size

Maximum data size in a DATA IN
UPIU.

Value expressed in number of 512-
byte units.

bMaxDatalnSize shall not exceed the
bMaxInBufferSize parameter.

bMaxDatalnSize = bMaxInBufferSize
when the UFS device is shipped.

This parameter can be written by the
host only when all LU task queues are
empty.

7,8
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ATTRIBUTES
Type'
IDN Name Access | g0 | T#Ind2 | MDV Description Notes
Property F
el.
Maximum Data-Out Size
The maximum number of bytes that
can be requested with a READY TO
TRANSFER UPIU shall not be greater
than the value indicated by this
attribute.
Value expressed in number of 512-
. Read / 1 byte units.
08h bMaxDataOutSize . D 8
Persistent | byte bMaxDataOutSize shall not exceed the
bMaxOutBufferSize parameter.
bMaxDataOutSize =
bMaxOutBufferSize when the UFS
device is shipped.
This parameter can be written by the
host only when all LU task queues are
empty.
A
Numeber Dynamic Capacity Needed
spoecifliJed The amount of physical memory
09h dDynCapNeeded Read only 4 by 0000 | needed to be removed from the 9
bytes | yaxnu | ©000h physical memory resources pool of the
mberLU particular logical unit, in units of
(LUN) bOptimalWriteBlockSize.
0
Reference Clock Frequency value
0h:19.2MHz
Read / 1h: 26MHz
0Ah bRefClkFreq _ L D 01h 10
Persistent | byte 2h: 38.4MHz
3h: 52MHz
Others: Reserved
Configuration Descriptor Lock
Read / 1 Oh: Configuration Descriptor not
0Bh bConfigDescrLock Write byte D 00h locked
once 1h: Configuration Descriptor locked
Others: Reserved
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ATTRIBUTES

IDN

Name

Access
Property

Size

Type'

#Ind.?> | MDV*

# Sel 2

Description

Notes

0Ch

bMaxNumOfRTT

Read /
Persistent

byte

D 02h

Maximum current number of
outstanding RTTs in device that is
allowed.

bMaxNumOfRTT shall not exceed the
bDeviceRTTCap parameter.

This parameter can be written by the
host only when all LU task queues are
empty.

0Dh

wEXxceptionEventCo
ntrol

Read /
Volatile

bytes

D 0000h

Exception Event Control

This attribute enables the setting of the
EVENT_ALERT bit of Device
Information field, which is contained in
the RESPONSE UPIU.
EVENT_ALERT is set to one if at least
one exception event occured
(WExceptionEventStatus][i]) and the
corresponding bit in this attribute is
one (wExceptionEventControl[i]).

Bit 0: DYNCAP_EVENT_EN

Bit 1: SYSPOOL_EVENT_EN
Bit 2: URGENT_BKOPS_EN

Bit 3 -15: Reserved

OEh

WEXxceptionEventSta
tus

Read only

bytes

D 0000h

Each bit represents an exception
event. A bit will be set only if the
relevant event has occurred
(regardless of the
wExceptionEventControl status).

Bit 0: DYNCAP_NEEDED

Bit 1: SYSPOOL_EXHAUSTED
Bit 2: URGENT_BKOPS

Bit 3 -15: Reserved

OFh

dSecondsPassed

Write only

bytes

0000
0000h

Bits[31:0]: Seconds passed from TIME
BASELINE (see wPeriodicRTCUpdate
in Device Descriptor)
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ATTRIBUTES

IDN

Name

Access
Property

Size

Type'

#1Ind.?

# Sel 2

MDV*

Description

Notes

10h

wContextConf

Read /
Volatile

bytes

A

Number

of LU
specifie

d by
bMaxNu
mberLU

(LUN)

15 (ID)

0000h

INDEX specifies the LU number.
SELECTOR specifies the Context ID
within the LU.
Valid values are 01h — Fh.
Bit[15:8]: Reserved
Bit[7:6]: Reliability mode

00b: MODEO (normal)

01b: MODEL1 (non-Large Unit,

reliable mode or Large Unit unit-
by-unit mode)
10b: MODE2 (Large Unit, one-unit-
tail mode)
11b: Reserved
Bit[5:3]: Large Unit multiplier
If Large Unit context is set, this field

defines the Large Unit size, else it is
ignored

Bit[2]: Large Unit context

Ob: Context is not following Large
Unit rules
1b: Context follows Large Unit rules
Bit [1:0]: Activation and direction
mode
00b: Context is closed and it is no
longer active
01b: Context is configured and
activated as a write-only
context.

10b: Context is configured and
activated as a read-only context

11b: Context is configured and
activated as a read/write context

11h

Obsolete

12h

Reserved

Reserved for Unified Memory
Extension standard

13h

Reserved

Reserved for Unified Memory
Extension standard
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ATTRIBUTES

Type'
IDN Name Access | g0 | T#Ind2 | MDV Description Notes

Property 5ol 3
el.

Device FFU Status

00h: No information

01h: Successful microcode update

. 02h: Microcode corruption error

14h bDeviceFFUStatus | Read Only byte D 00h 03h: Internal error
04h: Microcode version mismatch
05h-FEh: Reserved
OFFh: General Error

11

00h: ‘Off. PSA feature is off.

01h: ‘Pre-soldering’. PSA feature is on,
device is in the pre-soldering
state.

02h: ‘Loading Complete’ PSA feature
is on. The host will set to this
Read / 1 Device value after the host finished

15h bPSAState Persistent | byte D specific writing data during pre-soldering
state.

03h: ‘Soldered’. PSA feature is no
longer available. Set by the
Device to indicate it is in post-
soldering state. This attribute
unchangeable after it is in
‘Soldered’ state.

Read / 8 00 The amount of data that the host plans
16h dPSADataSize Persistent | bvtes D to load to all logical units with
y 00h bPSASensitive set to 1.

NOTE 1 The type “D” identifies a device level attribute, while the type “A” identifies an array of attributes. If Type = “D”, the attribute is addressed setting
INDEX = 00h and SELECTOR = 00h.

NOTE 2 For array of attributes, “# Ind.” specifies the amount of valid values for the INDEX field in QUERY REQUEST/RESPONSE UPIU. If # Ind = 0,
the attribute is addressed setting INDEX = 00h.

NOTE 3 For array of attributes, “# Sel.” specifies the amount of valid values for the SELECTOR field in QUERY REQUEST/RESPONSE UPIU. If # Sel
=0, the attribute is addressed setting SELECTOR = 00h.

NOTE 4 The column “MDV” (Manufacturer Default Value) specifies attribute values after device manufacturing.

NOTE 5 bCurrentPowerMode value after device initialization may be: 20h (Pre-Sleep mode) or 22h (UFS-Sleep mode) if binitPowerMode = 00h, or 11h
(Active Mode) if bInitPowerMode = 01h.

NOTE 6 After power on or reset, bActivelCCLevel is equal to binitActivelCCLevel parameter value included in the Device Descriptor.
binitActivelCCLevel is equal to 00h after device manufacturing and it can be configured by writing the Configuration Descriptor.

NOTE 7 bMaxDatalnSize = bMaxInBufferSize when the UFS device is shipped.

NOTE 8 If the host attempts to write this Attribute when there is at least one logical unit with command queue not empty, the operation shall fail, and
Response field in the QUERY RESPONSE UPIU shall be set to FFh (“General failure”).

NOTE 9 dDynCapNeeded is composed by eight elements, one for each logical unit. The desired element shall be selected assigning the LUN to INDEX
field of QUERY REQUEST UPIU.

NOTE 10 bRefClkFreq field had “Write once” Access Property up to UFS 2.0.

NOTE 11 bDeviceFFUStatus value is kept after power cycle, hardware reset or any other type of reset.This attribute may change value when a
microcode activation event occurs.
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ANNEX A - DYNAMIC CAPACITY HOST IMPLEMENTATION EXAMPLE (INFORMATIVE)

Al Overview

This standard defines the Dynamic Capacity feature to enable a UFS device to regain at least partial
functionality at the end-of-life where the defect level of the storage medium has accumulated to the point
where the device can no longer maintain normal functionality.

Dynamic Capacity operation allows the device, at the direction of the host system, to remove physical
memory resources from the resource pool dedicated for data storage and re-task the resources for device
internal utility, thus restoring device functionality.

The net result of the Dynamic Capacity operation is a reduction of the usable storage space in the physical
medium while the logical address space remains the same as before — i.e., the physical storage is less than
the logical address space. It is the responsibility of the host system to keep track of the reduction in
physical storage to maintain normal operation in its file system.

This application note outlines a method for the host file system to account for the reduction in physical
storage with minimal impact.

A.2 Method Outline

1. The host system receives notification from the device in the Device Information parameter in
Response UPIU that the device requires physical memory to be freed up from the storage space to
continue operation.

2. The host reads the bDynCapNeeded[LUN] attributes and the bOptimalWriteBlockSize parameter in
the Device Descriptor to determine how much physical memory resources needs to be freed up in
each logical unit.

3. The host identifies the logical block address range(s) in the file system where the data can be
discarded/erased to free up the physical memory resources. The host then uses the UNMAP command
to unmap (deallocate) the LBA range(s), and initiates the Dynamic Capacity operation by setting the
fPhyResourceRemoval flag and resetting the UFS device.

4. The host can mark the particular LBA range(s) as unusable in its file system by the means of dummy
file(s) to ensure these LBA’s will not be used in future write operations. The unusable LBA’s marked
by dummy file(s) match the reduction of physical storage, therefore from the host system perspective,
the file system is intact.

5. The host can further backup the unusable LBA information by storing the information in the system
area in case the file system of the main data storage logical unit is corrupted.
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ANNEX B (INFORMATIVE) DIFFERENCES BETWEEN JESD220C AND JESD220B

B.1 Changes between JESD220C and its predecessor JESD220B (September 2013)
B.1.1 New features or new definitions
The following items were added
e Multi-initiator, see section 10.6.2 “Basic Header Format”
e Command priority, see section 10.7.1 “COMMAND UPIU”
¢ Field Firmware Update, see section 11.3.28 “WRITE BUFFER Command”
e Vital product data parameters see section 11.5
e Secure write protection, see sections
o 12.4 “RPMB”
o 12.4.6.7 “Authenticated Secure Write Protect Configuration Block Write”
o 12.4.6.8 “Authenticated Secure Write Protect Configuration Block Read”
e Device Life Span Mode, see section 13.4.13
e Production State Awareness, see section 13.6
e Product Revision Level String Descriptor, see section 14.1.4.13
o Device Health Descriptor, see section 14.1.4.14
B.1.2 Changes in section 2 “Normative Reference”
Added the following specifications:

o 1.2V +/-0.1V (Normal Range) and 0.8 - 1.3 VV (Wide Range) Power Supply Voltage and Interface
Standard for Nonterminated Digital Integrated Circuits

e JEDEC Recommended ESD Target Levels for HBM/MM Qualification, JEP155A.01, March
o JEDEC Recommended ESD-CDM Target Levels, JEP157, October 2009

e Eastlake, D. and T. Hansen, "US Secure Hash Algorithms (SHA and HMAC-SHA)", RFC
B.1.3 Changes in features already defined in UFS 2.0

Changes for features already defined in the previous version of the standard are summarized in the
following:

e 3.2 “Terms and Definitions”, added: “application client”, “device server”; changed the definition for:

LR T3 LR T3

“initiator device”, “target device”, “transaction”.
o 3.3 “Keywords”, added “obsolete”.
e 6.1 “UFS Signals” Table 6-1, added reference to ESD specifications.
e 6.3 “Power Supplies”, added figure for tPRUH, tPRUL and tPRUV.
e 6.4 “Reference Clock™, clarified reference clock details and bRefClkFreq attribute setting.

e 7.4.1.4 “UFS-Sleep Power Mode”, fixed sense key and additional sense code values for commands
other than START STOP UNIT or REQUEST SENSE.
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B.1.3 Changes in features already defined in UFS 2.0 (cont’d)

7.4.1.5 “Pre-Sleep Power Mode”, fixed sense key value in pollable sense data.
7.4.1.7 “Pre-PowerDownPower Mode”, fixed sense key value in pollable sense data.
8.4 “HS Burst” removed section 8.4.3 “Slew Rate Control”.

8.6 “UFS PHY Attributes”, extended the ranges of the following capability attributes:
TX_Min_STALL_NoConfig_Time_Capability, RX_Min_STALL_NoConfig_Time_Capability,
RX_HS_G1 SYNC_LENGTH_Capability, RX_HS_G2_SYNC_LENGTH_Capability,
RX_HS_G3_SYNC_LENGTH_Capability

9.5 “UniPro/UFS Transport Protocol Address Mapping”, added Table 9-1 “UFS Port IDs”

9.6.5 “UniPro Device Management Entity Transport Layer”, substituted Table 9.1 “DME Service
Primitives” with a text.

10.7.1 “COMMAND UPIU”, added Flags.CP bit and IID field.

10.7.2 “RESPONSE UPIU”, added requirements for the termination of a command with Data-Out
data transfer, added 11D field.

10.7.3 “DATA OUT UPIU”, added: IID field, the requirement that Data Segment area shall contain
an integer number of logical blocks and an example for Data out transfer.

10.7.4 “DATA IN UPIU”, added: TID field, the requirement that Data Segment area shall contain an
integer number of logical blocks and an example for Data in transfer.

10.7.5 “READY TO TRANSFER UPIU”, added: IID field, the requirement to request the transfer of
an integer number of logical blocks and an example for READY TO TRANSFER UPIU sequence.

10.7.6 “TASK MANAGEMENT REQUEST UPIU”, added IID field, clarified behavior if more than
one task management request are received, added 11D field in Task Management Input Parameters.

10.7.7 “TASK MANAGEMENT RESPONSE UPIU”, added IID field, added requirements for the
termination of a command with Data-Out data transfer.

10.7.8.3 “Transaction Specific Fields”, indicated QUERY FUNCTION value for each opcode in
Table 10-30.

10.7.10 “REJECT UPIU”, added IID field.

10.7.13 “Data out transfer rules”, in UFS 2.0 this section was in chapter 13, while in UFS 2.1 it was
moved in chapter 10, figures were updated.

10.8.5 “Well Known Logical Unit Defined in UFS”, added FORMAT UNIT command in the list of
commands supported by the Device well known logical unit.

10.9.8 “Task Management Function procedure calls”, added requirements for the termination of a
command with Data-Out data transfer.

11.3 “Universal Flash Storage SCSI Commands” changed WRITE BUFFER command support from
optional to mandatory.

11.3.2.4 “Inquiry Response Data”, specified the PERIPHERAL DEVICE TYPE value for well known
logical unit (e.g. 1Eh).

11.3.18 “FORMAT UNIT Command”, added description related to Device well known logical unit.
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B.1.3 Changes in features already defined in UFS 2.0 (cont’d)

11.3.28 “WRITE BUFFER Command”, added Field Firmware Update.

11.4.2.1 “Control Mode Page”, changed EXTENDED SELF-TEST COMPLETION TIME field value
from 0000h to device specific, BUSY TIMEOUT PERIOD field from changeable to not changeable,
defined TST as not changeable.

12.2.3.4 “Wipe Device”, added wipe device feature using Device well known logical.

12.4.5.1 “CDB format of SECURITY PROTOCOL IN/OUT”, specified command response in case of
invalid ALLOCATION LENGTH or TRANSFER LENGTH values.

13.2.3 “Logical Unit Configuration”, added an example for dNumAllocUnits calculation, changed the
recommendation for setting logical block size: in UFS 2.1 references dOptimalLogicalBlockSize
instead of bOptimalWriteBlockSize or OptimalReadBlockSize.

13.4.6 “Dynamic Device Capacity”, added Dynamic Capacity Resource Policy.

13.4.12 “Queue Depth Definition”, new section which describes shared queue and per-logical unit
gueue implementations.

14.1.4.2 “Device Descriptor”, changed bSecurityLU parameter value from “Device specific” to
“01h”, changed wSpecVersion parameter value from “0200h” to “0210h”, added the following
parameters: bUFSFeaturesSupport, bFFUTimeout, bQueueDepth, wDeviceVersion,
bNumSecureWPArea, dPSAMaxDataSize, bPSAStateTimeout, iProductRevisionLevel.

14.1.6.3 “Configuration Descriptor”, added three Configuration Descriptors and
bConfDescContinue parameter.

14.1.4.4 “Geometry Descriptor”, added the following parameters: bMaxNumberLU,
bDynamicCapacityResourcePolicy, dOptimalLogicalBlockSize.

14.1.4.5 “Unit Descriptor”, added bPSASensitive parameter.

14.1.4.6 “RPMB Unit Descriptor”, added bPSASensitive parameter, changed bLUQueueDepth value
from “00h” to “Device specific”.

14.2 “Flags”, added fDeviceLifeSpanModeEn flag.

14.3 “Attributes”, changed bActiveICCLevel access property from “Persistent” to “Volatile”,
changed bRefClkFreq access property from “Write once” to “Persistent”, defined as obsolete the
dCorrPrgBIkNum (IDN=11h), added bDeviceFFUStatus, bPSAState and dPSADataSize.

Global

o Removed the use of “embedded UFS”, “ UFS Card”

o Reviewed the use of “initiator device”, “target device”, “UFS host”, “UFS device”

o Added optional support for 32 logical units are related Configuration Descriptors
= 14.1.3 “Accessing Descriptors and Device Configuration”

= 14.1.6.3 “Configuration Descriptor”

Several clarifications were added and editorial changes were implemented in addition to what
summarized in this annex.
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Changes between JESD220B and its predecessor JESD220A (June 2012)

B.2.1 New features or new definitions

The following items were added

HS-GEARS3 support (optional)
Multi-lane support (two lanes, optional)
New 6.5.1“HS Gear Rates”, Defined HS-BURST rates

New 6.7 “Absolute Maximum DC Ratings”, Defined absolute maximum DC ratings for signal
voltages, power supply voltages, and storage temperature.

New 7.2 “Power up ramp”, Defined requirements for power up ramp.

New 7.3 “Power off ramp”, Defined requirements power off ramp.

Mode Page Policy VPD support (see 11.3.2.1 “VITAL PRODUCT DATA”)
New 11.3.21 “SECURITY PROTOCOL IN Command”

New 11.3.22 “SECURITY PROTOCOL OUT Command”

B.2.2 Changes in section 2 “Normative Reference”

M-PHY*M specification: from version 2.00.00 to version 3.0.

Unified Protocol (UniPro®™) specification: from version 1.41.00 to version 1.6.

B.2.3 Changes in features already defined in UFS 1.1

Changes for features already defined in the previous version of the standard are summarized in the
following

4.1 “General Features”, Mandatory support for HS-GEAR2

5.4.3 “MIPI UniPro Related Attributes”, DME_DDBL1_ManufacturerID and
DME_DDBL1_DeviceClass, Used Attribute names defined in [MIPI-UniPro] and fixed Attribute ID
value.

5.5.1.1 “Client-Server Model”, Deleted the sentence: “Only one Task can be processed at a time
within a Logical Unit. If a device contains multiple Logical Units, it could have the ability to process
multiple Tasks simultaneously or concurrently if so designed.”.

7.3.1 “EndPointReset”, Deleted the sentence “Note that if the device has already completed the
initialization phase before receiving the EndPointReset, it is not required to set fDevicelnitto ‘1° and
wait until the device clears it.”.
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B.2.3 Changes in features already defined in UFS 1.1 (cont’d)

7.4.1 “Device Power Modes”, Clarified logical unit response to SCSI commands for each power
mode. UFS-Sleep power mode: added the sentence: “VCC power supply should be restored before
issuing START STOP UNIT command to request transition to Active power mode or PowerDown
power mode.”. Figure “Power Mode State Machine”: added Powered On power mode, arrow from
Active to Pre-Sleep with “bInitPowerMode=00h", and some notes. Defined all power mode
transitions. Added the sentence: “The effects of concurrent power mode changes requested by
START STOP UNIT commands with the IMMED bit set to one are vendor specific.”. Added the
sentence: “A START STOP UNIT command with the IMMED bit set to zero causing a transition to
Active, Sleep, or PowerDown power modes shall not complete with GOOD status until the device
reaches the power mode specified by the command.”. Added 7.4.1.9 “Device Well Known Logical
Unit Responses to SCSI commands”

New 7.4.4 “Logical Unit Power Condition”

8.6 “UFS PHY Attributes”, Added the following M-PHY*™ Attributes: TX_Hibern8Time_Capability,
TX_Advanced_Granularity Capability, TX_Advanced_Hibern8Time_Capability,
TX_HS_Equalizer_Setting_Capability, RX_Hibern8Time_Capability,
RX_PWM_G6_G7_SYNC_LENGTH_Capability, RX_HS_G2_SYNC_LENGTH_Capability,
RX_HS_G3_SYNC_LENGTH_Capability, RX_HS_G2_PREPARE_LENGTH_Capability,

RX_HS _G3 PREPARE_LENGTH_Capability, RX_Advanced_Granularity Capability,
RX_Advanced_Hibern8Time_Capability, RX_Advanced_Min_ActivateTime_Capability.

9.6.6 “UniPro Attributes”, Added the UniPro®™ PA_MaxDataLanes constant, PA_AvailTxDatalanes
and PA_AvailRxDataLanes Attributes.

Table 10.17 — Sense Key, Deleted the sentence: “The UNIT ATTENTION condition will remain set
until an explicit REQUEST SENSE has been issued to the target.”

10.5.5 “DATA OUT UPIU”, Added the sentence: “Note that in case out of order DATA OUT UPIUSs,
the last data portion may not be transmitted by the final UPIU.”.

10.5.6 “DATA IN UPIU”, Added the sentence: “Note that in case out of order DATA IN UPIUs, the
final data portion may not be transmitted by the last UPIU.”

10.5.7 “READY TO TRANSFER UPIU””

Added the sentence: “The Data Buffer Offset shall be an integer multiple of four.”.

Added the sentence: “The Data Transfer Count field shall be always an integer multiple of four bytes
except for RTT which requests the final portion of data in the transfer.”.

New 10.5.10.12 “NOP”
Defined NOP OPCODE for QUERY REQUEST UPIU.

10.5.11 “QUERY RESPONSE UPIU”, Added Device Information in byte 9 of QUERY RESPONSE
UPIU. Defined Query Response value for invalid Query Function field and OPCODE field
combinations.

New 10.5.11.14 “NOP”, Defined NOP OPCODE for QUERY RESPONSE UPIU.

.3.2.4 “Inquiry Response Data”, Added the sentence: “The 4-byte PRODUCT REVISION LEVEL in
the Inquiry Response Data shall identify the firmware version of the UFS device and shall be
uniquely encoded for any firmware modification implemented by the UFS device vendor.”
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B.2.3 Changes in features already defined in UFS 1.1 (cont’d)

11.4.2 “UFS Supported Pages”, Defined default value and changeable fields for the following Mode
Pages: Control Mode Page, Read-Write Error Recovery Mode Page, Caching Mode Page.

12.4.6 “RPMB Operations”, Changed Command Set Type field value from 1h to Oh.

13.1.3.1 “Partial initialization”, During device initializialization is no longer required to send a
sequence of NOP OUT UPIU: the host sends only one NOP OUT UPIU.

13.1.3.3 “Initialization completion” , Added a table to clarify which are the valid UPIUs and SCSI
commands for each initialization phase.

13.2.3 “Logical Unit Configuration”

Added the sentence: “Supported bLogicalBlockSize values are device specific, refer to the vendor
datasheet for further information”.

Added the sentence: “The Capacity Adjustment Factor value for Normal memory type is one.”

13.4.4 “Background Operations Mode”

Removed the requirement of having empty command queues for starting background operations.
Added bBackgroundOpsTermLat (Background Operations Termination Latency) parameter in Device
Descriptor.

Defined URGENT_BKOPS = 0 if bBackgroundOpStatus = 1.

13.4.7 “Data Reliability”
Increased data reliability granularity from 512 bytes to logical block size.
Defined RPMB data reliability granularity (0RPMB_ReadWriteSize x 256 bytes)

13.4.12 “Data transfer rules related with RTT (Ready-to-Transfer)”
Added the sentence: “RTT requests related to several write commands or from different logical units
may be interleaved.”

14.1.6.2 “Device Descriptor”

bDeviceSubClass: reserved bit 2 for Unified Memory Extension standard.
Changed bNumberLU manufacturer default value (MDV) from 01h to 00h.
Added bBackgroundOpsTermLat parameter.

Reserved bytes for Unified Memory Extension standard.

Clarified wManufacturerID definition.

14.1.6.3 “Configuration Descriptor” Removed bNumberLU (because this parameter is no longer
configurable).

14.1.6.5 “Unit Descriptor” bLUWriteProtect: reserved the value 03h for UFS Security Extension
standard.

14.2 “Flags”: Added fPermanentlyDisableFwUpdate (Permanently Disable Firmware Update) flag.
14.3 “Attributes”: Changed bRefClkFreq manufacturer default value (MDV) from 00h to 01h.

Several clarifications were added and editorial changes were implemented in addition to what
summarized above.
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